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Department of Homeland Security 
Information Analysis and Infrastructure Protection Directorate  

CyberNotes   

 
Issue #2003-26           December 31, 2003 
 
CyberNotes is published every two weeks by the Department of Homeland Security/Information 
Analysis and Infrastructure Protection (IAIP) Directorate. Its mission is to support security and 
information system professionals with timely information on cyber vulnerabilities, malicious scripts, 
information security trends, virus information, and other critical infrastructure-related best 
practices.  
 
You are encouraged to share this publication with colleagues in the information and infrastructure 
protection field. Electronic copies are available on the Department of Homeland Security Information 
Analysis Infrastructure Protection Directorate Web site at http://www.nipc.gov. 
 
Please direct any inquiries regarding this publication to the Editor-CyberNotes, Room 5905, 935 
Pennsylvania Avenue, NW, Washington, DC, 20535. 
 

Bugs, Holes & Patches  
 
The following table provides a year-end summary of software vulnerabilities identified between 
December 6, 2002 and December 12, 2003. The table provides the vendor, operating system, software 
name, common name of the vulnerability, potential risk at the time of publication, and the CyberNotes 
issue in which the vulnerability appeared. Software versions are identified if known. This information is 
presented only as a summary; complete details are available from the source indicated in the 
endnote.  Please note that even if the method of attack has not been utilized or an exploit script is not 
currently widely available on the Internet, a potential vulnerability has been identified. Updates to items 
appearing in previous issues of CyberNotes are listed in bold. New information contained in the 
update will appear in italicized colored text. Where applicable, the table lists a “CVE number” (in red) 
which corresponds to the Common Vulnerabilities and Exposures (CVE) list, a compilation of standardized 
names for vulnerabilities and other information security exposures. 
 
 

Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

0verkill1 Multiple 0verkill 0.16 0verkill Remote Buffer Overflow High CyberNotes-2003-01 
121 Software2 Windows 121 WAM! 1.0.4 121 WAM! Directory Traversal Medium CyberNotes-2003-16 
123Apps3 Windows ASP Chat ASP Chat Login Nickname  High CyberNotes-2003-13 
12Planet4 Windows NT 

4.0/2000, XP,  
Unix 

Chat Server 2.5 Chat Server Cleartext 
Authentication & Path Disclosure 

Medium/High 
 

(High if 
administrative 
access can be 

obtained) 

CyberNotes-2003-08 

360 Degree Web5 Windows XP Platinum Key PlatinumKey Access Control 
Bypass  

Medium CyberNotes-2003-09 

3am Labs Ltd.6 Windows Remotely Anywhere Enterprise 
Edition, Personal Edition, Server 
Edition, Server Edition 5.10.416 

Remotely Anywhere Cross-Site 
Scripting 

High CyberNotes-2003-25 

3Com7 Multiple Office Connect DSL Router 812 
1.1.7, 1.1.9, 2.0 

3Com DSL Route Denial of 
Service 

Low CyberNotes-2003-15 

3Com8 Multiple Office Connect DSL Router 812 
1.1.7, 1.1.9 

OfficeConnect ADSL Router 
DHCP Traffic 

Medium CyberNotes-2003-10 
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Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

3Com9 Multiple SuperStack 3 Firewall SuperStack 3 Firewall Content 
Filter Bypassing 

Medium CyberNotes-2003-06 

3Com 10 Multiple SuperStack II RAS 1500 SuperStack II RAS 1500 
Malicious IP Header Denial of 

Service & Inadequate 
Authentication 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-07 

3D-FTP11 Windows 3D-FTP Client 4.0 3D-FTP Client Buffer Overflow High CyberNotes-2003-09 
3ware Software12 Multiple Disk Management Software 1.10 

.020,  1.10 .012 
Disk Management Denial of 

Service 
Low CyberNotes-2003-03 

4D Inc.13 Windows WebSTAR 5.2-5.2.4, 5.3, 5.3.1 4D WebSTAR Remote Buffer 
Overflow 

High CyberNotes-2003-19 

Abuse-SDL14 Multiple Abuse-SDL 0.7.0 Abuse-SDL Buffer Overflow High CyberNotes-2003-13 
access referer. 
sourceforge.net15 

Unix Apache mod_ access_ referer 1.0.2 Apache Mod_Access_Referer 
Remote Denial of Service 

Low CyberNotes-2003-08 

access-remote-
pc.com16 

Windows Remote PC Access 2.2 Remote PC Access Denial of 
Service 

Low CyberNotes-2003-11 

ACLogic 17 Multiple CesarFTP CesarFTP Remote Denial of 
Service 

Low CyberNotes-2003-13 

Acme Laboratories18, 

19 

 

SuSE issues 
advisory20 

Unix thttpd 2.21b, 2.21, 2.22, 2.23b1 thttpd defang() Remote Buffer 
Overflow 

 
CVE Name: CAN-2003-0899 

High CyberNotes-2003-22 
CyberNotes-2003-23 

Acme Laboratories21, 

22 

 

Conectiva issues 
advisory23 

Unix Acme mini_httpd 1.0 1, 1.0, 
1.10-1.16, thttpd 1.0, 1.90 a, 1.95, 
2.0- 2.23 b1  

thttpd/ mini_httpd Directory 
Traversal 

 
CVE Name: CAN-2002-1562 

Medium CyberNotes-2003-22 
CyberNotes-2003-23 

ActivCard 
Corporation24 

Windows XP ActivCard Gold 1.21, 2.2 ActivCard Gold Cached Static 
Password 

Medium CyberNotes-2003-08 

Active PHP 
Bookmarks25 

Multiple Active PHP Bookmarks 1.1.01 Active PHP Bookmarks Multiple 
File Include 

High CyberNotes-2003-01 

Adalis Informatique26 Unix D-Forum 1.0, 1.10,  1.11 D-Forum Remote File Include High CyberNotes-2003-04 
Adiscon GmbH27 Windows Monitor Ware Agent 1.3,  

S 4.21 SP1, 5.0 beta 
WinSyslog Interactive Syslog 
Server Long Message Remote  

Denial of Service 

Low CyberNotes-2003-22 

Adiscon GmbH 28 Windows WinSyslog 4.21 SP1 WinSyslog Long Syslog Message 
Remote Denial of Service 

Low CyberNotes-2003-21 

Adobe Systems Inc.29 Windows SVG Viewer 3.0 & prior SVG Viewer Alert Method Code 
Execution 

High CyberNotes-2003-21 

Adobe Systems Inc. 30 Unix Acrobat Reader (UNIX) 5.05-5.0 7, 
4.05 

Adobe Unix Acrobat Reader  
Buffer Overflow 

High CyberNotes-2003-14 

Adobe Systems Inc. 31 Windows SVG Viewer 3.0 & prior SVG Viewer ‘postURL’ & 
‘getURL’ Restriction Bypass 

Medium CyberNotes-2003-21 

Adobe Systems Inc. 32 Windows SVG Viewer 3.0 & prior SVG Viewer Active Scripting 
Security Bypass 

Medium CyberNotes-2003-21 

Adobe Systems, Inc.33 Windows Acrobat 5.0, 5.0.5 Acrobat JavaScript Parsing 
Engine  

High CyberNotes-2003-10 

Adobe Systems, Inc.34 
 
Upgrade available & 
exploit virus35 

Windows 
95/98/NT 
4.0/2000, XP, 
MacOS, 
Unix 

Acrobat 4.0 5, 4.0 5c, 4.0, 4.0.5 a, 
5.0, 5.0.5, Acrobat Reader 4.0 5, 
4.0 5c, 4.0, 4.0.5 a, 5.0, 5.0.5 

Acrobat Plug-in Digital 
Signature 

 
CVE Name: CAN-2002-0030 

High CyberNotes-2003-07 
CyberNotes-2003-09 

Aegis Group36 Windows FoxWeb 2.5 FoxWeb Remote Buffer Overflow High CyberNotes-2003-19 
AIDeX37 Multiple Mini-Webserver 1.1 Mini-Webserver Information 

Disclosure 
Medium CyberNotes-2003-14 

akpop3d 38 Unix akpop3d 0.4-0.6, 0.7-0.7.5 akpop3d Authentication Code Medium CyberNotes-2003-18 
Alabanza39 Multiple AlaCart 1.0 AlaCart Administration 

Authentication Bypass  
High CyberNotes-2003-25 
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System Software Name Common 
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Aladdin Enterprises 
40, 41, 42 

 

RedHat issues another 
advisory43 

Unix Ghostscript 5.10.10, 5.10.15, 
5.10.16, 5.50, 5.50.8, 6.51-6.53, 7.0 
4-7.0 6 

GhostScript Arbitrary 
Command Execution 

 
CVE Name: CAN-2003-0354 

High CyberNotes-2003-12 
CyberNotes-2003-13 

Aladdin Knowledge 
Systems44 

Windows 2000 eSafe Gateway 3.0, 3.5 eSafe OPSEC CVP Virus 
Scanning Bypass 

Medium CyberNotes-2003-04 

Alan Ward45 Windows A-Cart 2.0, PRO 2.0 A-Cart Cross-Site Scripting High CyberNotes-2003-20 
Alan Ward46 Multiple A-Cart 2.0, PRO 2.0 A-Cart Register.ASP Cross-Site 

Scripting 
High CyberNotes-2003-25 

Alberto Pittoni47 Windows, Unix Alguest 1.1b, 1.1c Alguest Authentication Bypass High CyberNotes-2003-13 
Alentum Software, 
Inc.48 

Windows WebLog Expert 1.61, Expert 2.0 
Beta 1, Expert Lite 1.61, 2.0 Beta 1 

WebLog Expert HTTP Header 
Code Injection 

High CyberNotes-2003-05 

Alentum Software, 
Inc. 49 

Windows WebLog Expert 1.61, 2.0 beta 1 WebLog Expert Logfile 
Insufficient Sanitization 

High CyberNotes-2003-05 

Alexander Konig50 Unix terminatorX 3.80 TerminatorX ‘HOME’ & 
‘XLOCALE DIR’ Environment 

Variable Buffer Overflow 

Medium CyberNotes-2003-14 

Alexander Konig51 
 
Another exploit 
published52 

Unix TerminatorX 3.81 TerminatorX Multiple 
Commandline Vulnerabilities 

High CyberNotes-2003-23 
CyberNotes-2003-24 

Alexandria/Source 
Forge53 

Windows, Unix Alexandria Alexandria 2.0, 2.5; 
VA Software Source Forge 
Enterprise Edition 2.5, 2.7 

Alexandria/ Source Forge 
Multiple Vulnerabilities 

Medium High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 

Ali 54 Windows, 
Unix 

PayPal Store Front 3.0 PayPal Store Front 'index.php'  High CyberNotes-2003-21 

Allaire55 Windows 
95/98/NT 
4.0/2000, 
Unix 

ColdFusion Server 5.0 ColdFusion Cross-Site Scripting High CyberNotes-2003-01 

Allegro Software 
Development 
Corporation 56 

Multiple RomPager version 2.00, 2.10 RomPager Cross Site Scripting High CyberNotes-2003-03 

Alpha Shield Inc.57 Multiple Alpha Shield AlphaShield Connection Tracking Medium CyberNotes-2003-02 
Alt-N Technologies58 Windows 

95/98/NT 
4.0/2000 

MDaemon 2.8, 2.8.5, 3.0.3, 3.0.4, 
3.1.1, 3.1.2, 3.5.0, 3.5.1, 3.5.4, 
3.5.6, 5.0.7, 6.0.0, 6.0.5-6.0.7, 6.5.0 

Alt-N MDaemon/ WorldClient 
‘Form2Raw’ Mail Header 

Spoofing 

Medium CyberNotes-2003-04 

Alt-N Technologies59 Windows MDaemon 6.0.7, 6.5.0, 6.7.5, 6.7.9 MDaemon ‘DELE’ & ‘UIDL’ 
Commands Buffer Overflow 

Low CyberNotes-2003-09 

Alt-N Technologies60 Windows MDaemon 6.7.5, 6.7.9 MDaemon IMAP Server Buffer 
Overflow 

High CyberNotes-2003-09 

Alt-N Technologies61 Windows 
95/998/ME/ NT 
4.0/2000, XP 

Deerfield MDaemon 5.0.5 MDaemon SMTP Server Null 
Password  

Medium CyberNotes-2003-17 

Alt-N Technologies62 Windows WebAdmin 2.0 0-2.0.2 WebAdmin Remote File 
Disclosure & Viewing 

Medium CyberNotes-2003-09 

Alt-N Technologies 63 Windows WebAdmin 2.0 0- 2.0.4 WebAdmin USER Parameter 
Remote Buffer Overflow 

High CyberNotes-2003-13 

AMaViS64 Unix AMaViS-ng 0.1.6.1- 0.1.6 .3  AMaViS Relaying Restrictions 
Circumvention 

Medium CyberNotes-2003-08 

AMAX Information 
Technologies Inc.65 
 
Exploit script 
published66 

Windows Magic Winmail Server 2.3 Magic Winmail Remote  
Denial of Service 

Low CyberNotes-2003-11 
CyberNotes-2003-12 

Amazesoft67 Windows FlashGet 0.9-0.96, 1.0-1.2 FlashGet Insecure Dialup 
Credential Disclosure 

Medium CyberNotes-2003-25 

Ambrosia Software, 
Inc.68 

Unix Apple MacOS X 10.2- 10.2.6, 
MacOS X Server 10.2-10.2.6 

MacOS X Screen Effects 
Password Protection Bypass 

Medium CyberNotes-2003-16 
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America OnLine69 Windows Instant Messenger 5.2.3292 AOL Instant Messenger 
Screenname Buffer Overflow 

High CyberNotes-2003-21 

AMX Mod70 Multiple AMX Mod 0.9.2 AMX Mod Remote 'amx_say' 
Format String 

High CyberNotes-2003-05 

AnalogX71 Windows, 
Unix 

Proxy 4.13 AnalogX Buffer Overflow High CyberNotes-2003-11 

AnalogX72 Windows 
95/98/NT 
4.0/2000 

Proxy 4.0-4.0 7, 4.10, 4.13, 4.14 Proxy Cross-Site Scripting High CyberNotes-2003-18 

Anderson Che73 Windows  Avant Browser 8.0.2 Avant Browser Remote 
Buffer Overflow 

High CyberNotes-2003-18 

Andries Brouwer74 Unix man 1.5 k Man Program Unsafe Return 
Value Command Execution 

High CyberNotes-2003-06 

Andries Brouwer75 Unix man 1.5 m1, 1.5 m, 1.5 l, 1.5 k, 1.5 
j¸1.5 i2, 1.5 i, 1.5 h1 

Man Utility MANPL 
Environment Variable Buffer 

Overflow 

High CyberNotes-2003-19 

Andries Brouwer76 Unix util-linux 2.11u, 2.11n Util-Linux ‘mcookie’ Utility Medium CyberNotes-2003-04 
AN-HTTP77 Windows 

95/98/ME/ NT 
4.0/2000, XP 

AN-HTTPd 1.41 e AN HTTPD Multiple 
Vulnerabilities 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 

AN-HTTPd78 Windows 
95/98/ME/ NT 
4.0/2000, XP 

AN AN-HTTPd 1.2b, 1.2.1, 
1.38-1.40, 1.41b -1.41e, 1.41, 
1.42f- 1.42h 

AN HTTPD ‘Count.pl’ Directory 
Traversal 

Medium CyberNotes-2003-09 

Anope IRC Services79 Multiple Anope Services 1.4.15- 1.4.20, 
1.4.25 

Anope Services Denial of Service Low CyberNotes-2003-14 

Anthill80 Multiple Anthill 0.2.5 Anthill Remote File Include High CyberNotes-2003-24 
Apache Software 
Foundation81 

Windows, Unix Cocoon 2.1, 2.2 Apache Cocoon Directory 
Traversal 

Medium CyberNotes-2003-22 

Apache Software 
Foundation82 
 
RedHat issues 
advisories83 

Windows, 
OS2,  
Unix 

Apache 1.3.1, 1.3.3, 1.3.4, 1.3.6, 
1.3.9, 1.3.11, 1.3.12, 1.3.14, 1.3.17- 
1.3.20, 1.3.22-1.3.27 

Apache HTTP Server Multiple 
Vulnerabilities 

 
CVE Name: CAN-2003-0460 

Low/ Medium 
 

(Medium is sensitive 
information can be 

obtained) 

CyberNotes-2003-15 
CyberNotes-2003-20 

Apache Software 
Foundation84 

Unix Gregory Trubetskoy mod_ python 
2.7-2.7.8, 3.0-3.0.3 

Apache mod_python Module  
Remote 

Denial of Service 
 

CVE Name: CAN-2003-0973 

Low CyberNotes-2003-25 

Apache Software 
Foundation85 

Unix Tomcat 4.0-4.0.5, 4.1, 4.1.3 beta, 
4.1.9 beta, 4.1.10 

Apache Tomcat Invoker Servlet 
File Disclosure 

 
CVE Name: CAN-2002-1394 

Medium CyberNotes-2003-02 

Apache Software 
Foundation86 

Multiple Apache 2.0.36- 2.0.43 Apache Web Server   
Multiple Vulnerabilities  

 
CVE Names: CAN-2003-0016, 

CAN-2003-0017 

Low/ Medium/High 
 

(Low if a DoS, 
Medium is sensitive 

information is 
obtained, and High 
if arbitrary code is 

executed) 

CyberNotes-2003-02 

Apache Software 
Foundation87 

OS2 Apache 2.0.35- 2.0.45 Apache Web Server  
OS2  

Denial of Service 

Low CyberNotes-2003-08 

Apache Software 
Foundation88 
 
More upgrades 
issued89, 90 

Windows, 
MacOS X 10.x, 
Unix 

Apache 2.0.43- 2.0.46 Apache Web Server  
Type-Map Denial of Service 

Low CyberNotes-2003-14 
CyberNotes-2003-16 

Apache Software 
Foundation91 

Unix Apache 2.0.39- 2.0.44 Apache Web Server File 
Descriptor  

Medium CyberNotes-2003-07 
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Vendor Operating 
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Apache Software 
Foundation92 
 
Vendors issue 
advisories93, 94 

 

More advisories 
issued95, 96 

Unix,   
MacOS X 10.x 

Apache 2.0, 2.0.28, 2.0.32, 2.0.35- 
2.0.47 

Apache Web Server mod_cgid 
Module CGI Data Redirection 

 
CVE Name: CAN-2003-0789 

Medium CyberNotes-2003-22 
CyberNotes-2003-23 
CyberNotes-2003-24 

Apache Software 
Foundation97 
 
Hewlett Packard 
issues advisory98 

MacOS X 10.x, 
Unix 

Apache 2.0a9, 2.0, 2.0.28, 2.0.32, 
2.0.35- 2.0.47 

Apache2 MOD_CGI Denial of 
Service 

Low CyberNotes-2003-20 
CyberNotes-2003-21 
CyberNotes-2003-22 

Apache Software 
Foundation99 

Unix Tomcat 4.0-4.0.6 Tomcat Non-HTTP Request  
Denial of Service 

Low CyberNotes-2003-21 

Apache Software 
Foundation100 
 
Hewlett Packard 
releases patch101 

Unix Tomcat 3.0- 3.3.1 Tomcat Multiple Vulnerabilities 
 

CVE Names: CAN-2003-0042, 
CAN-2003-0043,  
CAN-2003-0044 

Medium/ High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-03 
CyberNotes-2003-06 

Apache Software 
Foundation102, 103 

 

More advisories 
issued104, 105, 106, 107, 108 

 
More advisories 
issued109, 110 

Windows, NT 
4.0/2000, Unix, 
BSD/OS 4.0,  
MacOS X 10.x 

Apache 1.3, 1.3.1, 1.3.3, 1.3.4, 
1.3.6, 1.3.9, 1.3.11, 1.3.12, 1.3.14, 
1.3.17-1.3.20, 1.3.22-1.3.28, 2.0, 
2.0.28, 2.0.32, 2.0.35-2.0.47 

Apache Web Server Buffer 
Overflow 

 
CVE Name: CAN-2003-0542 

High CyberNotes-2003-22 
CyberNotes-2003-23 
CyberNotes-2003-24 

Apache Software 
Foundation111, 112 

 

More updates 
issued113, 114 

Windows, 
MacOS X 10.x, 
Unix 

Apache 2.0, 2.0.28, 2.0.32, 
2.0.35-2.0.46 

Apache Web Server FTP 
Remote Denial of Service 

 
CVE Name: CAN-2003- 0254 

Low CyberNotes-2003-14 
CyberNotes-2003-15 

Apache Software 
Foundation115, 116 

 

More updates 
issued117, 118 

Windows, 
MacOS X 10.x, 
Unix 

Apache 2.0, 2.0.28, 2.0.32, 
2.0.35-2.0.46 

Apache Web Server Prefork 
MPM Remote Denial of Service 

 
CVE Name: CAN-2003- 0253 

Low CyberNotes-2003-14 
CyberNotes-2003-15 

Apache Software 
Foundation119, 120 

 

More updates 
issued121, 122 

 

More updates 
issued123 
 
SCO issues advisory124 

Windows, 
MacOS X 10.x, 
Unix 

Apache 2.0, 2.0.28, 2.0.32, 
2.0.35-2.0.46 

Apache Web Server SSLCipher 
Suite Weak Cipher Suite  

 
 CVE Name: CAN-2003-0192 

Medium CyberNotes-2003-14 
CyberNotes-2003-15 
CyberNotes-2003-20 
CyberNotes-2003-23 

Apache Software 
Foundation125,  126 

Unix Apache 2.0.39-2.0.44 Apache Web Server File 
Descriptor Leakage 

Medium CyberNotes-2003-09 

APC127 
 
 
More vendors release 
updates128, 129, 130 

Unix apcupsd 3.8.5 Apcupsd ‘log_event’ Remote 
Root Access 

 
CVE Name: CAN-2003-0098 

High CyberNotes-2003-04 
CyberNotes-2003-07 

APC131, 132, 133 Unix apcupsd 3.8.2, 3.8.5, 3.8.6 Apcupsd Multiple Buffer 
Overflow 

 
CVE Name: CAN-2003-0099 

Medium/ High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 
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Apple134 Multiple AirPort Base Station AirPort Administrative Password 
Encryption Weakness 

 
CVE Name: CAN-2003-0270 

Medium CyberNotes-2003-10 

Apple135 Unix MacOS X 10.2.4 Apple Mac OS X Keychain 
Access Password Disclosure 

Medium CyberNotes-2003-07 

Apple136 MacOS X 
10.2x 

MacOS X Server 10.2-10.2.6 Apple AFP Server Arbitrary File 
Corruption 

 
CVE Name: CAN-2003-0379 

High CyberNotes-2003-12 

Apple137 Unix (OS X) MacOS X 10.2 (Jaguar), 
10.2.1-10.2.3 

Apple File Protocol iDrive 
Administrator Login 

 
CVE Name: CAN-2003-0049 

Medium CyberNotes-2003-04 

Apple138 Windows NT 
4.0/2000, 
MacOS X, 
Unix 

Quicktime MP3 Broadcaster Apple Quicktime/ Darwin MP3 
Broadcaster Filename Buffer 

Overflow 
 

CVE Name: CAN-2003-0055 

High CyberNotes-2003-05 

Apple139 Windows NT 
4.0/2000, 
MacOS X, 
Unix 

Darwin Streaming Server 4.1.2, 
Quicktime Streaming Server 4.1.1 

Apple QuickTime/ Darwin 
Multiple Vulnerabilities 

 
CVE Names: CAN-2003-0050,  

CAN-2003-0051,  
CAN-2003-0052, 
CAN-2003-0053, 
CAN-2003-0054 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 

Apple140 MacOS  X Apple Share IP 5.0-5.0.3, 6.1-6.3.1 AppleShare IP FTP Server 
Remote Denial of Service 

Low CyberNotes-2003-25 

Apple141 MacOS X 10.3 MacOS X 10.3. 10.3.1, MacOS X 
Server 10.3, 10.3.1 

Mac OS X Finder Application 
Access Validation 

Medium CyberNotes-2003-24 

Apple142 MacOS X MacOS X Server 10.2.6 Mac OS X Information Disclosure 
 

CVE Name: CAN-2003-0420 

Medium CyberNotes-2003-13 

Apple143 MacOS X 10.x MacOS X 10.0, 10.2- 10.2.8, 10.3, 
10.3.1, MacOS X Server 10.2- 
10.2.8, 10.3, 10.3.1, 

Mac OS X Jaguar/Panther 
Multiple Vulnerabilities 

Medium CyberNotes-2003-24 

Apple144 MacOS X 10.x MacOS X 10.0- 10.0.4, 
10.1-10.1.5, 10.2- 10.2.8, MacOS 
X Server 10.0, 10.2- 10.2.8 

Mac OS X Multiple 
Vulnerabilities 

Low/ Medium/High 
 

Low  if a DoS; 
Medium if elevated 

privileges or 
unauthorized access 

can be obtained; 
and High if 

arbitrary code can 
be executed) 

CyberNotes-2003-22 

Apple145 MacOS X 
10.2-10.2.6 

MacOS X Server 10.2-10.2.6 Mac OS X Server Authentication 
ClearText Passwords 

 
CVE Name: CAN-2003-0378 

Medium CyberNotes-2003-12 

Apple146 MacOS X MacOS X Server 10.2-10.2.6 Mac OS X Server Workgroup 
Manager Insecure Account 

Creation 
 

CVE Name: CAN-2003-0601 

Medium CyberNotes-2003-15 

Apple147 Unix (OS X) MacOS X 10.2 (Jaguar), 
10.2.1-10.2.3 

MacOS  TruBlue Environment 
Variable Privilege Escalation 

 
CVE Name: CAN-2003-0088 

Medium CyberNotes-2003-04 

Apple148 MacOS X 10.x MacOS X 10.0- 10.0.4, 
10.1-10.1.5, 10.2- 10.2.8 

MacOS X Root Privilege 
Elevation 

High CyberNotes-2003-23 
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Apple149 MacOS X 10.0, 
10.1, 10.2 

MacOS X 10.0- 10.0.4, 
10.1-10.1.5, 10.2- 10.2.8 

MacOS X Core File  
 

CVE Name: CAN-2003-0877 

High CyberNotes-2003-22 

Apple150 MacOS X 10.x MacOS X 10.0.2, 10.0.3, MacOS X 
Server 10.2- 10.2.8, 10.3, 10.3.1 

MacOS X DHCP Response  
Root Access 

High CyberNotes-2003-24 

Apple151 
 
Exploit script has 
been published152 

MacOS X 10.x MacOS X 10.0- 10.2.4, MacOS X 
Server 10.0, 10.2-10.2.4 

MacOS X Directory 
Service Denial of Service 

Low CyberNotes-2003-08 
CyberNotes-2003-09 

Apple153 MacOS X 10.x MacOS X 10.0- 10.2.4, MacOS X 
Server 10.0, 10.2-10.2.4 

MacOS X Directory Service 
Privilege Escalation 

 
CVE Name: CAN-2003-0171 

Medium CyberNotes-2003-08 

Apple154 MacOS X 10.x MacOS X 10.0- 10.2.4, MacOS X 
Server 10.0, 10.2-10.2.4 

MacOS X Information Disclosure 
 

CVE Name: CAN-2003-0198 

Medium CyberNotes-2003-08 

Apple155 MacOS X 10.0, 
10.1, 10.2 

MacOS X 10.0- 10.0.4, 
10.1-10.1.5, 10.2- 10.2.8, MacOS 
X Server 10.0, 10.2- 10.2.8 

MacOS X Insecure File 
Permissions Vulnerabilities 

 
CVE Name: CAN-2003-0876 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 

Apple156 MacOS X 10.x MacOS X 10.0- 10.0.4, 
10.1-10.1.5, 10.2- 10.2.5, MacOS 
X Server 10.0, 10.2- 10.2.5 

MacOS X IPSec Policy By Port 
Bypass 

 
CVE Name: CAN-2003-0242 

Medium CyberNotes-2003-11 

Apple157 MacOS X 10.2 MacOS X 10.2-10.2.8 MacOS X Long Argv Value  
Buffer Overflow 

 
CVE Name: CAN-2003-0895 

Low CyberNotes-2003-22 

Apple158 MacOS X 10.3 MacOS X 10.3 MacOS X Panther Screen Effects  Medium CyberNotes-2003-22 
Apple159 MacOS X 10.3 MacOS X 10.3, MacOS X Server 

10.3 
MacOS X Quicktime Java 

 
CVE Name: CAN-2003-0871 

Medium CyberNotes-2003-22 

Apple160 
 
Patch now available161 

Unix MacOS X 10.2-10.2.6 MacOS X Screen Saver 
Password Buffer Overflow 

Medium CyberNotes-2003-14 
CyberNotes-2003-16 

Apple162 MacOS X 
10.2/10.3 

MacOS X 10.2.3, 10.2.7, 10.3 MacOS X Terminal sudo 
command Unauthorized Access 

Medium CyberNotes-2003-24 

Apple163 MacOS X 10.3 MacOS X 10.3, MacOS X Server 
10.3 

MacOS X Terminal Unauthorized 
Access 

 
CVE Name: CAN-2003-0913 

Medium CyberNotes-2003-23 

Apple164 Windows, 
MacOS X 

Darwin Streaming Server 4.1.3,  
Quicktime Streaming Server 4.1.3 

Multiple QuickTime/ Darwin 
Streaming Server Vulnerabilities 

 
CVE Names: CAN-2003-0421,  

CAN-2003-0422, 
CAN-2003-0423,  
CAN-2003-0424, 
CAN-2003-0425,  
CAN-2003-0426,  
CAN-2003-04502 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-15 

Apple165 Windows 
95/98/ME/ NT 
4.0/2000, 
MacOS 9.x, 
MacOS X 10.x 

QuickTime Player 5.0.2 , 6 QuickTime Long URL Buffer 
Overflow 

 
CVE Name: CAN-2003-0168 

High CyberNotes-2003-07 

Apple166 Unix Quicktime MP3 Broadcaster QuickTime/ Darwin Streaming 
ID3 Tag Handling 

High CyberNotes-2003-11 

Apple167 Unix Darwin Streaming Server 4.1.3, 
Quicktime Streaming Server 4.1.3 

QuickTime/ Darwin Streaming 
Server ‘QTSS Reflector’ 

High CyberNotes-2003-11 
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Apple168 MacOS X Safari Beta2 Safari Common Name Certificate 
Validation 

Medium CyberNotes-2003-10 

Apple169 
 
Patch now available170 

Multiple Safari 1.0, 1.1 Safari Web Browser Null 
Character Cookie Stealing 

 
CVE Name: CAN-2003-0975 

Medium CyberNotes-2003-24 
CyberNotes-2003-25 

Application Foundry171 Windows Message Foundry 2.75 .0003 Message Foundry Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

Applied Watch 
Technologies, Inc.172 

Unix Applied Watch Command Center 
1.0 

Applied Watch Command Center 
Authentication Bypass & 

Detection Rule Modification 
 

CVE Name: CAN-2003-0974 

Medium CyberNotes-2003-25 

Aprelium 
Technologies173 

Unix Abyss Web Server 1.0, 1.0.3, 1.0.7, 
1.1.2, 1.1.4, 1.1.6 Beta 

Abyss Web Server Authentication 
Bypass 

Medium CyberNotes-2003-25 

Aprelium 
Technologies174 

Windows, 
Unix 

Abyss Web Server 1.0.7, 1.1.2 Abyss Web Server Failed Login 
Recording 

Medium CyberNotes-2003-04 

Aprelium 
Technologies175 

Unix Abyss Web Server 1.1.2 Abyss Web Server HTTP GET 
Heap Overrun 

High CyberNotes-2003-14 

Aprelium 
Technologies176 

Windows, Unix Abyss Web Server 1.1.2 Abyss Web Server Remote  
Denial of Service 

Low CyberNotes-2003-08 

Archimede177 Unix Glftpd 1.25-1.28 Glftpd Multiple Vulnerabilities Medium/High 
 

(High if root access 
can be obtained) 

CyberNotes-2003-05 

ArGoSoft178 Multiple  Mail Server FreeWare 1.8.2.6, 
1.8.3.4 

ArGoSoft Authentication Bypass Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-11 

ArGoSoft179 Windows NT 
4.0/2000, XP 

Mail Server FreeWare 1.8.3 .5 ArGoSoft Mail Server  
Remote 

 Denial of Service 

Low CyberNotes-2003-12 

ArGoSoft180 Windows 
95/98/NT 4.0 

FTP Server 1.4.1 .1 FTP Server ‘XCWD’ Command 
Remote  

Buffer Overflow 

High CyberNotes-2003-20 

Ashley Brown181 Windows NT iWeb Server iWeb Server Directory Traversal Medium CyberNotes-2003-08 
Ashley Brown182 Windows iWeb Server iWeb Server Directory Traversal Medium CyberNotes-2003-23 
Ashweb-studio183 Windows, Unix Ashnews 0.83 Ashnews Remote  

Code Execution 
High CyberNotes-2003-15 

ASP-DEV184 Windows Discussion Forum 2.0 ASP-DEV Discussion Forum 
Admin Directory  

Medium CyberNotes-2003-15 

Astaro185 Unix Security Linux Firewall 3.214 & 
prior 

Astaro Security Linux Firewall 
HTTP Proxy 

Medium CyberNotes-2003-03 

AStArt 
Technologies186 
 
 
RedHat issues 
advisory187 
 
More advisories 
issued188, 189 

 

More advisories 
issued190, 191 

Unix LPRng 3.8.10 .1 LPRng ‘PSBanner’ Insecure 
Temporary File Creation 

 
CVE Name: CAN-2003-0136 

Medium CyberNotes-2003-08 
CyberNotes-2003-09 
CyberNotes-2003-11 
CyberNotes-2003-12 
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a-suivre. net192 Windows, Unix iXmail 0.2, 0.3 IXmail Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-14 

ASUS-TeK Computer 
Inc.193 

Multiple AAM6000EV, AAM6330BI Asus ADSL Router Information 
Disclosure 

Medium CyberNotes-2003-15 

Atari800 
Development194 

Unix atari800 1.0.1-1.0.7, 1.2, 1.2.1 pre0, 
1.2.1, 1.2.2 

Multiple Atari800 Emulator 
Buffer Overflows 

 
CVE Name: CAN-2003-0630 

High CyberNotes-2003-16 

aterm195 Unix aterm 0.42 ATerm Menu Bar Escape 
Sequence Command Execution 

 
CVE Name: CAN-2003-0024 

High CyberNotes-2003-05 

atftpd196 Unix atftpd 0.6.0, 0.6.1.1 ATFTPD Remote Filename 
Length Buffer Overrun 

 
CVE Name: CAN-2003-0380 

High CyberNotes-2003-12 

Atomic Board197 Unix Atomic Board 0.6.2 AtomicBoard Directory Traversal Medium CyberNotes-2003-15 
Atrise Software 
Company198 

Windows Atrise Everyfind 5.0.2 Atrise Everyfind ‘search.html’ 
Cross-Site Scripting 

High CyberNotes-2003-20 

Atrium Software 
International199 

Windows NT 
4.0/2000, XP 

MERCUR Mailserver 3.3, 
SP1&SP2, 4.0.1, SP1, 4.2, 
SP1&SP2 

Mercur Mailserver ‘IMAP 
AUTH’ Remote Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 

Atrium Software 
International200 

Windows NT 
4.0/2000, XP 

MERCUR Mailserver 3.3, 
SP1&SP2, 4.0 1, SP1, 4.2, 
SP1&SP2 

Mercur Mailserver ‘POP3 AUTH’ 
Remote Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 

Atrium Software 
International 201 

Multiple MERCUR Mailserver 4.2, 
SP1&SP2 

Mercur Mailserver IMAP Remote 
Buffer Overflow 

High CyberNotes-2003-12 

Attila PHP202 Windows, Unix Attila PHP 3.0 Attila PHP Unauthorized 
Privileged Access 

Medium CyberNotes-2003-18 

attila-php.net 203 Windows, Unix Attila PHP 3.0 Atilla PHP Content Management 
System Multiple Web 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-17 

Auers-wald204 Windows COMsuite 3.1 06/2001 COMsuite Weak Default 
Password 

Medium CyberNotes-2003-09 

auto respond205 Unix auto respond 2.0.2 Autorespond Remote Buffer 
Overflow 

 
CVE Name: CAN-2003-0654 

High CyberNotes-2003-17 

Automated Shops206 Windows, Unix WebC 2.0 11, 5.0 05, 5.0 WebC Multiple Vulnerabilities High CyberNotes-2003-08 
Avaya207 Multiple Cajun P130 Series Firmware 2.9.1, 

P133 Series Firmware 2.6.1, P330 
Series Firmware 3.8.1, 3.8.2, 3.9.1, 
3.10, 3.11, 3.12.1, P333 Series 
Firmware 3.12.0, G700 Media 
Gateway 3.x 

Cajun Network Switch Remote 
Denial of Service 

Low CyberNotes-2003-13 

Axis 
Communications208 
 
Axis issues 
workaround209 

Multiple 2100 Network Camera 2.00- 2.03, 
2.12, 2.30-2.33, 2130 PTZ 
Network Camera 2.32, 2400 
Video Server 1.01, 1.02, 
1.10-1.12, 1.15, 2.20, 2.31-2.33 

Axis Communications Multiple 
Vulnerabilities 

Low/ Medium/High 
 

(Low  if a Denial of 
Service; Medium is 

sensitive 
information can be 
obtained; and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-05 
CyberNotes-2003-07 
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Axis 
Communications210 

Unix MPEG-2 Video Server 250S, 
Network Camera 2420, 2120, 2110, 
2100, Network DVR 2460, PTZ 
Network Camera 2130, Serial 
Server 2490, Video Server 2401, 
2400 

Axis Embedded Device 
Authentication Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 

Axis 
Communications211 

Multiple 2100 Network Camera 2.30-2.32, 
2110 Network Camera 2.30-2.32, 
2120 Network Camera 2.30-2.32, 
2130 PTZ Network Camera 
2.30-2.32, 2400 Video Server 
2.30-2.32, 2401 Video Server 
2.30-2.32, 2420 Network Camera 
2.30-2.32 

Axis Network Camera HTTP 
Authentication Bypass 

 
CVE Name: CAN-2003-0240 

Medium CyberNotes-2003-11 

Axis 
Communications212 

Multiple Print Server 560 6.10, 6.15, 6.20,  
Print Server 5600 6.10, 6.15, 6.20 

Axis Print Server Denial of 
Service 

Low CyberNotes-2003-14 

b2evolution213 Multiple b2evolution 0.8.2 b2evolution Cross-Site Scripting 
& SQL Injection Vulnerabilities 

High CyberNotes-2003-19 

Baardsen Software214 Windows BaSoMail 1.24 BaSoMail Server Multiple 
Vulnerabilities 

Low/ Medium 
 

(Medium if 
unauthorized access 

can be obtained) 

CyberNotes-2003-11 

Bahamut Team 215 Unix andromede.net AndromedeIRCd 
1.2.3-Release; DALnet Bahamut 
IRCd 1.4.35; digatech digatech 
IRCd 1.2.1; IRCd-RU! IRCd-RU! 
1.0.6 –release, 1.0.6 -03-stable, 
1.0.6 -02-stable, 1.0.6 -01-stable; 
methane methane IRCd 0.1.1 

Bahamut IRCd Remote Format 
String 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-14 

Bajie216 Windows Java HTTP Server 0.95 zxe, zxc Bajie Cross-Site Scripting High CyberNotes-2003-08 
Bajie217 Windows, Unix Java HTTP Server 0.95,  zxv4, 

zxe1, zxe, zxc, 0.95 d 
HTTP Server Example Scripts & 

Servlets Cross-Site Scripting 
High CyberNotes-2003-22 

Baldor218 Unix detecttr.c Traceroute Detection Security 
Tool Remote Format String 

High CyberNotes-2003-25 

Bandmin219 Unix Bandmin 1.4 Bandmin Cross-Site Scripting High CyberNotes-2003-11 
Barry Nauta220 Windows, Unix Booby .1-.3, 0.1-0.1.3, 0.2-0.2.3 Booby Cross-Site Scripting High CyberNotes-2003-23 
Basit221 Windows, 

Unix 
Basit 1.0 Basit Submit Module & Search 

Module Cross-Site Scripting 
High CyberNotes-2003-06 

Bastille222 Unix  HP-UX Bastille B.02.00.00 HP-UX Bastille sendmail.cf 
Information Disclosure 

Medium CyberNotes-2003-04 

Batalla Naval223 Unix Batalla Naval 1.0 4 Batalla Naval Remote  
Buffer Overflow 

High CyberNotes-2003-11 

Battleaxe Software224 Windows bttlxe Forum BTTLXE Forum Login.ASP  
 

CVE Name: CAN-2003-0215 

High CyberNotes-2003-09 

BEA Systems Inc.225 Windows NT 
4.0/2000, 
Unix 

WebLogic Express 7.0.0.1, 7.0.0.1 
SP1&SP2, 7.0, 7.0 SP1&SP2, 
WebLogic Express for Win32 
7.0.0.1, 7.0.0.1 SP1&SP2, Win32 
7.0, 7.0 SP1&SP2, Weblogic 
Server 7.0.0.1, 7.0.0.1 SP1&SP2, 
7.0, 7.0 SP1&SP2, WebLogic 
Server for Win32 7.0.0.1, 7.0.0.1 
SP1&SP2, 7.0, 7.0 SP1&SP2,  

WebLogic Multiple 
Vulnerabilities 

Medium CyberNotes-2003-10 

BEA Systems Inc.226 Windows NT 
4.0/2000, Unix 
 

WebLogic Express 7.0.0.1, 7.0.0.1 
SP1&2, 7.0, 7.0 SP1&2, WebLogic 
Express for Win32 7.0, 7.0 SP1, 
7.0.0.1, 7.0.0.1 SP1, Weblogic 
Server 7.0, 7.0 SP1&2, 7.0.0.1, 
7.0.0.1 SP1&2, WebLogic Server 
for Win32 7.0, 7.0 SP1, 7.0.0.1, 
7.0.0.1 SP1 

WebLogic Remote Information 
Disclosure 

Medium CyberNotes-2003-07 
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BEA Systems, Inc.227 Windows NT 
4.0/2000, Unix 

WebLogic Express & Server 6.1, 
SP1-SP5, 7.0, SP1&SP2, 7.0 .0.1, 
SP1&SP2, 8.1, WebLogic Express/ 
Server for Win32 6.1, SP1-SP5, 
Win32 7.0, SP1&SP2, Win32 
7.0.0.1, SP1&SP2 

BEA WebLogic / Server Node 
Manager Password 

Medium CyberNotes-2003-14 

BEA Systems, Inc.228 Windows NT 
4.0/2000, Unix 

WebLogic Express / Server 6.1, 
SP1-SP5, 7.0, SP1&SP2, 7.0 .0.1, 
SP1&SP2, 8.1, WebLogic Express/ 
Server for Win32 6.1, SP1-SP5, 
Win32 7.0, SP1&SP2, Win32 
7.0.0.1, SP1&SP2 

BEA WebLogic Server/Express 
Operator Role 

Medium CyberNotes-2003-14 

BEA Systems, Inc.229 Windows NT 
4.0/2000, Unix 

WebLogic Express 6.1, SP1-SP 5, 
WebLogic Express 7.0.0.1, 
SP1&SP2, 7.0, SP1-SP3, 8.1, SP1, 
WebLogic Express for Win32 6.1, 
SP1-SP 5, 7.0.0.1, SP1&SP2, 7.0, 
SP1-SP3, Weblogic Server 6.1, 
SP1-SP 5, 7.0.0.1, SP1&SP2, 7.0, 
SP1-SP3, 8.1, SP1, WebLogic 
Server for Win32 6.1 SP1-SP5, 
7.0.0.1, SP1&SP2, 7.0, SP1-SP3,  

Multiple WebLogic 
Server/Express Denial of Service 

& Information Disclosure 
Vulnerabilities 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-24 

BEA Systems, Inc.230 Windows 2000, 
Unix 

Tuxedo 6.3-6.5, 7.1, 8.0, 8.1, 
WebLogic Enterprise 4.2, 5.0.1, 5.1 

Tuxedo & WebLogic Enterprise 
Input Validation 

 
CVE Names: CAN-2003-0621,   

CAN-2003-0622,   
CAN-2003-0623 

Low/ Medium/High 
 

Low  if a DoS; 
Medium if sensitive 
information can be 
obtained; and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-23 

BEA Systems, Inc.231 Unix WebLogic Integration 8.1 WebLogic Integration File 
System Access 

Medium CyberNotes-2003-18 

BEA Systems, Inc.232 Windows 
95/98/NT 
4.0/2000, Unix 

Weblogic Server 3.1.8, 4.0 x, 4.5 x, 
4.5.1, SP15, 4.5.2, SP1&SP2, 5.1 x, 
5.1, SP1-SP13, 6.0 SP1&SP2, 6.1, 
SP1-SP5,  7.0 .0.1, SP1&SP2, 7.0, 
SP1-SP3, 8.1 

WebLogic Interactive Query.jsp 
Cross-Site Scripting 

 
CVE Name: CAN-2003-0624 

High CyberNotes-2003-23 

BEA Systems, Inc.233 Windows 
98/NT 
4.0/2000, XP, 
Unix 

Weblogic Server 6.0, 6.0 SP1&2, 
6.1, 6.1 SP1-SP4, 7.0, 7.0 SP1&2 

WebLogic Multiple 
Vulnerabilities 

Low/ Medium/High 
 

(Low if a DoS, 
Medium if 

unauthorized access 
can be obtained, 

and High if 
arbitrary code can 

be executed) 

CyberNotes-2003-06 

BEA Systems, Inc.234 Windows NT 
4.0/2000, Unix 

WebLogic Express 6.0, 6.0 SP 
1&2, 6.1, 6.1 SP1-SP3, 7.0, 7.0 
SP1, 7.0.0.1, WebLogic Integration 
2.1, 7.0, Weblogic Server 6.0, 6.0 
SP 1&2, 6.1, 6.1 SP1-SP3, 7.0, 7.0 
SP1, 7.0.0.1 

WebLogic Remote Denial of 
Service 

Low CyberNotes-2003-01 

BEA Systems, Inc.235 Windows NT 
4.0/2000, 2003, 
Unix 

WebLogic Express 7.0 SP 3, 
Win32 7.0 SP 3, Weblogic Server 
7.0 SP 3, Win32 7.0 SP 3 

WebLogic Server & WebLogic 
Express User Impersonation 

Medium/ High 
 

(High if root access 
can be obtained) 

CyberNotes-2003-16 

BEA Systems, Inc.236 Windows NT 
4.0/2000, Unix 

WebLogic Express & Server 6.1, 
SP1-SP5, 7.0, SP1&SP2, 7.0 .0.1, 
SP1&SP2, 8.1, WebLogic Express/ 
Server for Win32 6.1, SP1-SP5, 
Win32 7.0, SP1&SP2, Win32 
7.0.0.1, SP1&SP2 

WebLogic Server / Express 
Unauthorized Console Access 

Medium CyberNotes-2003-14 
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BEA Systems, Inc.237 Windows NT 
4.0/2000, XP, 
Unix 

WebLogic Express 5.1, SP1-SP13, 
WebLogic Express 6.0, 6.0 
SP1&SP2, 6.1, 6.1 SP1-SP4, 7.0, 
7.0 SP1, 7.0.0.1, 7.0.01 SP1, 
WebLogic Express for Win32 5.1, 
SP1- SP13, 6.0, 6.0 SP1, 6.1, 6.1 
SP1-SP4, 7.0, 7.0 SP1, 7.0.0.1, 
7.0.0.1 SP1, WebLogic Server 5.1, 
5.1 SP1-SP13, 6.0, 6.0 SP1&SP2, 
6.1 SP1-SP4, 7.0, 7.0 SP1, 7.0.0.1, 
7.0.0.1 SP1, WebLogic Server for 
Win32 5.1, 5.1 SP1-SP13, 6.0, 6.0 
SP1, 6.1, 6.1 SP1-SP4, 7.0, 7.0 
SP1, 7.0.0.1, 7.0.0.1 SP1 

WebLogic Server and Express 
Multiple Vulnerabilities 

Medium CyberNotes-2003-03 

BEA Systems, Inc.238 Windows NT 
4.0/2000, Unix 

WebLogic Server 6.1, 6.1 SP1-SP3, 
7.0, 7.0 SP1, 7.0.0.1 

WebLogic System Password 
  Disclosure 

Medium CyberNotes-2003-02 

BEA Systems, Inc.239 Windows 
95/98/ NT 
4.0/2000, Unix 
 

Liquid Data 1.1, WebLogic 
Express 5.1,  SP1-SP13, 7.0, 
SP1-SP3, WebLogic Express for 
Win32 5.1,  SP1-SP13, WebLogic 
Express for Win32 7.0, SP1-SP3, 
WebLogic Integration 2.1, 7.0, 
SP1, Weblogic Server 5.1,  
SP1-SP13, 7.0, SP1-SP3, 
WebLogic Server for Win32 5.1, 
SP1-SP13, 7.0, SP1-SP3 

WebLogic/ Liquid Data Multiple 
Cross-Site Scripting 

High CyberNotes-2003-16 

BeanBug240 Multiple vAuthenticate 2.8 vAuthenticate Input Validation High CyberNotes-2003-02 
BeanBug241 Multiple vSignup 2.1 vSignup Remote SQL Injection High CyberNotes-2003-02 
Beanwebb242 Unix Guestbook 1.0 Guestbook ‘add.php’ & 

‘admin.php’  
High 

 
CyberNotes-2003-07 

Benjamin Low243 Windows, Unix CGI-Lite 2.0 CGI Lite escape_ dangerous_ 
chars() 

High CyberNotes-2003-04 

Bens Scripts244 Unix Guest-book 1.0 Guestbook Code Execution High CyberNotes-2003-25 
Bernd  Moon245 Windows 

Unix 
Planet Moon Guestbook Planetmoon Guestbook Password 

Retrieval 
Medium CyberNotes-2003-07 

Best Practical 
Solutions246 

Unix RT 1.0.0-1.0.7 RT Arbitrary Code Execution  High CyberNotes-2003-10 

Bharat Mediratta247 Unix Gallery 1.3.3 Gallery Management Software 
Unsafe File Permissions 

Medium CyberNotes-2003-04 

Bharat Mediratta248 Windows NT 
4.0/2000, 
Unix 

Gallery 1.3.2 Gallery Remote Code Execution Medium CyberNotes-2003-01 

Bharat Mediratta249 Unix Gallery 1.1-1.2.5, 1.3- 1.3.4 Gallery Search Engine Cross-Site 
Scripting 

 
CVE Name: CAN-2003-0614 

High CyberNotes-2003-16 

Bill Wilson250 Unix GKrellM Mailwatch Plugin 2.4.1, 
2.4.2 

GKrellM Mailwatch Remote  
Buffer Overflow 

High CyberNotes-2003-14 

Bill Wilson251 Unix GKrellM 2.1.13 Gkrellmd Remote Buffer 
Overflow 

High CyberNotes-2003-13 

Billing Explorer252 Windows Game.Net Series 4.43,  Grand 
Series 4.43, Web-Base Edition 4.43 

BillingExplorer Insufficient 
Authentication 

Low/ Medium/High 
 

(Low if the client is 
shut down; Medium 
if data is modified; 

and High if 
administrative 
access can be 

obtained) 

CyberNotes-2003-14 

BisonFTP253 Windows 
95/98/NT 4.0 

Bison Ftp Server V4R2 BisonFTP Multiple 
Vulnerabilities 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-04 
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BiT SHiFTER254 Windows, Unix BiT BOARD 2.0 Bitboard Password Disclosure Medium CyberNotes-2003-14 
BitchX255 Multiple IRC Client 75p3,  

1.0 c20cvs, 1.0 c19,  1.0 c16 
BitchX Malformed RPL_ 

NAMREPLY Denial of Service 
Low CyberNotes-2003-04 

BitchX256 Multiple IRC Client 1.0 c20cvs BitchX Mode Change  
Denial of Service 

Low CyberNotes-2003-10 

BitchX257 
 
Vendors issue 
patches258, 259 

Windows, 
Unix 

IRC Client 1.0 c19 BitchX Multiple Vulnerabilities Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-06 
CyberNotes-2003-11 

BitchX260 Multiple IRC Client 1.0 c19 BitchX Trojan Horse High CyberNotes-2003-08 
BitMover, Inc.261 Unix BitKeeper 3.0 BitKeeper Daemon Mode Remote 

Command Execution  & Insecure 
Temporary File 

High CyberNotes-2003-02 

BitMover, Inc.262 Windows, Unix BitKeeper 2.0.1, 2.0.3-2.0.5, 
2.1-2.1.5, 3.0, 3.0.1 

BitKeeper Insecure Configuration High CyberNotes-2003-18 

Bitstrike Software263 Windows NT 
4.0/2000 

Sign Here! Guestbook Sign Here! Guestbook 
‘Default.asp’  

High CyberNotes-2003-08 

Biz-Design, Inc.264 Windows, Unix ImageFolio 2.23, 2.24, 2.26, 2.27, 
3.0.1, 3.1 

ImageFolio ‘Admin.CGI’ 
Directory Traversal 

Medium CyberNotes-2003-12 

Blackboard265 Multiple Blackboard 5.0, 5.0.2, 5.5, 5.5.1 Blackboard Learning System 
Address Book Search Feature 

Medium CyberNotes-2003-02 

Blackboard266 Multiple Blackboard 5.0, 5.0.2, 5.5, 5.5.1 Blackboard search.pl SQL 
Sensitive Information 

Medium CyberNotes-2003-03 

Bladeenc267 Windows, 
Unix 

Bladeenc 0.92.7, 0.93.10, 0.94.0 - 
0.94.2 

Bladeenc Signed Integer Memory 
Corruption 

High CyberNotes-2003-03 

Blaine R Southam268 Windows Web Weaver 1.04 WebWeaver ‘POST’ & ‘HEAD’ 
Remote Denial of Service 

Low CyberNotes-2003-11 

Blaine R. Southam269 Windows Web Weaver 0.49 beta- 0.52 beta, 
0.60 beta- 0.63 beta, 1.0 1-1.0 6 

WebWeaver Long URL Request 
Remote Denial of Service 

Low CyberNotes-2003-20 

Blaze Board270 Windows, Unix BlazeBoard 1.0 BETA BlazeBoard Information 
Disclosure 

Medium CyberNotes-2003-15 

BNC271 Multiple BNC 2.2.4, 2.4.6, 2.4.8, 2.6, 2.6.2 BNC Multiple Session  
Denial of Service 

Low CyberNotes-2003-11 

Boa272 Unix Boa Webserver 0.92 r Boa Webserver File Disclosure Medium CyberNotes-2003-10 
Borland/ Inprise273 Unix Interbase 6.0, 6.4, 6.5; 

Firebird Firebird 1.0.2 
Interbase External Table File 

Verification 
Medium CyberNotes-2003-08 

Borland/ Inprise274 Windows NT 
4.0/2000, 
Unix 

Interbase 6.0, 6.4, 6.5; 
Firebird Firebird 1.0.2 

Interbase GDS_Lock_ MGR  
Buffer Overflow 

High CyberNotes-2003-08 

Bosch ITConsulting 275 Windows, Unix SimpNews 2.0.1, 2.13 SimpNews Remote File Include High CyberNotes-2003-15 
Boutell. com276 Unix rinetd 0.61, 0.52 Rinetd TCP Redirection 

 
CVE Name: CAN-2003-0212 

Low CyberNotes-2003-08 

BProc277 Unix BProc 3.2.5 BProc Local Arbitrary File 
Deletion 

Medium CyberNotes-2003-18 

Brian Bassett278 Unix ipmasq 3.5.10 ipmasq Incorrect Filtering Rules 
 

CVE Name: CAN-2003-0785 

Medium CyberNotes-2003-20 

Brian Benzinger 279 Windows, Unix Poster 2.0 Poster Administrative Access High CyberNotes-2003-17 
Broadpool 280 Windows, Unix Siteframe 2.2.4 Siteframe search.php Cross-Site 

Scripting & Information 
Disclosure 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-06 

Brooky281 Windows, Unix eStore 1.0.1, 1.0.2b, 1.0.2 eStore SQL Injection & Path 
Disclosure 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 
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Brown Bear 
Software282 
 
Upgrade now 
available283 

Windows 
95/98/NT 
4.0/2000, XP 

iCal 3.7 iCal Remote  Denial of Service 
Vulnerabilities 

Low CyberNotes-2003-01 
CyberNotes-2003-03 

BRS284 Windows  Web Weaver 1.01 BRS WebWeaver Information 
Disclosure 

Medium CyberNotes-2003-02 

BRS285 Windows Web Weaver 62 beta. 0.49-0.52 
beta, 0.60-0.63 beta, 1.0 1- 1.0 6 

WebWeaver `User-Agent`  
Denial of Service 

Low CyberNotes-2003-23 

BRS286 Windows NT Web Weaver 1.04, 1.0 3 WebWeaver Error Page Cross-
Site Scripting 

High CyberNotes-2003-14 

BRS287 Windows 98 Web Weaver 1.01-1.03 WebWeaver Multiple 
Vulnerabilities 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-08 

BRS288 Windows Web Weaver 1.04 & prior  WebWeaver Remote Denial of 
Service 

Low CyberNotes-2003-09 

Buffalo Technology289 Multiple Wireless Broadband Router 
WBRG54 1.13, 1.11 

Wireless Broadband Router 
WBRG54 Denial of Service 

Low CyberNotes-2003-08 

Business Objects290 Windows NT 
4.0/2000, 
Unix 

Web Intelligence 2.7 Web Intelligence Insecure Session 
Management 

Medium CyberNotes-2003-02 

BVRP Software291 Windows NT 
4.0/2000 

SLWeb Mail 5.1.0.4420 SLMail Administrative Interface 
Directory Traversal & 
Information Disclosure 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-10 

BVRP Software292 Windows NT 
4.0/2000 

SLWeb Mail 3 SLWebmail Multiple 
Vulnerabilities  

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-10 

BYTE /400293 Windows  Platinum FTPserver 1.0.6 Platinum FTPServer Input 
Validation 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-01 

BYTE/ 400294 Windows Platinum FTPserver 1.0.10, 1.0.11 PlatinumFTP Server Directory 
Traversal  

Medium CyberNotes-2003-05 

BYTE/400295 Windows Platinum FTPserver 1.0.6, 1.0.7 PlatinumFTP Server Multiple 
Vulnerabilities 

Low/ Medium 
 

(Medium if sensitive 
information is 

obtained) 

CyberNotes-2003-03 

Bytehoard296 Windows, Unix Bytehoard 0.7 Bytehoard Directory Traversal Medium CyberNotes-2003-22 
Bytehoard297 Windows, Unix Bytehoard 0.7, 0.71 Bytehoard Files.INC.PHP 

Directory Traversal 
Medium CyberNotes-2003-22 

BZFlag298 Unix BZFlag 1.7g0 BZFlag Reconnect Remote  
Denial of Service 

Low CyberNotes-2003-11 

Cache Flow299 Multiple CacheOS 4.1.10016 CacheFlow CacheOS HTTP 
HOST Proxy 

Medium CyberNotes-2003-19 

CalaCode300 Windows, Unix @mail Webmail System 3.52 
Demo 

@mail Webmail System Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-25 

Caldera301 Unix OpenLinux Server 3.1, 3.1.1, 
Workstation 3.1, 3.1.1 

OpenLinux TCP_Sec TCP Packet 
Filtering 

Medium CyberNotes-2003-10 

Caldera302 Unix OpenUnix 8.0, UnixWare 7.1.1 UnixWare/ OpenUnix PS Buffer 
Overflow 

High CyberNotes-2003-02 



NIPC CyberNotes #2003-26 Page 15 of 190 12/31/2003 
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Canna303 
 
More patches 
released304, 305 

Unix Canna 3.5 b2 Canna Server Local Buffer 
Overflow 

 
CVE Names: CAN-2002-1158,  

CAN-2002-1159 

High CyberNotes-2003-02 

Canon306 Multiple GP-300 Canon GP300 Remote  
Denial of Service 

Low CyberNotes-2003-14 

Captaris307 Windows Infinite Webmail 3.61.5 Infinite WebMail Cross-Site 
Scripting 

High CyberNotes-2003-01 

Carl-Fredrik Neikter308 Windows Netbus 1.5-1.7 Netbus Authentication Bypass Medium CyberNotes-2003-10 
Castle Rock 
Computing309 

Windows SNMPc 5.1, 6.0, 6.0.5, 6.0.8 SNMPc v5/v6 Unauthorized 
Remote Privileged Access 

High CyberNotes-2003-18 

Caucho Technology310 Windows Resin 2.0b2, 2.0, 2.1,  s020711, 
2.1.1, 2.1.2 

Resin Multiple HTML Injection 
and Cross-Site Scripting 

High CyberNotes-2003-22 

CCBILL LLC 311 Multiple CCBill whereami. cgi CCBill WhereAmI.cgi Script High CyberNotes-2003-14 
CDR Tools312 Unix CDRecord 1.11, 2.0 CDRecord ‘printf-like’ Format 

String 
High CyberNotes-2003-10 

Celestial Software313 Windows Absolute Telnet 2.0, 2.11 Absolute Telnet Title Bar Buffer 
Overflow 

High CyberNotes-2003-04 

Celestial Software314 Windows 
95/98/NT 
4.0/2000 

Absolute Telnet 2.11 AbsoluteTelnet Authentication 
Password  

 
CVE Name: CAN-2003-0046 

Medium CyberNotes-2003-03 

Central Command315 
 
Upgrade now 
available316 

Unix Vexira Antivirus for Linux 2.1.7 Vexira Antivirus Buffer 
Overflow 

High CyberNotes-2003-09 
CyberNotes-2003-13 

Centrinity317 Windows, Unix FirstClass 7.1 FirstClass HTTP Server 
Information Disclosure 

Medium CyberNotes-2003-22 

Cerberus318 Multiple FTP Server 2.1 Cerberus FTP Server Information 
Disclosure 

Medium CyberNotes-2003-08 

Cerberus319 Windows FTP Server 1.71, 2.1, 2.11 BETA FTP Server Buffer Overflow High CyberNotes-2003-23 
Cerberus320 Windows NT FTP Server 2.1 FTP Server Plaintext Password 

Weakness 
Medium CyberNotes-2003-10 

Cerberus321 Multiple FTP Server 1.71 FTPServer Remote Denial of 
Service 

Low CyberNotes-2003-17 

Cerulean Studios322 Windows NT Trillian 0.74, 1.0 Trillian Client Malformed 
TypingUser Remote Denial of 

Service 

Low CyberNotes-2003-14 

Cezary M Kruk323 Unix Cdwrite 1.3 Cdwrite Insecure Temporary File Medium CyberNotes-2003-25 
cftp324 Unix cftp 0.12 cftp ‘Welcome’ Banner Parsing 

Buffer Overflow 
High CyberNotes-2003-15 

CGI-City325 Unix CCGuest Book CCGuestBook HTML Injection High 
 

CyberNotes-2003-07 

CGI-City 326 Unix CCLog CCLog HTTP Header HTML 
Injection 

High CyberNotes-2003-07 

ChangshinSoft Co., 
Ltd. 327 

Windows ezTrans Server EZTrans Server Directory 
Traversal 

Medium CyberNotes-2003-14 

Chaogic Systems 328 Unix vhost-3.05r3 vHost POP Server Remote Denial 
of Service 

Low CyberNotes-2003-17 

Charles DeWeese329 Windows FlashFXP 1.4 FlashFXP User Password 
Encryption 

Medium CyberNotes-2003-10 

Charles Steinkuehler330 Unix sh-httpd 0.3, 0.4 SH-HTTPD Directory Traversal Medium CyberNotes-2003-22 
Check Point 
Software331 

Windows NT 
4.0, 2000, 
Unix 

Next Generation FP3, FP3 
HF1&HF2 

Check Point VPN-1/ Firewall-1 
Remote Syslog Vulnerabilities  

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 

Check Point 
Software332 

Windows NT 
4.0/2000 

Firewall-1 4.0, SP1-SP8 
4.1, SP1-SP4 

Firewall-1 SecuRemote 
Information Leakage 

Medium CyberNotes-2003-18 

Cheeta 
Technologies333 

Windows CheetaChat 6.5.10 CheetaChat Internal Browser 
Plaintext Password Disclosure 

Medium CyberNotes-2003-04 
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Chi Kien Uong334 Multiple Advanced Poll 2.02 Advanced Poll Remote 
Information Disclosure  

Medium CyberNotes-2003-07 

Chi Kien Uong335 Windows, Unix Guestbook 1.51 Guestbook Input Validation & 
Cross-Site Scripting  

High CyberNotes-2003-22 

Chindi336 Windows Chindi Build 1182 Chindi Remote Denial of Service Low CyberNotes-2003-08 
Christian Void337 Unix passlogd 0.1a-0.1d Passlog Daemon SL_Parse 

Remote Buffer Overflow 
High CyberNotes-2003-08 

Christian Walter 338 Unix Melange Chat System 1.10 Melange Chat System msgText 
Remote Buffer Overflow 

 
CVE Name: CAN-2002-1351 

High CyberNotes-2003-01 

Christoph Roeder339 Windows, Unix phpForum 2.0 RC1 PHPForum Mainfile.PHP Remote 
File Include 

High CyberNotes-2003-15 

Chrome-bob340 Unix polymorph 0.4 Polymorph Buffer Overflow High CyberNotes-2003-11 
Cisco Systems341 Multiple IOS 12.2 (8)JA, IOS 12.2 (11)JA1, 

12.2 (11)JA 
Aironet Access Point Wired 

Equivalent Privacy Key 
Disclosure 

Medium CyberNotes-2003-25 

Cisco Systems342 Multiple IOS  12.0 (24.2)S, (24)S1, 12.2 
(16.1)B, (16)B, (15.1)S, (15)ZN, 
(14.5)T,  (14.5), (11)JA1 

Aironet Telnet Service 
Information Disclosure  

 
CVE Name: CAN-2003-0512 

Medium CyberNotes-2003-16 

Cisco Systems343 
 
Cisco releases patch344 

Multiple Catalyst 4000 7.5 (1), 6000 7.5 (1), 
6500 7.5 (1) 

CatOS Authentication Bypass Medium CyberNotes-2003-09 
CyberNotes-2003-10 

Cisco Systems345 
 
Upgrade now 
available346 

Multiple VoIP Phone CP-7910 3.0-3.2, CP-
7940 3.0-3.2, CP-7960 3.0-3.2 

Cisco 7900 Series VoIP Phone  
Remote Denial of Service 

Low CyberNotes-2003-17 
CyberNotes-2003-18 

Cisco Systems347 Multiple Application & Content Networking 
Software 4.0.3, 4.1.1, 4.1.3, 4.2, 
4.2.7, 4.2.9, 5.0, 5.0.1, 5.0.3, 
Content Distribution Manager 
4630, 4.0, 4.1, 4650, 4.0, 4.1, 4670, 
Content Engine 507, 2.2.0, 3.1, 4.0, 
4.1, 560, 2.2 .0, 3.1, 4.0, 4.1, 590, 
2.2.0, Cisco Content Engine 590, 
2.2.0, 3.1, 4.0, 4.1, 7320, 2.2.0, 3.1, 
4.0, 4.1, Content Engine Module 
for Cisco Router 2600 Series, 3600 
Series, 3700 Series, Content Router 
4430, 4.0, 4.1, 4450 

Cisco ACNS Authentication 
Library Remote Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-25 

Cisco Systems348 Multiple IOS 12.2 (8)JA, 12.2 (4)JA1, 12.2 
(4)JA, 12.2 (11)JA 

Cisco Aironet AP1x00 
Malformed HTTP GET Denial of 

Service 
 

CVE Name: CAN-2003-0511 

Low CyberNotes-2003-16 

Cisco Systems349 
 
Cisco updates 
advisory350 

Multiple Catalyst 4000 Series including 
models 2948G & 2980G/2980G-
A, 5000 Series including models 
2901, 2902 & 2926, Catalyst 6000 

Cisco Catalyst Non-Standard 
TCP Flags Remote  
Denial of Service 

Low CyberNotes-2003-14 
CyberNotes-2003-15 

Cisco Systems351 Multiple IOS 11.1-12.0 Cisco IOS OSPF Neighbor Buffer 
Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 

Cisco Systems352 Multiple LEAP Cisco LEAP Password Disclosure Medium CyberNotes-2003-21 
Cisco Systems353 Multiple PIX Firewall 6.2.2, 6.3 (3.102) Cisco PIX ICMP Echo Request 

Remote Denial of Service 
Low CyberNotes-2003-21 



NIPC CyberNotes #2003-26 Page 17 of 190 12/31/2003 

Vendor Operating 
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Cisco Systems354 Windows NT 
4.0/2000 

Secure ACS for Windows NT 2.1, 
2.3-2.6, 2.6.2-2.6.4, 3.0.1, 3.0, 
3.0.3, 3.1.1 

Cisco Secure ACS Management 
Interface Buffer Overflow 

 
CVE Name: CAN-2003-0210 

Low/High 
 

(High if 
administrative 
access can be 

obtained) 

CyberNotes-2003-09 

Cisco Systems355 Multiple Cisco 80-7111-01 for the UNITY-
SVRX255-1A, UNITY-SVRX255-
2A,  

Cisco Unity Default User 
Accounts & IP Addresses  

Medium CyberNotes-2003-25 

Cisco Systems356 Windows  VPN Client 3.0 for Windows, 3.0.5 
for  Windows, 3.1 for Windows, 
3.5.1 C for Windows, 3.5.1 for 
Windows, 3.5.2 B for Windows, 
3.5.2 for Windows, 3.5.4 for 
Windows, 3.6 (Rel) for Windows, 
3.6 for Windows, 3.6.1 for 
Windows 

Cisco VPN Client Elevated 
Privileges 

Medium CyberNotes-2003-10 

Cisco Systems357 
 
Update regarding 
workaround358 

Multiple WebNS 5.0 0.038s Content Service Switch ONDM 
Ping Remote Denial of Service 

Low CyberNotes-2003-17 
CyberNotes-2003-19 

Cisco Systems359 Multiple all IOS software versions except 
12.3 and 12.3T 

IOS 2GB HTTP GET Buffer 
Overflow 

High CyberNotes-2003-17 

Cisco Systems360 Multiple IOS 11.3, 12.0, 12.1, 12.2 IOS ARP Denial of Service Low CyberNotes-2003-01 
Cisco Systems361 Multiple  All Cisco IOS if IP routing is 

disabled. 
IOS ICMP Redirect Routing 

Table Modification 
Low/ Medium 

 
(Medium if 

communications can 
be intercepted) 

CyberNotes-2003-04 

Cisco Systems362 Multiple  Cisco IOS 12.x, R12.x IOS Service Assurance Agent 
Malformed Packet Remote  

Denial of Service 

Low CyberNotes-2003-11 

Cisco Systems363 
 
Proof of Concept 
exploit published364 

Multiple IOS 8.2, 8.3, 9.0, 9.1, 9.14, R12.x, 
R11.x, 10.x, 11.x, 12.x 

IOS UDP Echo Service 
Information Disclosure 

Medium CyberNotes-2003-16 
CyberNotes-2003-17 

Cisco Systems365 Multiple ONS 15327 3.0-3.4, ONS 15454 
Optical Transport Platform,  
3.0-3.4, 15454SDH 3.1-3.4, ONS 
15600 1.0 

Optical Transport Platform 
Invalid FTP & Telnet  

Denial of Service 

Low CyberNotes-2003-10 

Cisco Systems366 Multiple Cisco Building Broadband Service 
Manager 5.0, 5.1, Call Manager 
3.3, Unity Server 3.0-3.3, 4.0 

SQL Server Web Task Stored 
Procedure Privilege Escalation 

 
CVE Name: CAN-2002-1145 

Low/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-03 

Cisco Systems367 Windows VPN Client 3.x for Windows  VPN Client Privilege Escalation  Medium CyberNotes-2003-11 
Cisco Systems368 Multiple VPN 3000 Concentrator 3.5 (Rel), 

3.5.1-3.5.5, 3.6, 3.6.1, 3.6.7 D, 4.0, 
3002 Hardware Client, 3005 
Concentrator 3.6.3, 3.6.5, 3.6.7- 
3.6.7D, 4.0, 4.0.1, 3015 
Concentrator, 3030 Concentrator, 
3060 Concentrator, 3080 
Concentrator    

VPN Concentrator Multiple 
Vulnerabilities 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-10 

Cisco Systems369, 370 

 

Cisco has updated 
advisory371 

Multiple IOS 11.x, 12.x Cisco IOS Malicious IPV4 
Packet Sequence Denial of 

Service 
 

CVE Name: CAN-2003-0567 
 

High 
 

(High because IOS  
is  a  very  widely  

deployed  network 
operating system 

and vulnerability is 
currently being 
exploited in the 

wild) 

CyberNotes-2003-15 
CyberNotes-2003-16 
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Cisco Systems372, 373 

 

Upgrades & patches 
now available374 

Multiple Cisco Works CD1 1st Edition-5th 
Edition, Common Management 
Foundation 2.0, 2.1, Resource 
Manager 1.0, 1.1, Resource 
Manager Essentials 2.0-2.2 

CiscoWorks Common 
Management Foundation 

Administra-tive Authentication 
Bypass & Arbitrary Code 

Execution  

High CyberNotes-2003-17 
CyberNotes-2003-18 

citadel.org 375 Windows, Unix Citadel/UX 5.90, 6.0 7 Citadel/UX Multiple 
Vulnerabilities 

Low/ Medium High 
 

(Low if a DoS; 
Medium if 

unauthorized access 
can be obtained; 

and High if 
arbitrary code can 

be executed) 

CyberNotes-2003-15 

Citrix376 Windows, 
MacOS X, 
Unix 

ICA Client for Linux 6.30.1053,  
6.30.1054, 6.30.1056, ICA Client 
for OS X 6.30.314, ICA Client for 
Solaris/ Sparc 6.30.1061, 
Solaris/x86 3.0.35,  Solaris/x86 
3.0.45, ICA Client for Windows 
6.1, 6.20.985, 6.31.1051 

Citrix ICA Client Server Key 
Verification 

Medium CyberNotes-2003-08 

Citrix377 Windows 2000 MetaFrame XPe MetaFrame Server  
Remote Elevated Privileges 

Medium CyberNotes-2003-03 

Citrix378 Windows 2000 MetaFrame XP Metaframe XP Cross-Site 
Scripting 

High CyberNotes-2003-23 

Claudio Fontana379 Multiple CmdFTP 0.52, 0.62, 0.64 CmdFTP ‘Store_Line()’ Heap 
Overflow 

High CyberNotes-2003-19 

Clearswift Limited380 Windows 2000 Mail Sweeper 4.0-4.3.7 MailSweeper Attachment 
Filename Validation 

Medium CyberNotes-2003-10 

Clearswift Limited381 
 
Permanent fix 
available382 

Windows NT 
4.0/2000 

Mail Sweeper 4.0 MailSweeper Attachment Filter 
Bypass 

 
CVE Name: CAN-2003-0121 

Medium CyberNotes-2003-06 
CyberNotes-2003-07 

Clearswift Limited383 Windows 2000 Mail Sweeper 4.3.6, 4.3.7 MailSweeper PowerPoint File 
Denial of Service & Filter Bypass 

Low/ Medium 
 

(Medium if file 
blocking filters can 

be bypassed) 

CyberNotes-2003-10 

Clearswift Limited 384 Windows 2000 Mail Sweeper 4.0-4.3, 4.3.3-4.3.8, 
4.3.10 

MailSweeper for SMTP Zip 
Archive Filtering Bypass 

High CyberNotes-2003-23 

Clickcess Ltd 385 Windows ChitChat. NET 2.0 ChitChat.NET Cross-Site 
Scripting 

High CyberNotes-2003-17 

CodeCrafters386 Windows Ability Mail Server 1.0.9 Ability Mail Server Plaintext 
Password Storage 

Medium CyberNotes-2003-12 

Coffee Cup 
Software387 

Multiple Password Wizard 4.0 CoffeeCup Software Password 
Wizard Remote Disclosure 

Medium CyberNotes-2003-05 

Colin Watson388 Unix man 2.3.18- 2.3.20, 2.4, 2.4.1 ManDB Compressor Binary 
Elevated Privileges 

Medium CyberNotes-2003-16 

Colin Watson389 Unix man 2.3.20, 2.4.1 Man-db DEFINE Arbitrary 
Command Execution 

 
CVE Name: CAN-2003-0645 

High CyberNotes-2003-16 

Colin Watson390 Unix man 2.3.18- 2.3.20, 2.4, 2.4.1 Multiple ManDB Utility Local 
Buffer Overflow 

 
CVE Name: CAN-2003-0620 

High CyberNotes-2003-16 

Colin Watson 391 Unix man 2.3.19 ManDB  Utility Buffer Overflow High CyberNotes-2003-16 
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CommandO Software 

392 
Unix Free Scripts Visitor Book LE Multiple VisitorBook Input 

Validation Vulnerabilities 
 

CVE Names: CAN-2003-0979,   
CAN-2003-0980,   
CAN-2003-0981 

Low/ Medium/High 
 

Low if a DoS; 
Medium if 

information can be 
altered; and High if 
arbitrary code can 

be executed) 

CyberNotes-2003-25 

Compaq Computer 
Corporation393 

Windows Web-Based Management Agent Web-Based Management Agent  
Multiple Remote Vulnerabilities 

Low/ Medium CyberNotes-2003-13 

Compaq Computer 
Corporation 394 

Windows Insight Manager 5.0, Management 
Agents 4.36 

Compaq Management Agents 
Remote Authentication Bypass 

Medium CyberNotes-2003-11 

Compaq Computer 
Corporation 395 

Windows  Insight Manager 7.0, 7.0 SP1 HP Compaq Insight Manager/ 
Compaq Web Agent Session 

Persistence 

Medium CyberNotes-2003-03 

Compaq Computer 
Corporation 396 

Unix Tru64 4.0g, 4.0g PK3 (BL17), 4.0f, 
4.0f PK7 (BL18),  PK6 (BL17), 
5.1b, 5.1b PK1 (BL1), 5.1a, 5.1a 
PK4 (BL21),  PK3 (BL3), PK2 
(BL2), PK1 (BL1), 5.1, 5.1 PK6 
(BL20), PK5 (BL19), PK4 (BL18), 
PK3 (BL17) 

Tru64 ‘screend’ Privilege 
Escalation  

Medium CyberNotes-2003-08 

Compaq Computer 
Corporation 397 

Unix Compaq Tru64 4.0 g PK3 (BL17), 
4.0f PK7 (BL18), 5.0a PK3 
(BL17), 5.1b PK1 (BL1), 5.1a PK4 
(BL21), 5.1 PK6 (BL20) 

Tru64 Installation Software 
Insecure File Creation 

Low/ 
Medium 

 
(Medium if elevated 

privileges can be 
obtained) 

CyberNotes-2003-09 

Computer 
Associates398 

Windows NT eTrust Antivirus EE 7.0 eTrust Antivirus EE System 
Account Lockout 

Low CyberNotes-2003-17 

Computer 
Associates399 

Multiple Unicenter Asset Manager Unicenter Asset Manager Stored 
Data Decryption 

Medium CyberNotes-2003-12 

Computer 
Associates400 

Multiple Unicenter TNG 2.1, 2.4, 2.4.2 Unicenter TNG Multiple 
Vulnerabilities  

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

Conectiva401 Unix Linux 7.0, 9.0 Conectiva Vixie-Cron Package  
Denial of Service 

Low CyberNotes-2003-21 

Conexant Systems, 
Inc.402 

Windows NT, 
XP 

Access Runner DSL Console 3.21 AccessRunner Authentication 
Bypass 

High CyberNotes-2003-21 

Constantin 
Kaplinsky403 

Windows TightVNC 1.2 .0-1.2.7 TightVNC ‘QueryAllow NoPass’ 
Authentication  Bypass 

Medium CyberNotes-2003-16 

Control Break 
International404 

Windows SafeBoot 3.5, 4.0, 4.0 SP1-SP2a, 
4.1, SP1&SP2 

SafeBoot  
Error Message Information 

Disclosure 

Medium CyberNotes-2003-07 

Cool Components405 Multiple Testbuddy Testbuddy Plaintext Password 
Storage 

Medium CyberNotes-2003-17 

Cooolsoft406 Windows NT 
4.0/2000 

PowerFTP 2.25 PowerFTP FTP Command Buffer 
Overflow  

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 

Coppermine407 Multiple Photo Gallery 1.0 RC3 Photo Gallery PHP Code Injection High CyberNotes-2003-08 
Corporate Web 
Solutions Ltd. 408 

Windows .netCART .netCART Information Disclosure Medium CyberNotes-2003-15 

Counterpane409 Windows 2000, 
XP 

Password Safe 1.92 b Password Safe Sensitive 
Information Recovery 

Medium CyberNotes-2003-16 

CPanel410 Unix CPanel 5 & prior CPanel 5 ‘guestbook.cgi’ & 
Openwebmail Vulnerabilities 

High CyberNotes-2003-04 

CPanel 411 Unix cPanel 5.0, 5.3, 6.0, 6.2, 6.4-6.4.2,  
6.4.2 .STABLE_48 

CPanel Admin Interface HTML 
Injection 

High CyberNotes-2003-14 
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CpCommerce412 Windows, Unix CpCommerce 0.5 f CpCommerce Functions Remote 
Code Execution 

High CyberNotes-2003-22 

Craig Knudsen413 Windows, Unix Web Calendar 0.9.8, 0.9.11, 0.9.15, 
0.9.16, 0.9.19- 0.9.42 

WebCalendar Multiple Input 
Validation & Cross-Site Scripting 

High CyberNotes-2003-19 

CREN414 
 
Exploit script 
published415 

Unix ListProc 8.2.9 ListProc LISTPROC_UMASK 
Buffer Overflow 

High CyberNotes-2003-10 
CyberNotes-2003-14 

Crob Software Studio 

416 
 
Upgrade now 
available417 

Windows Crob FTP Server 2.50.4 Crob FTP Server Remote 
Username Format String 

High CyberNotes-2003-12 
CyberNotes-2003-13 

Cryptcat418 Multiple Cryptcat 1.10 Cryptcat Encrypted Connection 
Weakness 

Medium CyberNotes-2003-17 

CSO Lanifex419 Unix Outreach Project Tool 0.946b CSO Lanifex Outreach Project 
Tool Multiple Remote 

Vulnerabilities  

Medium/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-02 

CutePHP Team420 Unix CuteNews 1.3 CuteNews Cross-Site Scripting High CyberNotes-2003-14 
CutePHP Team421 Windows, Unix CuteNews 0.88 CuteNews Remote File Include High CyberNotes-2003-05 
CutePHP Team 422 Unix CuteNews 1.3 CuteNews 'index.php' Information 

Disclosure 
Medium CyberNotes-2003-25 

CVS423, 424, 425, 426, 427, 428 

 

More vendors release 
patches429, 430 

Unix CVS 1.10.7, 1.10.8, 1.11 1.11.1 p1, 
1.11.1- 1.11.4 

CVS Directory Request Double 
Free Code Execution 

 
CVE Name: CAN-2003-0015 

High CyberNotes-2003-02 
CyberNotes-2003-03 

Cyber 
Shop ASP431 

Windows CyberShop ASP 6.0 Fx CyberShop ASP Debugging 
Scripts Information Disclosure 

Medium CyberNotes-2003-15 

CyberCats 432 Windows, Unix Chitchat Chitchat PHP Message Board/ 
Guestbook File Limitations 

Medium CyberNotes-2003-06 

Cypherix433 Windows NT Cryptainer 2.0, PE Cryptainer Password Cleartext 
Storage 

Medium CyberNotes-2003-01 

Dame Ware 
Development LLC434 

Windows NT 
4.0/2000, XP 

Mini Remote Control Server 3.69 
& prior 

Mini Remote Control Server 
System Access 

High CyberNotes-2003-17 

Dan Bernstein 435 Unix qmail-smtpd-auth 0.31 QMail-SMTPD-Auth E-Mail 
Authentication 

Medium CyberNotes-2003-15 

Daniel Stenberg436 Unix curl 7.1, 7.1.1, 7.2, 7.2.1, 7.3, 7.4, 
7.4.1, 7.10.1, 7.10.3- 7.10.6 

cURL Proxy Authentication 
Header Information Leakage 

Medium  CyberNotes-2003-17 

Dansie437 Windows, Unix Shopping Cart Shopping Cart Information 
Disclosure 

Medium CyberNotes-2003-22 

Dantz Development 
Corp. 438 

Unix Client 5.0.540 Client Insecure Default 
Permissions 

Medium CyberNotes-2003-13 

Darkwet Network 439 Windows WebCam XP 1.2.432, XP 1.2.535 WebcamXP Message Field 
HTML Code Injection 

High CyberNotes-2003-10 

Darren Reed440 Unix IPFilter 3.4.29, 3.4.30 IPFilter TCP ACK/Bad 
Checksum Packet Denial of 

Service 

Low CyberNotes-2003-01 

DATEV441 Windows, Unix Nutzungs-kontrolle 2.1, 2.2 Nutzungs-kontrolle Unauthorized 
Access 

Medium CyberNotes-2003-23 

DBMail442 Unix DBMail 1.0,  1.1 DBMail IMAP Input Validation High CyberNotes-2003-21 
DBTools443 Windows DB Manager Professional 2.0.1 DBManager Professional 

Information Disclosure 
Medium CyberNotes-2003-06 

DC Scripts444 Windows, Unix DCForum+ 1.2 DCForum+ Subject Field 
Cross-Site Scripting 

High CyberNotes-2003-17 

DCP-Portal445 Unix DCP-Portal 5.3.1 DCP-Portal ‘Search.php’ 
& ‘Calendar.php’ Cross-Site 

Scripting 

High CyberNotes-2003-06 

DCP-Portal446 Unix DCP-Portal 5.0.1 DCP-Portal Remote File Include High CyberNotes-2003-01 
DCP-Portal447 Unix DCP-Portal 5.0.1 DCP-Portal Unauthorized 

Administrative  Access 
High CyberNotes-2003-01 
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DCP-Portal 448 Multiple DCP-Portal 5.5 Multiple DCP-Portal SQL 
Injection 

Medium CyberNotes-2003-20 

ddskk/ skk449 
 
RedHat issues 
advisory450 

Unix ddskk 11.6.rel.0; skk 10.62 a SKK/DDSKK Insecure 
Temporary Files 

 
CVE Name: CAN-2003-0539 

 

Medium CyberNotes-2003-14 
CyberNotes-2003-17 

Debian451 Unix mime-support 3.9-3.21 MIME-Support Insecure 
Temporary File Creation 

Medium CyberNotes-2003-09 

Debian452 
 
More updates 
available453, 454 

Unix Linux 3.0 SEMI/WEMI Insecure 
Temporary File Creation 

 
CVE Name: CAN-2003-0440 

Medium CyberNotes-2003-14 
CyberNotes-2003-16 

Debian455 Unix Linux 3.0 X-Face-EL Insecure Temporary 
File Creation 

Medium CyberNotes-2003-14 

Deerfield.com456 Windows 
95/98/ME/ NT 
4.0/2000, XP 

VisNetic Active Defense 1.3.1 VisNetic ActiveDefense HTTP 
Get Requests Remote Denial of 

Service 

Low CyberNotes-2003-09 

Deerfield.com 457 Windows VisNetic WebMail 5.8.6 .6 VisNetic WebMail Information 
Disclosure 

Medium CyberNotes-2003-13 

Deerfield.com 458 Windows NT VisNetic Website 3.5.13 .1, 3.5.15, 
3.5.17 

VisNetic Website Nonexistent 
CGI Resource 

Medium CyberNotes-2003-14 

DeleGate459, 460 Windows, 
Unix 

DeleGate 7.9.11 DeleGate ‘User-Agent:’ Buffer 
Overflow 

High CyberNotes-2003-06 

Demarc Security461 Windows NT 
4.0/2000, XP, 
Unix 

PureSecure 1.0.6 PureSecure Plaintext Password Medium CyberNotes-2003-11 

Denis Verreault462 Windows Aiglon web server 2.0 Aiglon Web Server Installation 
Path Information Disclosure 

Medium CyberNotes-2003-12 

DeskPro463 Windows, Unix DeskPro 1.1 .0 DeskPro Multiple SQL Injection High CyberNotes-2003-22 
DeskPro464 Windows, Unix DeskPro 1.1 .0 DeskPro Remote Code Execution High CyberNotes-2003-21 
DeskSoft465 Windows CheckMail 1.2 CheckMail Password Disclosure Medium CyberNotes-2003-17 
Deutsche Telekom466 Multiple Teledat 530 Teledat DSL Router Portscan 

Remote Denial of Service 
Low CyberNotes-2003-15 

Digicraft Software467 
 
Upgrade now 
available468 

Windows Yak! 2.0-2.0.2 Yak! Chat Client FTP Server 
Default Credentials 

Medium CyberNotes-2003-19 
CyberNotes-2003-24 

Digicraft Software469 Multiple Yak! 2.1 .0 Yak! Chat Client FTP Server 
Default Username  

Medium CyberNotes-2003-24 

Digi-FX470 Windows, Unix Digi-Ads 1.1,  
Digi-News 1.1 

Digi-FX ‘admin.php’  
Authentication Logic 

High CyberNotes-2003-15 

Digital Scribe471 Multiple Digital Scribe 1.0-1.3 Digital Scribe Error Function 
Cross-Site Scripting 

High CyberNotes-2003-19 

Divine472 Windows Divine Content Server 5.0 Divine Content Server Cross-Site 
Scripting 

High CyberNotes-2003-21 

D-Link Systems, 
Inc.473 

Multiple DI-614+ 2.0 DI-614+ IP Remote Denial of 
Service 

Low CyberNotes-2003-07 

D-Link Systems, 
Inc.474 

Multiple DI-704P DI-704P Remote Denial of 
Service 

Low CyberNotes-2003-11 

D-Link Systems, 
Inc.475 

Multiple DI-704P DI-704P Remote Denial of 
Service 

Low CyberNotes-2003-16 

D-Link Systems, 
Inc.476 

Multiple DWL-900AP+ 2.2, 2.3, 2.5 D-Link DWL-900AP+ Firmware 
Upgrade Configuration Reset 

Medium CyberNotes-2003-02 

D-Link Systems, 
Inc.477 

Multiple DSL-300 1.14, DSL-300G 2.00, 
DSL-500 1.14 

 DSL Router SNMP Default 
Community String & Plaintext 

Password 

Medium CyberNotes-2003-07 

Donald R. Woods478 Unix Spider 1.1 Spider Heap Overflow & Buffer 
Overflow 

High CyberNotes-2003-19 
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DotBr479 Unix BotBr 0.1 DotBr Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-04 

dotmarketing, Inc. 480 Windows, 
Unix 

dotproject dev 20030121 'dotproject' ‘core.php’ Script High CyberNotes-2003-03 

Double Precision 
Incorporated481 

Unix Courier MTA 0.37.3; 
Inter7 Courier-IMAP 1.6 

Courier-IMAP Username SQL 
Injection 

 
CVE Name: CAN-2003-0040 

High CyberNotes-2003-03 

Dr. Jay Stockman482 
 
Exploit script has 
been published.483 

Multiple Stockman Shopping Cart 7.8 Stockman Shopping Cart 
Arbitrary Command Execution 

High CyberNotes-2003-10 
CyberNotes-2003-13 

Dreamcost LLC 484 Windows, Unix HostAdmin HostAdmin Path Disclosure Medium CyberNotes-2003-17 
Dropbear485 Unix SSH Server 0.28-0.34 SSH Server Format  

String 
High CyberNotes-2003-17 

Drupal486 Windows, Unix Drupal 4.1.0, 4.2.0 RC Drupal Cross-Site Scripting High CyberNotes-2003-15 
DS Ltd. 487 Unix ViewPoint Server ViewPoint Server Information 

Disclosure 
Medium CyberNotes-2003-07 

Dune488 Unix Dune 0.6.7 Dune Buffer Overflow High CyberNotes-2003-13 
DWebPro489 Multiple DWebPro 3.4.1 DWebPro ‘Http.ini’ Plaintext 

Password Storage 
Medium CyberNotes-2003-17 

e107.org490 Windows, Unix e107 website system 0.545, 0.603 e107 website system Chatbox.php 
Remote Denial of Service 

Low CyberNotes-2003-22 

e107.org491 Windows, Unix e107 website system 0.554 e107 Website System HTML 
Injection 

High CyberNotes-2003-16 

Earl Hood492,  493 Unix MHonArc 2.4.4, 2.5-2.5.3, 2.5.11- 
2.5.13 

MHonArc m2h_text_html Filter 
Cross Site Scripting 

 
CVE Name: CAN-2002-1388 

High CyberNotes-2003-01 

Early Impact494 Windows Product Cart 2br000, 2, 1.6br003, 
1.6br001, 1.6br, 1.6b003, 1.6b002, 
1.6b001, 1.6b, 1.6003, 1.6002, 
1.5004, 1.5003r, 1.5, 1.5002 1.5003 

ProductCart Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed or 

administrative 
access can be 

obtained)  

CyberNotes-2003-14 

Earth Station Five495 Windows ES5 2180, 1266 EarthStation 5 ‘Search Service’ 
Remote File Deletion 

Medium CyberNotes-2003-21 

Easy Software 
Products496 
 
Vendors release 
patches497, 498, 499, 500, 501, 

502, 

 

Conectiva issues 
patches503 

Unix CUPS 1.1.17, 1.1.18 CUPS Time-out Remote  
Denial of Service 

Low CyberNotes-2003-11 
CyberNotes-2003-12 
CyberNotes-2003-15 

Easy Software 
Products 504, 505, 506 

 

Turbo Linux issues 
advisory507 

Unix CUPS 1.0.4-8, 1.0.4, 1.1.1, 1.1.4 –
5, 1.1.4 –3, 1.1.4 –2, 1.1.4, 1.1.6, 
1.1.7, 1.1.10, 1.1.12- 1.1.18 

Cups Internet Printing Protocol 
Remote Denial of Service 

 
CVE Name: CAN-2003-0788 

Low CyberNotes-2003-23 
CyberNotes-2003-25 

Ecartis Project 508 Unix Ecartis 1.0.0 snapshot 20030417, 
20030416, 20030404, 20030318, 
20030312, 20030309, 20030303. 
20030227, 20021013, 20020427, 
20020125, 20020121 

ECartis Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-17 

Ecartis Project 509 Unix Ecartis 1.0.0 snapshot 20021013 Ecartis Password Modification Medium CyberNotes-2003-05 
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eDonkey & Overnet510 Multiple  eDonkey 2000 Client 0.44, 0.45; 
Overnet Overnet 0.44 

eDonkey Clients Multiple Chat 
Dialog Denial of Service 

Low CyberNotes-2003-07 

Eekim511 Unix cgihtml 1.69 CGIHTML Multiple 
Vulnerabilities 

Low/ Medium/High 
 

(Low if a DoS; 
Medium if files are 
corrupted; and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-01 

EF Software512 Windows 
95/98/MT/ NT 
4.0/2000, XP 

EF Commander 3.54 EF Commander FTP Banner 
Remote Buffer Overflow 

High CyberNotes-2003-16 

Effect Office513 Windows Effect Office Server 2.6 EffectOffice Server Remote 
Service Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-24 

Efficient Networks514 Multiple 5861 DSL Router DSL Router Remote Denial of 
Service 

Low CyberNotes-2003-02 

EFS Software515 Windows Easy File Sharing Web Server 1.2 Easy File Sharing Web Server 
Multiple Vulnerabilities 

Medium CyberNotes-2003-19 

Eggheads 
Development Team516 

Unix Eggdrop IRC bot 1.6.10- 1.6.13 Eggdrop IRC Bot Unauthorized 
Proxy 

Medium CyberNotes-2003-04 

Ehud Gavron517 
 
Debian issues 
upgrade518 

Unix TrACES route 6.0, 6.1, 6.1.1 Traceroute-Nanog  
Buffer Overflow Vulnerabilities 

 
CVE Names: CAN-2002-1386, 

CAN-2002-1387 

High CyberNotes-2003-05 

Ehud Gavron519 
 
Debian issues 
upgrade520 

Unix TrACES route 6.0, 6.1, 6.1.1 TrACESroute Terminator 
Function Format String 

 
CVE Name: CAN-2002-1051 

High CyberNotes-2003-05 

EJ3521 Windows, Unix BlackBook 1.0 BlackBook Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

Elad Rosenberg522 Windows MyGuest BK MyGuestBK Add.asp Cross-Site 
Scripting 

High CyberNotes-2003-07 

Eldav523 Unix Eldav 0.7.0 ELDAV Insecure Temporary File 
 

CVE Name: CAN-2003-0438 

Medium CyberNotes-2003-13 

Electra Soft524 Windows NT 32Bit FTP 9.49.1 32Bit FTP Long Server Banner 
Buffer Overflow 

High CyberNotes-2003-03 

Electronic Arts Inc.525 Multiple Battlefield 1942 1.2, 1942 1.3 Battlefield 1942 Remote Buffer 
  Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 

Elm Development 
Group526 

Unix ELM 2.3, 2.4 Elm Local TERM Environment 
Variable Buffer Overflow 

High CyberNotes-2003-13 

Emilio Jose Jimenez527 Windows, Unix TOPo 1.43 TOPo Remote Path Disclosure Medium CyberNotes-2003-03 
Emule528 Windows  Emule 0.27b Emule Empty Nickname Chat 

Request Remote Denial Of 
Service 

Low CyberNotes-2003-07 

Emule, Imule, 
xMule529 
 
Exploits published530  

Unix Emule 0.29a, 0.27c, 0.27b, 0.27, 
EMule+ 1.0, lmule 1.2.1, 1.3.1, 
xMule 1.4.2, 1.4.3, 1.5.4 

eMule/Imule/ xMule Multiple 
Vulnerabilities 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-17 
CyberNotes-2003-18 

Emule-Project. net 531 Unix Emule 0.29c Emule Long Password Remote  
Denial of Service 

Low CyberNotes-2003-22 
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eNdonesia532 Windows, Unix eNdonesia 8.2 eNdonesia Cross-Site Scripting & 
Path Disclosure 

Medium High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-18 

Enstar 533 Windows Mailtraq 2.1 .0.1302 Mailtraq Remote Directory 
Traversal 

Low/ Medium/High 
 

(Low if a DoS; 
Medium if sensitive 
information can be 
obtained; and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-13 

Epic Games534 Multiple Unreal Engine 436, 433, 226f 
 
 

Unreal Engine Multiple 
Vulnerabilities 

Low/ Medium/High 
 

(Low if a Denial of 
Service, Medium is 

sensitive 
information can be 
obtained, and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-03 

Epic Project535 
 
RedHat issues 
advisory & exploit 
script published536 

Unix Epic4 pre2.003, pre2.002, 1.0.1, 
1.1.3-1.1.7, 1.1.7 .20020907, 
1.1.10, 1.1.11 

Epic4 CTCP Nickname Server 
Message Remote Buffer 

Overflow 
 

CVE Name: CAN-2003-0328 

High CyberNotes-2003-23 
CyberNotes-2003-24 

Epic Project 537 
 
Slackware issues 
update538 

Unix Epic4 1.1.7 .20020907 EPIC PRIVMSG Remote Heap 
Corruption 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-06 
CyberNotes-2003-11 

Epic Project 539 
 
Slackware issues 
update540 

Unix Epic4 1.0.1, 1.1.7 .20020907 Epic Status Bar Buffer 
Overflow 

Medium CyberNotes-2003-06 
CyberNotes-2003-11 

Epic Project 541 
 
Slackware issues 
update542 

Unix Epic4 1.0.1, 1.1.7 .20020907 Epic Userhost_Cmd_Returned 
Buffer Overflow 

Medium CyberNotes-2003-06 
CyberNotes-2003-11 

Eric Raymond543, 544, 

545 

 

Turbo Linux issues 
advisory546 

Unix Fetchmail 5.9.0, 6.2.4 Fetchmail Remote Denial of 
Service 

 
CVE Name: CAN-2003-0792 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 
CyberNotes-2003-25 

Eric Raymond547, 548, 

549, 550, 551, 552, 553 

 

More patches released 
554, 555, 556 

Unix Fetchmail 5.3.3, 5.4-5.6, 5.6.5, 
5.7- 5.9.14, 6.0.0, 6.1.0, 6.1.3 

Fetchmail Buffer Overflow 
 

CVE Name: CAN-2002-1365 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 
CyberNotes-2003-03 

Ericsson557 Multiple HM220dp DSL Modem HM220dp DSL Modem 
Administration Interface 

Medium CyberNotes-2003-04 

Erik Dalen558 Unix Music-queue 0.9-0.9.2, 1.0-1.1.1 Musicqueue Multiple Buffer 
Overflows 

High CyberNotes-2003-22 

Erik Dalen559 Unix Music-queue 1.2 Musicqueue SIGSEGV Signal 
Handler Insecure File Creation 

Low/ Medium 
 

(Medium if elevated 
privileges can be 

obtained) 

CyberNotes-2003-22 
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Erik Troan560 Unix tmpwatch 2.7.1, 2.8, 2.8.1, 2.8.3, 
2.8.4 

Tmpwatch Race Condition Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 

Erlend Berge561 Windows, Unix Newsscript 1.0 Newsscript Administrative Access High CyberNotes-2003-11 
Eset Software562 Unix NOD32 Antivirus 1.0 11,  

1.0 12 
NOD32 Antivirus Local Buffer 

Overflow 
High CyberNotes-2003-04 

Eterm563 
 
Debian issues 
patches564 

Unix Eterm 0.9.1, 0.9.2 Eterm Buffer Overflow High CyberNotes-2003-11 
CyberNotes-2003-12 

Eternal Mart565 Windows, Unix Guestbook 1.1Mailing List 
Manager 1.32 

EternalMart Multiple Remote File 
Include 

High CyberNotes-2003-21 

Ethereal Group566 Windows 
95/98/ME/ NT 
4.0/2000, XP, 
Unix 

Ethereal 0.8, 0.8.18, 0.9.0-0.9.7 Ethereal  Multiple Vulnerabilities 
 

CVE Names: CAN-2002-1355, 
CAN-2002-1356 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-02 

Ethereal Group567 
 
Vendors release 
advisories568, 569 

Windows 
95/98/ME/ NT 
4.0/2000, XP, 
Unix 

Ethereal 0.8, 0.8.18, 0.9.0- 0.9.11 Ethereal Multiple Dissector  
Buffer Overflows 

High CyberNotes-2003-10 
CyberNotes-2003-13 

Ethereal Group570 
 
Vendors issue 
advisories571, 572, 573 

Windows 
95/98/ME/ NT 
4.0/2000, XP, 
Unix 

Ethereal 0.9.0- 0.9.12 Ethereal Multiple 
Vulnerabilities  

 
 

CVE Names: CAN-2003-0428, 
CAN-2003-0429,  
CAN-2003-0430, 
CAN-2003-0431, 
CAN-2003-0432 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 
CyberNotes-2003-13 

Ethereal Group574,  575, 

576, 577 

 

SuSE releases 
advisory578 
 
More updates 
issued579, 580, 581 

Unix Ethereal 0.8.18 Ethereal SOCKS Dissector 
Format String & NTLMSSP 

Overflow 
 

CVE Names: CAN-2003-0081, 
CAN-2003-0159 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-06 
CyberNotes-2003-07 
CyberNotes-2003-09 

Ethereal Group582, 583, 

584 

 

More advisories 
issued585, 586 

Windows 
95/98/ME/ NT 
4.0/2000, XP, 
Unix 

Ethereal 0.9- 0.9.15  Multiple Ethereal Protocol 
Dissector Vulnerabilities 

 
CVE Names: CAN-2003-0925, 

CAN-2003-0926, 
CAN-2003-0927 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-23 
CyberNotes-2003-24 

Etype587 Windows 
95/98/NT 
4.0/2000, XP 

Eserv 2.92-2.97 EServ FTP Remote Denial of 
Service 

Low CyberNotes-2003-01 

Etype588 Windows 
95/98/NT 
4.0/2000, XP 

Eserv 2.92-2.97 EServ NNTP Remote Denial of 
Service 

Low CyberNotes-2003-01 

Etype589 Windows 
95/98/NT 
4.0/2000, XP 

Eserv 2.92-2.97 EServ POP3 Remote Denial of 
Service 

Low CyberNotes-2003-01 

Etype590 Windows 
95/98/NT 
4.0/2000, XP 

Eserv 2.92-2.99 EServ Remote Denial of Service Low CyberNotes-2003-10 

Etype591 Windows 
95/98/NT 
4.0/2000, XP 

Eserv 2.92-2.97 EServ SMTP Remote Denial of 
Service 

Low CyberNotes-2003-01 
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Eudora592 Windows NT 
4.0/2000 

WorldMail 2.0 WorldMail Search Cross-Site 
Scripting 

High CyberNotes-2003-17 

Every Buddy593 Windows, Unix Every Buddy 0.4.3 EveryBuddy Long Message 
Remote Denial of Service 

Low CyberNotes-2003-16 

Evolvable 
Corporation594 

Windows 
98/98/NT 
4.0/2000 

Shambala Server 4.5 Shambala Denial of Service Low CyberNotes-2003-02 

eZ Systems595 Multiple eZ publish 2.2 EZ Publish ‘Index.PHP’ 
Cross-Site Scripting 

High CyberNotes-2003-11 

eZ Systems596 Windows, 
Unix 

eZ Publish 2.2.7 eZ Publish Cross-Site Scripting & 
HTML Injection 

High CyberNotes-2003-06 

eZ Systems597 Windows, Unix eZ publish 3.0, 2.2.7 EZ Publish Multiple 
Vulnerabilities  

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-08 

ezboard598 Multiple ezboard Ezboard Cross-Site Scripting High CyberNotes-2003-18 
EZnetwork599 Windows eZ 3.5 .0 EZMeeting ‘EZNet.EXE’ Remote  

Buffer Overflow 
High CyberNotes-2003-25 

Eznetwork600 Windows EZphoto-share 1.0,  1.1 Multiple EZPhotoShare Memory 
Corruption Vulnerabilities 

High CyberNotes-2003-25 

FakeBO601 Windows, Unix FakeBO 0.4.1 FakeBO syslogprintf()  Format 
String 

High CyberNotes-2003-13 

Fasoo. com602 Windows Wrapsody Viewer 3.0 Wrapsody View Copy And Paste 
Access Restrictions Bypass 

Medium CyberNotes-2003-18 

Fastraq603 Windows NT 
4.0 

Mailtraq 2.2 Mailtraq Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

Fastream604 Windows NetFile 6.0.3 .588 NetFile Error Message Cross-Site 
Scripting 

High CyberNotes-2003-22 

fdclone605 Unix fdclone 2.0 0a FDClone Insecure Temporary 
Directory Creation 

 
CVE Name: CAN-2003-0596 

Medium CyberNotes-2003-15 

Felipe et al Bergo606 Unix gps 0.9.4, 0.10.1- 0.10.3, 1.0.0 Multiple GPS Local & Remote 
Vulnerabilities 

Low/ Medium 
 

(Medium if 
unauthorized access 

can be obtained) 

CyberNotes-2003-12 

Ferry Boender607 Unix PieterPost 0.10.6 PieterPost Unauthorized E-mail 
Account Access 

Medium CyberNotes-2003-25 

File Sharing 
Software608 

Windows Easy File Sharing Web Server 1.2 Easy File Sharing Web Server 
Information Disclosure 

Medium CyberNotes-2003-21 

file609, 610, 611  
 
More updates 
issued612, 613, 614, 615 

 

More updates 
issued616 
 
Sun issues advisory617 

Unix file 3.28, 3.30, 3.32-3.37, 3.39, 
3.40 

File ELF Routine Buffer 
Overflow 

 
CVE Name: CAN-2003-0102 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 
CyberNotes-2003-06 
CyberNotes-2003-12 
CyberNotes-2003-17 

FileMaker Inc.618 Windows NT, 
4.0/2000, 
MacOS 8.0, 
8.1, 8.5, 8.6, 
9.0, 
Unix 

FileMaker Pro 5.0, 5.5, 5.5 
Unlimited, 6.0, 6.0 Unlimited, 
FileMaker Server 5.0, 5.5 

FileMaker Pro Authentication 
Disclosure 

Medium CyberNotes-2003-08 
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Finjan Software619 Windows NT, 
Unix 

SurfinGate 5.6 SurfinGate Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-03 

FipsASP620 Unix fipsGuestbook 1.12.7 FipsGuestbook New_Entry. ASP 
Arbitrary HTML Injection 

High CyberNotes-2003-08 

Firestorm 
Corporation621 

Windows, Unix Elite News 1.0, 1.0.3 Beta, 1.0.3 Elite News Administrative 
Authentication Bypass 

High CyberNotes-2003-15 

FlashFXP622 Windows  FlashFXP 2.0, 2.0 build 905 
 

FlashFXP Remote Buffer 
Overflows 

High CyberNotes-2003-12 

Floosietek623 Windows FTGatePro 1.22 (1328) FTGate PRO Multiple  
Buffer Overflows 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-10 

Floosietek624 Windows FTGatePro 1.22 (1331) FTGatePro Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-18 

Floosietek625 Windows 2000, 
XP 

FTGatePro 1.2 (1331) FTGatePro Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-19 

Florian Sperber626 Windows, 
Unix 

BLNews 2.1.3 -beta BLNews Parameter Verification High CyberNotes-2003-11 

Flying Dog 
Software627 

Unix Powerslave 4.3 Powerslave Information 
Disclosure 

Medium CyberNotes-2003-20 

Follett Software 
Company628 

Windows Web Collection Plus 5.0 WebCollection Information 
Disclosure 

Medium CyberNotes-2003-02 

Fortinet629 Multiple FortiOS 2.5, 2.36 FortiGate Firewall Remote 
Cross-Site Scripting 

High CyberNotes-2003-21 

Fortinet630 Multiple FortiOS 2.5, 2.5 0MR4, 2.36 FortiGate Firewall Web Interface 
Cross-Site Scripting 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-23 

Francisco Burzi631 Unix PHP-Nuke 6.5 FINAL Multiple PHP-Nuke Cross-Site 
Scripting 

High CyberNotes-2003-09 

Francisco Burzi632 Windows, 
Unix 

PHP-Nuke 6.0 Multiple PHP-Nuke 
Forums/Private_Messages SQL 

Injection 

High CyberNotes-2003-06 

Francisco Burzi633 Windows, Unix PHP-Nuke 6.6 PHP-Nuke ‘admin.php’ SQL 
Injection 

High CyberNotes-2003-21 

Francisco Burzi634 Windows, 
Unix 

PHP-Nuke 5.6, 6.0 PHPNuke ‘Admin’ Cookie 
Variable & SQL Query 

Sanitization 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-04 

Francisco Burzi635 Windows, 
Unix 

PHP-Nuke 5.6, 6.0, 6.5, 6.5 
RC1-RC3 

PHPNuke ‘article.php’ & 
‘index.php’  

Medium CyberNotes-2003-07 

Francisco Burzi636 Windows, Unix PHP-Nuke 5.6, 6.0, 6.5, 6.5 
RC1-RC3 

PHPNuke ‘Banners.php’ 
Password Disclosure 

Medium CyberNotes-2003-07 

Francisco Burzi637 Windows, 
Unix 

PHP-Nuke 5.5, 6.0 PHP-Nuke ‘Mainfile.PHP’ 
Cross-Site Scripting 

High CyberNotes-2003-11 

Francisco Burzi638 Windows, Unix PHP-Nuke 6.5, 6.5 RC1-RC3, 6.5 
Final           

PHP-Nuke ‘Modules.PHP’ 
Cross-Site Scripting 

High CyberNotes-2003-10 

Francisco Burzi639 Windows, 
Unix 

PHP-Nuke 5.5, 6.0 PHPNuke ‘print.php’ File 
Path Disclosure 

Medium CyberNotes-2003-06 

Francisco Burzi640 Windows, Unix PHP-Nuke 5.0, 5.0.1, 5.1, 5.2 a, 
5.2, 5.3.1, 5.4-5.6, 6.0 

PHP-Nuke Avatar Input 
Validation 

High CyberNotes-2003-03 
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Francisco Burzi641 Windows, 
Unix 

PHP-Nuke 6.5, 6.5 BETA 1, 6.5 
RC1-RC3 

PHP-Nuke Block-Forums.PHP 
Cross-Site Scripting 

High CyberNotes-2003-07 

Francisco Burzi642 Unix PHP-Nuke 6.0, 6.5 BETA 1 PHP-Nuke CRLF Injection Medium CyberNotes-2003-01 
Francisco Burzi643 Unix PHP-Nuke 6.0, 6.5 BETA 1 PHP-Nuke Cross-Site Scripting High CyberNotes-2003-01 
Francisco Burzi644 Windows PHP-Nuke 6.7 PHP-Nuke mailattach.php Code 

Execution 
High CyberNotes-2003-21 

Francisco Burzi645 Unix PHP-Nuke 6.0 PHP-Nuke Modules.PHP Denial 
of Service 

Low CyberNotes-2003-01 

Francisco Burzi646 Windows, Unix PHP-Nuke 6.5, 6.5 RC1-RC3, 6.5 
Final, 6.5 Beta 1 

PHP-Nuke Multiple Downloads 
Module SQL Injection 

Vulnerabilities 

High CyberNotes-2003-10 

Francisco Burzi647 Windows, 
Unix 

PHP-Nuke 6.0 PHP-Nuke Multiple SQL 
Injection 

High CyberNotes-2003-06 

Francisco Burzi648 Windows, 
Unix 

PHP-Nuke 5.0-5.6, 6.0, 6.5, 6.5 
BETA 1, FINAL, RC1- RC3 

PHP-Nuke Remote Main Modules 
Multiple SQL Injection 

High CyberNotes-2003-11 

Francisco Burzi649 Windows, Unix PHP-Nuke 7.0 PHP-Nuke Search Field Path 
Disclosure 

Medium CyberNotes-2003-22 

Francisco Burzi650 Windows, 
Unix 

PHP-Nuke 6.5 PHPNuke Viewpage.PHP File 
Disclosure 

Medium CyberNotes-2003-07 

Francisco Burzi651 Unix PHP-Nuke 6.0 PHP-Nuke Web Mail Multiple 
Vulnerabilities 

High CyberNotes-2003-01 

Francisco Burzi652 Windows, Unix PHP-Nuke 6.0, 6.5, 6.5 RC1-RC3, 
6.5 Final, 6.5 Beta 1 

PHP-Nuke Web_Links Module 
Path Disclosure 

Medium CyberNotes-2003-10 

Francisco Burzi653 Windows, Unix PHP-Nuke 5.0-5.6, 6.0, 6.5 
RC1-RC3, 6.5 Final, 6.5 Beta 1, 6.5 

PHPNuke Web_Links Module 
Remote SQL Injection 

High CyberNotes-2003-10 

Frank Wallacher654 Windows, 
Unix 

WebChat 2.0 WebChat Vulnerabilities Medium/High 
(High if arbitrary 

code can be 
executed) 

CyberNotes-2003-12 

Frassetto Software655 Windows  Armida Databased Web Server 1.0 Armida Databased Web Server 
Remote Denial of Service 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 

Free RADIUS Server 
Project656 

Unix Free RADIUS 0.5.0, 0.4.0, 0.3.0, 
0.2.0, 0.8, 0.8.1 

FreeRadius Chap Remote Buffer 
Overflow 

High CyberNotes-2003-16 

Free RADIUS Server 
Project 657 

Unix Free RADIUS 0.4, 0.5, 0.8, 0.8.1, 
0.9- 0.9.2 

FreeRADIUS Remote  
Denial of Service 

Low CyberNotes-2003-24 

FreeBSD658  
 
NetBSD issues 
advisory659 

Unix FreeBSD 4.0-4.8, 5.0, 5.1, 4.1.1 –
STABLE- 4.7 –STABLE, 4.1.1 –
RELEASE- 4.3 –RELEASE, 4.5 
–RELEASE- 4.7 –RELEASE, 4.3 
–RELENG, 4.4 –RELENG 

FreeBSD IBCS2 System Call 
Translator Information 

Disclosure 

Medium CyberNotes-2003-17 
CyberNotes-2003-19 

FreeBSD660 Unix FreeBSD 4.3-4.6, 4.6.2, 4.7, 4.8 FreeBSD Kernel Readv() Integer 
Overflow 

Low/ Medium 
 

(Medium if elevated 
privileges can be 

obtained) 

CyberNotes-2003-21 

FreeBSD661 Unix FreeBSD 5.1 & prior FreeBSD Kernel ProcFS Handler 
UIO_Offset  

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-21 

FreeBSD662 Unix FreeBSD 4.2-4.8, 5.0, 5.1 FreeBSD Ptrace/SPIgot Denial of 
Service 

Low CyberNotes-2003-17 

FreeBSD663 Unix FreeBSD 4.5-4.7, 5.0 FreeBSD syncookies TCP Initial 
Sequence Number Weakness 

Medium CyberNotes-2003-05 

FreeBSD664  Unix FreeBSD 4.2, 4.2 –RELEASE, 4.3, 
4.3 –RELEASE, 4.4, 4.5, 4.5 –
RELEASE, 4.6, 4.6 –RELEASE, 
4.7, 4.7 –RELEASE, 5.0 

FreeBSD System Call f_count 
Integer Overflow 

Low/ Medium 
 

(Medium if elevated 
privileges can be 

obtained) 

CyberNotes-2003-01 
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FreeWnn665 Unix FreeWnn 1.1.1 FreeWnn JServer Logging Option 
Data Corruption 

Medium CyberNotes-2003-13 

Freezing Cold 
Software666 

Windows aspBoard 1.2 aspBoard Cross-Site Scripting High CyberNotes-2003-16 

Frisk Software667 Unix F-Prot Antivirus for Linux & BSD 
3.12 b 

F-Prot Antivirus Command Line 
Scanner Buffer Overflow 

High CyberNotes-2003-05 

Front Range 
Solutions668 

Windows GoldMine Business Contact 
Manager 6.00.30403, 6.00.30203, 
6.00.21021, 5.70.30503, 
5.70.20404 

GoldMine HTML E-Mail Script 
Execution 

 
CVE Name: CAN-2003-0241 

High CyberNotes-2003-12 

FTLS.org669 Unix Guestbook 1.1 GuestBook Script Injection High CyberNotes-2003-03 
FTP Solutions, Inc.670 Windows FTP Desktop 3.5 FTP Desktop Remote Buffer 

Overflows 
High CyberNotes-2003-19 

Fujitsu671 Windows tsworks 3.0 tsworks Attachment Expansion 
Remote Buffer Overflow 

High CyberNotes-2003-23 

Fungus Eye 
Entertainment672 

Windows Methodus 3 Build 9 Methodus 3 FTP Server File 
Disclosure 

Medium CyberNotes-2003-13 

Fusionphp673 Windows, Unix Fusion News 3.3 Fusion News Unauthorized 
Administrative Access 

High CyberNotes-2003-17 

Future Wave Tech 
Inc.674 

Windows WebX Lite, WebX Server 1.1 WebX Server Directory Traversal Medium CyberNotes-2003-19 

Fuzz675 Unix Fuzz 0.6 Fuzz Privilege Escalation  Medium CyberNotes-2003-10 
Fuzzy Monkey676 Multiple My Photo Gallery 3.1, 3.2, 3.4-3.7 My Photo Gallery Unauthorized 

Access 
Medium CyberNotes-2003-25 

Fuzzy Monkey677 Windows, Unix MyClassifieds  2.11 MyClassifieds Email Variable 
SQL Injection 

High CyberNotes-2003-22 

FVWM678 Multiple FVWM 2.4.17, FVWM 2.5.8 FVWM  fvwm-menu-directory  High CyberNotes-2003-25 
Gallery Development 
Team 679 

Unix Gallery 1.4, 1.4-pl1 Gallery index.php Remote Code 
Execution 

High CyberNotes-2003-21 

GameSpy Industries 680 Multiple  GameSpy 3D 2.62 GameSpy 3D Denial of Service Low CyberNotes-2003-02 
GameSpy Industries 681 Multiple GameSpy 3D 2.62, 3D 2.63 015 GameSpy 3d IRC Client Remote  

Buffer Overflow 
High CyberNotes-2003-20 

GameSpy Industries 682 Windows GameSpy Arcade GameSpy Arcade GSAPAK.EXE Medium CyberNotes-2003-16 
GameSpy Industries 683 Windows NT Roger Wilco Graphical Server 

1.4.1 .6 
Roger Wilco Remote Denial of 

Service 
Low CyberNotes-2003-19 

GameSpy Industries 684 Windows NT  Roger Wilco Mark 1d3 Roger Wilco Remote Nickname 
Buffer Overflow & Denial of 

Service 

LowHigh 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-14 

GameSpy Industries 685 Windows NT Roger Wilco Dedicated Server 
(Linux, BSD) 0.26-0.30 a, 
Graphical Server 1.4.1.1- 1.4.1.6  

Roger Wilco Remote Server Side 
Buffer Overflow 

High CyberNotes-2003-19 

Ganglia686 Unix, 
MacOS X 

gmond 2.5.3 gmond Malformed Packet  
Remote Denial of Service 

Low CyberNotes-2003-23 

Gast Arbeiter687 Multiple Gast Arbeiter 1.3 Gast Arbeiter File Upload 
Validation 

Medium CyberNotes-2003-22 

Gator Corporation688 Windows eWallet 3.1 Gator EWallet Information 
Encoding Weakness 

Medium CyberNotes-2003-12 

GCC689 Unix GNU gcc 3.2–7, 3.2, 3.2.1, 3.2.2-5, 
3.2.2; RedHat gcc-3.2-7.i386.rpm, 
gcc-3.2.2-5.i386.rpm 

GNU GCC Compiler Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

geeeeksoft.com690 Windows, Unix geeeek Shop 1.4 Multiple geeeekShop Information 
Disclosure 

Medium CyberNotes-2003-17 

Geeklog691 Unix Geeklog 1.3.7 Geeklog Multiple Cross-Site 
Scripting 

High CyberNotes-2003-02 

Geeklog692 Windows, 
Unix 

Geeklog 1.3, 1.3.5 sr1&sr2, 1.3.5, 
1.3.7 sr1, 1.3.7 

Geeklog Multiple Vulnerabilities High CyberNotes-2003-12 

Geeklog693 Unix Geeklog 1.3.8 , rc!&rc2, 1.3.8 -
1sr1, 1.3.8 –1 

Geeklog Password Update 
Feature 

Medium CyberNotes-2003-22 
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Geeklog694 Unix Geeklog 1.3, 1.3.5, sr1&sr2, 1.3.7, 
sr1&sr2, 1.3.8, rc1&rc2 1.3.8–1 

Multiple Geeklog Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-20 

Geeklog695 Windows, Unix Geeklog 1.3, 1.3.5, sr2&sr2, 1.3.7, 
sr2&sr2, 1.3.8, sr2&sr2, 1.3.8 -1 

Multiple GeekLog Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-21 

GeeOS Team 
Software696 

Windows NT 
4.0/2000, XP 

Gattaca Server 2003 1.0.8.1 Multiple Gattaca Server 2003 
Vulnerabilities 

Low/ Medium/High 
 

(Low if a DoS; 
Medium is sensitive 
information can be 
obtained; and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-15 

GeneWeb 697 Unix GeneWeb 4.0 5-4.0.8 GeneWeb File Disclosure 
 

CVE Name: CAN-2002-1390 

Medium CyberNotes-2003-01 

Gerd Knorr698 Unix xpcd 2.0 8 XPCD Home Environment 
Variable Buffer Overflow 

 
CVE Name: CAN-2003-0649 

High CyberNotes-2003-17 

Gernot Stocker699 
 
Another exploit script 
published700 

Unix kpopup 0.9.1, 0.9.5 pre2 kpopup Privileged Command 
Execution & Elevated Privileges 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 
CyberNotes-2003-23 

Gilbert Murgallis701 Unix List Site Pro 2.0 List Site Pro Account Hijack Medium CyberNotes-2003-03 
GKrellM 
Newsticker702 

Unix GKrellM Newsticker 0.3 Newsticker Malformed Remote 
Command Execution & RDF 

Denial of Service 
 

CVE Names: CAN-2003-0205, 
CAN-2003-0206 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-09 

GlobalSCAPE Inc.703 Windows 
95/98/NT 
3.5.1/4.0 

CuteFTP 4.2 CuteFTP Remote Denial of 
Service 

Low CyberNotes-2003-01 

GlobalSCAPE, Inc. 
704 
Exploit script has 
been released705 

Windows CuteFTP 5.0 CuteFTP Buffer Overflow High CyberNotes-2003-02 
CyberNotes-2003-07 

GMOD706 Windows, Unix GBrowse 1.43, 1.45-1.47, 1.50 GBrowse Help Parameter 
Directory Traversal 

Medium CyberNotes-2003-18 

Gnocatan707 Unix Gnocatan 0.6.1 Multiple Gnocatan Server Buffer 
Overflow 

 
 

 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 

GNOME Development 
Team 708 

Unix gEdit 2.0.2,  
2.2 .0 

GEdit Large IOStream File 
Memory Corruption 

Medium CyberNotes-2003-24 

GNOME Development 
Team 709 

Multiple Gnome 1.0.x, 1.1, 1.2 Gnome FTP NLST Data Remote  
Denial of Service 

Low CyberNotes-2003-12 

GNOME Development 
Team 710 

Unix Gnome-lokkit 0.50-21 Gnome-lokkit Forward Chain 
Rule 

 
CVE Name: CAN-2003-0080 

Medium CyberNotes-2003-06 
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GNOME 
Development Team 

711 
 
Conectiva issues 
advisory712 

Unix Balsa 2.0.6, 1.2.4, 1.1.7; libesmtp 
libesmtp 0.8.9, 0.8.4, 0.8.10p1, 
0.8.10 

libesmtp read_smtp_response 
Buffer Overflow 

 
CVE Name: CAN-2002-1090 

High CyberNotes-2003-08 
CyberNotes-2003-09 

GNOME Development 
Team 713 

Unix Midnight Commander 4.5.52, 
4.5.55, 4.6 

Midnight Commander Symlink  
Remote Buffer Overflow 

High CyberNotes-2003-20 

GNOME Development 
Team 714, 715 

Unix GtkHTML 1.1.9, 1.1.10 GTKHTML Denial of Service 
 

CVE Name: CAN-2003-0133 

Low CyberNotes-2003-08 

GNOME Development 
Team 716, 717, 718 

Unix gnome-terminal 2.1-2.2.1 Gnome-Terminal Window Title 
Reporting Escape Sequence 

Command 
 

CVE Name: CAN-2003-0070 

High CyberNotes-2003-05 

GNU719 
 
Another exploit script 
published720 

Unix Cfengine 2.0.0-2.0.6, 2.0.7, p1-p3, 
2.1.0a6, 2.1.0a8, 2.1.0a9 

CFServD Remote Buffer 
Overflow 

High CyberNotes-2003-20 
CyberNotes-2003-23 

GNU721 
 
Vendors release 
patches722, 723 

 

RedHat releases 
patch724 

Unix Fileutils 4.0, 4.1, 4.1.6 Fileutils Race Condition 
 

CVE Name: CAN-2002-0435 

Medium CyberNotes-2003-04 

GNU725 Unix GNATS 3.113.1_6 GNATS ‘Queue-PR’ Buffer 
Overflow 

High CyberNotes-2003-15 

GNU726 Unix GNATS 3.0 02 GNATS Buffer Overflows 
 

 

High CyberNotes-2003-13 

GNU727 Unix GNATS 3.113, 3.113.1 GNATS Environment Variable 
Buffer Overflow 

High CyberNotes-2003-13 

GNU728 Unix AN GNU AN Buffer Overflow High CyberNotes-2003-14 
GNU729 Unix Chess 5.0 6, 5.0 5, 5.0 3beta, 5.0 2 GNU Chess Buffer Overflow High CyberNotes-2003-14 
GNU730 
 
Vendors issue 
advisories731, 732, 733, 734, 

735 

RedHat issues another 
advisory736 

Unix GNU Privacy Guard 1.0-1.2.1 GNU Privacy Guard  
Insecure Trust Path To User ID 

 
CVE Name: CAN-2003-0255 

Medium CyberNotes-2003-10 
CyberNotes-2003-11 
CyberNotes-2003-12 
CyberNotes-2003-13 

GNU737 Unix GNU Privacy Guard 1.2.2 -r1 GnuPG Group Root File 
Corruption 

Low/ Medium 
 

(Medium if files can 
be corrupted or 

elevated privileges 
can be obtained) 

CyberNotes-2003-15 

GNU738 Unix Mailman 2.1 Mailman Remote Cross-Site 
Scripting 

High CyberNotes-2003-03 

GNU739 Unix man 1.5.1 Man Catalog File Format String Medium CyberNotes-2003-12 
GNU740 Unix XBoard 4.2.5, 4.2.6 PXBoard Script Insecure 

Temporary File Creation 
Medium CyberNotes-2003-25 

GNU741 Unix Transport Layer Security Library 
0.5.11 

TLS Timing Information Leakage Medium  CyberNotes-2003-06 

GNU742 Unix Whois 4.5.7, 4.6.6 Whois Client Command Line 
Buffer Overflow 

High CyberNotes-2003-18 

GNU743, 744 Unix CVS 1.10.7, 1.10.8, 1.11- 1.11.6 CVS Malformed Request  
 

CVE Name: CAN-2003-0977 

Medium CyberNotes-2003-25 
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GNU745, 746 Unix screen 3.9.4, 3.9.8- 3.9.11 GNU Screen Integer Overflow  
 

CVE Name: CAN-2003-0972 

High CyberNotes-2003-25 

GNU747, 748 Unix GNU Privacy Guard 1.2-1.2.3, 
1.3.3 

GnuPG  
Format String 

High CyberNotes-2003-25 

GNU749, 750, 751 

 

SCO releases patch752 

Unix wget 1.5.3, 1.6, 1.7, 1.7.1, 1.8, 
1.8.1, 1.8.2 

WGet NLST Client Side File 
Overwriting 

 
CVE Name: CAN-2002-1344 

Medium CyberNotes-2003-02 

GNU753, 754, 755, 756 Unix GNU Privacy Guard 1.0.2, 1.0.3, 
1.0.3 b, 1.0.4- 1.0.7, 1.2-1.2.3 

GnuPG ElGamal Signing Key 
Private Key Compromise 

 
CVE Name: CAN-2003-0971 

Medium CyberNotes-2003-25 

Gold Scripts757 Unix GoldLink 3.0 GoldLink Cookie Administrative 
Privileges 

High CyberNotes-2003-22 

GoldStone Software, 
Inc.758 

Multiple Web Protector 2. Web Protector Encryption 
Weakness 

Medium CyberNotes-2003-09 

GONiCUS 759 Unix System Administrator 1.0 System Administrator Remote 
File Include 

High CyberNotes-2003-05 

Gordano760 Windows, Unix Gordano Messaging Suite 9.0 Gordano Messaging Suite Remote 
Denial of Service & Information 

Disclosure 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-19 

Great Circle 
Associates761 

Unix Majordomo 1.94.4, 1.94.5, 2.0 Majordomo Remote List 
Subscriber Disclosure 

Medium CyberNotes-2003-03 

Greg Billock762 Windows, Unix EditTag 1.1 EditTag edittag.pl Information 
Disclosure 

Medium CyberNotes-2003-03 

Gregory DEMAR763 Windows, 
Unix 

Copper-mine Photo Gallery 1.0 
RC3, 1.1 beta 2, 1.1.0 

Photo Gallery ‘Displayimage.php’ 
SQL Injection 

High CyberNotes-2003-09 

gs-common764 Unix gs-common 0.3.3 GS-Common PS2Epsi Insecure 
Temporary File 

Medium CyberNotes-2003-08 

GT Catalog765 Windows, 
Unix 

GTCatalog 0.8.16, 0.9, 0.9.1 GTCatalog Remote File Include High CyberNotes-2003-05 

GtkFtpd766 Unix GtkFtpd 1.0.2- 1.0.4 GtkFtpd ‘LIST’ Command 
Remote Buffer Overflow 

High CyberNotes-2003-18 

GTKSee767 Unix GTKSee 0.5.1, GTKSee 0.5.0 GTKSee PNG Image Loading  
 

CVE Name: CAN-2003- 0444 

High CyberNotes-2003-14 

Guardian Digital768 Unix EnGarde Secure Community 2.0, 
Secure Professional 1.5 

EnGarde WebTool Password 
Disclosure 

Medium CyberNotes-2003-20 

GuppY769 Windows, Unix GuppY 2.4 GuppY Cross-Site Scripting High CyberNotes-2003-20 
Gupta Technologies 770 Windows 

98/ME/NT 
4.0/2000, XP 

SQLBase 8.1.0 SQLBase EXECUTE Buffer 
Overflow 

High CyberNotes-2003-04 

gURL Checker 
Project771 

Unix gURL Checker 0.6 .0-pre1&pre2 
 

gURLChecker HTML Parser 
Remote Denial of Service 

Low CyberNotes-2003-16 

Gus! & Psilord772 Unix freesweep 0.88, 0.90 freesweep Environment Variable 
Buffer Overflow 

 
CVE Name: CAN-2003-0828 

High CyberNotes-2003-20 

Gzip.org 773 
 
More updates 
issued774, 775,  

 

NetBSD issues 
update776,  777 
 
RedHat issues 
advisory778 

Unix zlib 1.1.4 Zlib gzprintf() Buffer Overflow 
 

CVE Name: CAN-2003-0107 

High CyberNotes-2003-05 
CyberNotes-2003-06 
CyberNotes-2003-07 
CyberNotes-2003-09 
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Halycon Software779 Multiple iASP 1.0.9 iASP Directory Traversal Medium CyberNotes-2003-01 
Hanterm780 
 
RedHat issues patch781 

Unix hanterm-xf 2.0 Hanterm-XF Loop-Based 
Escape Sequence Denial of 

Service 
 

CVE Name: CAN-2003-0079 

Low CyberNotes-2003-05 
CyberNotes-2003-12 

Hanterm782 
 
RedHat issues patch783 

Unix hanterm-xf 2.0 hanterm-xf Window Title 
Reporting Escape Sequence 

Command 
 

CVE Name: CAN-2003-0078 

High CyberNotes-2003-05 
CyberNotes-2003-12 

Happycgi.com784 
 
Exploit script has 
been published.785 

Unix HappyMall 4.3, 4.4 HappyMall E-Commerce 
Software Remote Arbitrary 

Command Execution 
 

CVE Name: CAN-2003-0243 

High CyberNotes-2003-10 
CyberNotes-2003-13 

Harakan Software 786 PalmOS PalmVNC 1.40 PalmVNC Password Storage Medium CyberNotes-2003-11 
Hassan Consulting787 Unix Shopping Cart 1.23 Shopping Cart Multiple 

Vulnerabilities 
Medium CyberNotes-2003-16 

HAURI Inc. 788 Unix ViRobot Linux Server 2.0 ViRobot  Linux Server Buffer 
Overflows 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-18 

Hewlett Packard 
Company789 

Unix HP-UX 11.0, 11.11, 11.22 CDE DTPrintInfo Display 
Environment Variable Buffer 

Overflow 

High CyberNotes-2003-21 

Hewlett Packard 
Company790 

Unix Compaq Tru64 4.0 g PK4 (BL22), 
4.0 f PK8 (BL22) 

CDE dtprintinfo Unauthorized 
Access 

Medium CyberNotes-2003-22 

Hewlett Packard 
Company791 

Windows Compaq Insight Management 
Agents 5.0 H 

Compaq Insight Management 
Agent Format String 

High CyberNotes-2003-16 

Hewlett Packard 
Company792 

Unix HP-UX 11.0, 11.11 HP Fixes Local Denial of Service Low CyberNotes-2003-17 

Hewlett Packard 
Company793 

Multiple JetDirect J6038A HP J6038A JetDirect 310x Print 
Server For Fast Ethernet 

Unspecified Vulnerabilities 

Low/ Medium 
 

(Medium if 
unauthorized access 

can be obtained) 

CyberNotes-2003-06 

Hewlett Packard 
Company794 

Unix HP-UX 11.0, 11.11, 11.20, 11.22, 
11.23 

HP Java Runtime Environment & 
Java Plugin 

Medium CyberNotes-2003-15 

Hewlett Packard 
Company795 

Unix PHNE_26413, PHNE_27128 HP PHNE_26413 & 
PHNE_27128 Denial of Service   

Low CyberNotes-2003-16 

Hewlett Packard 
Company796 

Windows ProCurve Switch 5304XL J4850A, 
5308XL J4819A, 5348XL J4849A, 
5372XL J4848A 

HP ProCurve Switch  
Denial of Service 

Low CyberNotes-2003-24 

Hewlett Packard 
Company797 

Unix HP-UX 11.0, 11.11, 11.23 HP Servicecontrol Manager 
Unauthorized Access 

Medium CyberNotes-2003-22 

Hewlett Packard 
Company798 

Unix HP-UX 11.0 HP Socket Implementation  
Denial of Service 

Low CyberNotes-2003-20 

Hewlett Packard 
Company799 

Unix Compaq Tru64 4.0 g PK3 (BL17), 
4.0 f PK7 (BL18), 5.1 b PK2 
(BL22), 5.1 a PK5 (BL23), 5.1 a 
PK4 (BL21), 5.1 PK6 (BL20) 

HP Tru64 EE Device Driver 
Denial of Service 

Low CyberNotes-2003-17 
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Hewlett Packard 
Company800 
 
Advisory updated801 

Unix Compaq Tru64 4.0g, 4.0g PK3 
(BL17), 4.0f, 4.0f PK7 (BL18), 
PK6 (BL17), 5.0a, 5.0a PK3 
(BL17), 5.1a, 5.1a PK3 (BL3), 
PK2 (BL2), PK1 (BL1), 5.1, 5.1 
PK6 (BL20), PK5 (BL19),  PK4 
(BL18), PK3 (BL17); HP HP-UX 
11I, 8.0-8.2, 8.4-8.9, 9.0, 9.1, 
9.3-9.10, 10.01, 10.0, 10.1, 
10.8-10.10, 10.16, 10.20 SIS, 10.20 
Series 700 & 800, 10.20, 10.24, 
10.26, 10.30, 10.34, 11.04, 11.0, 
11.11, 11.20, 11.22 

HP Tru64/ HP-UX C Library 
Standard I/O File Descriptor 

Medium/High 
 

(High if root can be 
compromised) 

CyberNotes-2003-06 
CyberNotes-2003-07 

Hewlett Packard 
Company802 

Unix HP-UX (VVOS) 11.0 4 HP VVOS HFS Unauthorized 
Access 

Medium CyberNotes-2003-06 

Hewlett Packard 
Company803 

Unix HP-UX 10.20, 11.0 HP-UX  
Kermit Privilege Escalation 

Medium CyberNotes-2003-11 

Hewlett Packard 
Company804 

Unix HP-UX 11.0 HP-UX ‘IPCS’ Buffer Overflow Medium CyberNotes-2003-11 

Hewlett Packard 
Company805 

Unix HP-UX 10.10, 10.20, 11.0, 11.11, 
11.22 

HP-UX ‘rpc.yppasswd’ Buffer 
Overflow 

Medium CyberNotes-2003-04 

Hewlett Packard 
Company806 
 
Another exploit script 
published807 

Unix HP-UX 10.0 1, 10.0, 10.1, 
10.8-10.10, 10.16, 10.20, 10.24, 
10.26, 10.30, 10.34, 11.04, 11.0, 
11.11, 11.20, 11.22 

HP-UX ‘stmkfont’ Buffer 
Overflow 

Medium CyberNotes-2003-04 
CyberNotes-2003-12 

Hewlett Packard 
Company808 

Unix HP-UX 11.22 HP-UX 11.22 Xserver Privilege 
Escalation 

Medium CyberNotes-2003-02 

Hewlett Packard 
Company809 

Unix HP-UX 11.0, 11.11, 11.22, 11.23 HP-UX CDE ‘dtmailpr’ Display 
Environment Variable Buffer 

Overflow  

High CyberNotes-2003-24 

Hewlett Packard 
Company810 

Unix HP-UX 11.0, 11.11 HP-UX DCE Remote  
Denial of Service 

Low CyberNotes-2003-24 

Hewlett Packard 
Company811 

Unix HP HP-UX 11.0 HP-UX 'disable' Local Buffer 
Overflow 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-04 

Hewlett Packard 
Company812 

Unix HP-UX ftpd 1.1.214 .4 HP-UX FTPD REST Command Medium CyberNotes-2003-12 

Hewlett Packard 
Company813 

Unix HP-UX 11.0 HP-UX IPCS Buffer Overflow High CyberNotes-2003-07 

Hewlett Packard 
Company814 

Unix HP-UX 11.0, 11.11, 11.22, 11.23 HP-UX IPFilter Unsupported 
Interface 

Medium CyberNotes-2003-24 

Hewlett Packard 
Company815 

Unix HP-UX 10.0 1, 10.0, 10.1, 
10.8-10.10, 10.16, 10.20, 10.24, 
10.26, 10.30, 10.34, 11.04, 11.0, 
11.11, 11.20, 11.22 

HP-UX landiag/ lanadmin  
 Buffer Overflow 

Medium CyberNotes-2003-04 

Hewlett Packard 
Company816 

Unix HP-UX 11.0, 11.11, 11.22 HP-UX Network Traffic  
Denial of Service 

Low CyberNotes-2003-12 

Hewlett Packard 
Company817 

Unix HP-UX 10.20, 11.0, 11.11, 11.22 HP-UX NLSPATH Environment 
Variable Elevated Privileges 

Medium CyberNotes-2003-23 

Hewlett Packard 
Company818 

Unix HP-UX 11.23 HP-UX Partition Manager  Medium CyberNotes-2003-24 

Hewlett Packard 
Company819 
 
Workaround 
available820 

Unix HP-UX 10.20 HPUX PCLToTIFF Command 
Line Argument Local Buffer 

Overflow 

High CyberNotes-2003-12 
CyberNotes-2003-13 

Hewlett Packard 
Company821 

Unix HP-UX 11.0 HP-UX rcp Buffer Overflow High CyberNotes-2003-04 

Hewlett Packard 
Company822 

Unix HP-UX 11.0, 11.11, 11.22 HP-UX Remote Denial of Service Low CyberNotes-2003-16 
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Hewlett Packard 
Company823 
 
HP updates bulletin824 

Unix HP-UX 10.10, 10.16, 10.20, 10.24, 
10.26,  10.30,  10.34, 11.04, 11.0, 
11.11, 11.20, 11.22 

HP-UX RExec Buffer Overflow  High CyberNotes-2003-09 
CyberNotes-2003-15 

Hewlett Packard 
Company825 
 
Proof of Concept 
exploit published826 
 
 

Unix HP-UX 10.0 1, 10.0, 10.1, 
10.8-10.10, 10.16, 10.20, 10.24, 
10.26, 10.30, 10.34, 11.04, 11.0, 
11.11, 11.20, 11.22 

HP-UX rs.F3000 Unauthorized 
Access 

Low/  
Medium  

 
(Medium if access 
can be obtained) 

CyberNotes-2003-04 
CyberNotes-2003-12 

Hewlett Packard 
Company827 

Unix HP-UX 10.x, 11.x HP-UX RWrite Buffer Overflow Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-10 

Hewlett Packard 
Company828 

Unix HP-UX 11.0 4, 11.0, 11.11 HP-UX Shar Utility Predictable 
Temporary File Creation 

Medium CyberNotes-2003-25 

Hewlett Packard 
Company829 

Unix HP-UX 11.0, 11.11 HP-UX Software Distributor 
Buffer Overflow 

High CyberNotes-2003-23 

Hewlett Packard 
Company830 

Unix HP-UX 10.0 1, 10.10, 10.20, 11.04, 
11.0, 11.11 

HP-UX sort Unspecified File 
Handling 

Low/ Medium 
 

(Medium if 
unauthorized access 

is obtained) 

CyberNotes-2003-02 

Hewlett Packard 
Company831 

Unix HP-UX 11.0, 11.11, 11.22 HP-UX TFTPD Remote Denial of 
Service 

Low CyberNotes-2003-13 

Hewlett Packard 
Company832 

Unix HP-UX 10.20, 11.0, 11.11 HP-UX UUCP & UUSUB  
Buffer Overflow 

High CyberNotes-2003-12 

Hewlett Packard 
Company833 
 
Upgrade now 
available834 

Unix HP-UX 11.0 4, 11.0, 11.11, 11.20 HPUX Wall Message Buffer 
Overflow 

High CyberNotes-2003-04 
CyberNotes-2003-10 

Hewlett Packard 
Company835 

Multiple JetDirect J3263A, J3113A, 
J3111A, J3110A,  J2591A, J2552B, 
J2552A, 300.0 X 

JetDirect Printer  
Password Disclosure 

Medium CyberNotes-2003-05 

Hewlett Packard 
Company836 

Multiple JetDirect Firmware, any version  JetDirect Printers FTP Service 
File Printing 

Medium CyberNotes-2003-09 

Hewlett Packard 
Company837 

Multiple LaserJet 4550 LaserJet 4550 Cross-Site 
Scripting & Default Password 

High CyberNotes-2003-16 

Hewlett Packard 
Company838 

Windows 
95/98/ME/ NT 
4.0/2000, XP 

Insight Management for Clients 
3.5, 4.0, 5.0, Insight Manager LC 
versions 1.0, 1.60, Remote 
Diagnostics Enabling Agent 

Management Software Web 
Agents Unauthorized Access 

Low/ Medium 
 

(Medium if access 
can be obtained) 

CyberNotes-2003-22 

Hewlett Packard 
Company839 

Multiple MPE/iX 5.5, 6.5, 7.0, 7.5 MPE/iX FTP Privileged Data 
Access 

Medium CyberNotes-2003-07 

Hewlett Packard 
Company840 

Unix Compaq Tru64 4.0g,  PK3 (BL17), 
4.0f,  PK7 (BL17), PK6 (BL17), 
5.1a,  PK4 (BL21), PK3 (BL3), 
PK2 (BL2), PK1 (BL1), 5.1, PK6 
(BL20), PK5 (BL19), PK4 (BL18), 
PK3 (BL17) 

Multiple HP Tru64 CDE Buffer 
Overflows 

Medium CyberNotes-2003-11 

Hewlett Packard 
Company841 

Multiple NonStop SeeView Server Gateway 
G01.00, G02.00, G03.00, G04.00, 
G05.00, G05.01, G06.00, G06.01, 
G06.03- G06.20, D40.00, D41.00, 
D42.00, D42.01, D43.00- D43.02, 
D44.00- D44.02, D45.00, D45.01, 
D46.00, D47.00, D48.00- D48.03, 

 NonStop SeeView Server 
Gateway Elevated Privileges  

 
CVE Name: CAN-2003-0458 

Medium CyberNotes-2003-14 
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Hewlett Packard 
Company842 

Windows NT 
4.0/2000, 
Unix 

OpenView Network Node Manager 
6.2 , Solaris, NT 4.X/ Windows 
2000, HP-UX 11.x, 10.x, 6.4, NT 
4.X/ Windows 2000, HP-UX 11.x 

OpenView Network Node 
Manager Remote Denial of 

Service 

Low CyberNotes-2003-22 

Hewlett Packard 
Company843 

Windows OpenView Operations for 
Windows 7.0-7.2, OpenView 
Vantage Point for Windows 6.1, 
6.2 Japanese OpenView Vantage 
Point for Windows 6.1, 6.2 

OpenView Operations for 
Windows Security Restriction 

Bypass 

Medium CyberNotes-2003-21 

Hewlett Packard 
Company844 

Unix Tru64 4.0g,  PK4 (BL22), PK3 
(BL17), 4.0f,  PK8 (BL22), PK7 
(BL18), PK6 (BL17), 5.1b, 5.1 a,  
PK5 (BL23), PK4 (BL21), PK3 
(BL3), PK2 (BL2), PK1 (BL1), 5.1, 
PK6 (BL20), PK5 (BL19), PK4 
(BL18), PK3 (BL17) 

Tru64 CDE ‘dtmailpr’ 
Unauthorized Access 

Medium CyberNotes-2003-21 

Hewlett Packard 
Company845 

Unix Compaq  Tru64 5.1b,  PK1 (BL1), 
Tru64 5.1a,  PK4 (BL21), PK3 
(BL3), PK2 (BL2), PK1 (BL1), 5.1,  
PK6 (BL20), PK5 (BL19), PK4 
(BL18), PK3 (BL17) 

Tru64 KSH Denial of Service Low. CyberNotes-2003-14 

Hewlett Packard 
Company846 

Unix Compaq Tru64 4.0g, PK4 (BL22), 
PK3 (BL17), 4.0f, PK8 (BL22), 
PK7 (BL18), PK6 (BL17), 5.0, 
PK4 (BL18), PK4 (BL17), 5.1b, 
PK2 (BL22), PK1 (BL1), 5.1 a, 
PK5 (BL23), PK4 (BL21), PK3 
(BL3), PK2 (BL2), PK1 (BL1), 5.1, 
PK6 (BL20), PK5 (BL19), PK4 
(BL18), PK3 (BL17) 

Tru64 NFS AdvFS File Denial of 
Service 

Low CyberNotes-2003-19 

Hewlett Packard 
Company847 

Unix Compaq Tru64 5.1 b PK2 (BL22), 
5.1 a PK5 (BL23). 5.1 a PK4 
(BL21), 5.1 a PK3 (BL3), 5.1 a 
PK2 (BL2), 5.1 a PK1 (BL1), 5.1a 

Tru64 SSH RSA Key Potential 
Authentication Bypass 

Medium CyberNotes-2003-18 

Hewlett Packard 
Company848 

Unix Compaq Tru64 4.0g, PK4 (BL22), 
PK3 (BL17), 4.0f, PK8 (BL22), 
PK7 (BL18), PK6 (BL17), 5.1b, 
PK2 (BL22), PK1 (BL1), 5.1a, 
PK5 (BL23), PK4 (BL21), PK3 
(BL3), PK2 (BL2), PK1 (BL1), 5.1, 
PK6 (BL20), PK5 (BL19), PK4 
(BL18), PK3 (BL17) 

Tru64 UNIX DTTerm 
Local/Remote Denial of Service 

 
CVE Name: CAN-2003-0064 

Low CyberNotes-2003-19 

Hewlett Packard 
Company849 

Unix Tru64 5.1 PK6 (BL20) Tru64 Unspecified XFS Low/ Medium  
 

(Medium if elevated 
privileges can be 

obtained) 

CyberNotes-2003-05 

Hewlett Packard 
Company850 

OpenVMS, 
Unix 

Compaq Tru64 5.0a, PK3 (BL17), 
5.1a, 5.1a PK4 (BL21), PK3 (BL3), 
PK2 (BL2), PK1 (BL1), 5.1, 5.1 
PK6 (BL20), PK5 (BL19), PK4 
(BL18), PK3 (BL17);  
HP MPE/iX 4.0, 4.5, 5.0, 5.5, 6.0, 
6.5, 7.0, 7.5, OpenVMS Secure 
Web Server 1.1–1, 1.2 

TruCluster Alias/NFS Remote  
Denial of Service 

Low CyberNotes-2003-09 

Hewlett Packard 
Company851, 852 

Windows NT 
4.0/2000 

Instant TopTools 5.0 4 Instant TopTools Remote  
Denial of Service 

 
CVE Name: CAN-2003-0169 

Low CyberNotes-2003-07 

Hideki Kimata853 Unix xtokkaetama 1.0 b-6 Xtokkaetama Nickname Buffer 
Overflow 

High CyberNotes-2003-16 

Hideki Kimata 854 Unix Xtokkaetama 1.0 b-6 Xtokkaetama Buffer Overflow 
 

CVE Name: CAN-2003-0611 

High CyberNotes-2003-16 



NIPC CyberNotes #2003-26 Page 37 of 190 12/31/2003 

Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

Hiroyuki Yamamoto855 Unix Sylpheed 0.9.4-0.9.6, Sylpheed-
Claws 0.9.4-0.9.6 claws 

Sylpheed-Claws Format String High CyberNotes-2003-22 

HLSW856 Multiple HLSW 1.0.0.8 beta, 1.0.0.7 beta, 
1.0.0.6 beta, 1.0.0.5 beta, 1.0.0.4 
beta 

HLSW RCON Console Password 
Disclosure 

Medium CyberNotes-2003-19 

HolaCMS Team 857 Windows, Unix HolaCMS 1.2.9, 1.2.10 HolaCMS ‘htmltags.php’ 
Information Disclosure 

Medium CyberNotes-2003-17 

Holger Lamm858 Unix PGP4Pine 1.75.6 PGP4Pine fileVerify 
DecryptMenu() Buffer Overflow 

High CyberNotes-2003-06 

Horde859 
 
SuSE releases patch860 

Unix IMP 2.2-2.2.8 Horde IMP Database Files SQL 
Injection 

 
CVE Name: CAN-2003-0025 

Medium CyberNotes-2003-02 
CyberNotes-2003-04 

Horde Project861 Unix Horde 1.2-1.2.8, 2.0-2.2.3 Horde Application Framework 
Account Hijacking 

Medium CyberNotes-2003-17 

HotThings.net862 Windows, 
Unix 

Simple Chat! 1.0-1.3 Simple Chat Information 
Disclosure 

Medium CyberNotes-2003-07 

HTMLHelper863 Windows Power Server 1.0 Power Server Multiple 
Vulnerabilities 

Low/ Medium 
 

(Medium if 
unauthorized access 

or sensitive 
information can be 

obtained) 

CyberNotes-2003-13 

HTMLHelper 864 Windows EZ Server 1.0 EZ Server Directory Traversal Medium CyberNotes-2003-08 
HTMLHelper 865 Windows EZ Server 1.0 EZ Server Remote Denial of 

Service 
Low  CyberNotes-2003-07 

htmlto nuke866 Multiple HTMLTo Nuke HTMLToNuke Cross-Site 
Scripting 

High CyberNotes-2003-15 

HTTP Commander867 Windows NT 
4.0/2000, XP, 
2003 

HTTP Commander 4.0 HTTP Commander Directory 
Traversal & Path Disclosure 

Medium CyberNotes-2003-23 

HTTP Fetcher868 Unix HTTP Fetcher Library 1.0.1 HTTP Fetcher Library Multiple 
Buffer Overflow 

High CyberNotes-2003-01 

Hughes Billing869 Multiple Hughes Billing Hughes Billing Information 
Disclosure 

Medium CyberNotes-2003-16 

Hughes 
Technologies870 

Unix Mini SQL (mSQL) 1.0, 1.3 Mini SQL Remote Format String High CyberNotes-2003-16 

Hugo Rabson871 Unix Mindi 0.58 r5 Mindi Temporary File Creation 
 

CVE Name: CAN-2003-0617 

Medium CyberNotes-2003-16 

Hummingbird LTD.872 Windows NT Cyber DOCS 3.1, 3.5.1 CyberDOCS ‘loginsct.asp’ Code 
Execution 

High CyberNotes-2003-21 

Hummingbird LTD.873 Windows NT Cyber DOCS 3.1, 3.9. 4.08 CyberDOCS Cross-Site Scripting High CyberNotes-2003-21 
Hummingbird LTD.874 Windows NT Cyber DOCS 3.1, 3.9. 4.0 CyberDOCS Path Disclosure Medium CyberNotes-2003-21 
Hummingbird LTD.875 Windows NT Cyber DOCS 3.1, 3.9. 4.0 CyberDOCS Authentication 

Certificates 
Medium CyberNotes-2003-21 

Hummingbird, Ltd.876 Multiple Exceed 5.0, 6.0.1, 6.0.2, 6.1, 7.1, 
7.1.1, 8.0 

Exceed Font Buffer Overflow Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

Hung-Yih Chen877 Unix ChiTeX 6.1.2p7.8 ChiTeX Path Specification High CyberNotes-2003-08 
Hylafax878879, 880 

 

Debian issues 
advisory881 

Unix Hylafax 4.1-4.1.3, 4.1.5-4.1.7 Hylafax HFaxD Remote 
Format String 

 
CVE Name: CAN-2003-0886 

High CyberNotes-2003-23 
CyberNotes-2003-24 
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Hyper 
mail882 
 
Debian issues 
upgrade883 
 
SuSE issues 
upgrade884 

Unix Hypermail 2.1.3, 2.1.4, 2.1.5 Hypermail Remote Buffer 
Overflows 

 
CVE Name: CAN-2003-0057 

High CyberNotes-2003-03 
CyberNotes-2003-04 
CyberNotes-2003-05 

HyperMail885 Unix HyperMail 2.0 b25, 2.1.0, 
2.1.2-2.1.4 

Hypermail CGI Mail Open Relay 
 

CVE Name: CAN-2003-0025 

Medium CyberNotes-2003-05 

HyperMail886 Unix HyperMail 2.0 b25, 2.1.0, 
2.1.2-2.1.4 

Hypermail Local Temporary File 
Race Condition 

Medium CyberNotes-2003-05 

IBM887 Unix AIX 4.3-4.3.3, 5.1 AIX ‘LSMCODE’ Buffer 
Overflow 

High CyberNotes-2003-12 

IBM888 Unix AIX 5.1 AIX ‘policyd’ & ‘rsvpd’ Insecure 
Temporary File Creation 

Medium CyberNotes-2003-21 

IBM889 Unix AIX 4.3.3, 5.1, 5.2 AIX ‘secldapclntd’  Unauthorized 
Data Access 

 
CVE Name: CAN-2003-0119 

Medium CyberNotes-2003-08 

IBM890 Unix AIX 5.1 AIX Bellmail Race Condition High CyberNotes-2003-21 
IBM891 Unix AIX 4.3, 5.1, 5.2,  AIX libIM Buffer Overflow 

 
CVE Name: CAN-2003-0087 

High CyberNotes-2003-04 

IBM892 Unix AIX 4.3.3, 5.1, 5.2 AIX lpd Format String High CyberNotes-2003-19 
IBM893 Unix AIX 4.3-4.3.3, 5.1, 5.2 AIX lpd Privilege Escalation 

 
CVE Name: CAN-2003-0257 

Medium CyberNotes-2003-11 

IBM894 Unix AIX 4.3.3, 5.1, 5.2 AIX RCP Utility Buffer Overflow 
 

CVE Name: CAN-2003-0954 

High CyberNotes-2003-24 

IBM895 Unix AIX 4.3-4.3.3, 5.1 L, 5.1, 5.2  AIX Sendmail Default 
Configuration Weakness 

Medium CyberNotes-2003-10 

IBM896 Unix AIX 4.3.3, 5.1, 5.2 AIX tsm Utility Format String High CyberNotes-2003-19 
IBM897 Unix AIX 5.1 AIX‘libdiag’ File Corruption Medium CyberNotes-2003-21 
IBM898 
 
Proof of Concept 
exploit published899 

Unix DB2 Universal Database for 
Linux 7.2 

DB2 ‘db2dart’ & ‘db2licm’ 
Buffer Overflows 

 
CVE Names: CAN-2003-0758, 

CAN-2003-0759 

High CyberNotes-2003-19 
CyberNotes-2003-20 

IBM900 
 
Exploit script has 
been published901 

Unix DB2 Universal Database for AIX 
6.0, 6.1, 7.0-7.2, Universal 
Database for HP-UX 6.0, 6.1, 
7.0-7.2, Universal Database for 
Linux 6.0, 6.1, 7.0-7.2, Universal 
Database for Solaris 6.0, 6.1, 
7.0-7.2 

DB2 ‘db2job’ Arbitrary File 
Overwrite 

High CyberNotes-2003-16 
CyberNotes-2003-17 

IBM902 Windows, Unix DB2 Universal Database for AIX 
7.1, 7.2, HP-UX 7.1, 7.2, Linux 
7.1, 7.2, Solaris 7.1, 7.2, Windows 
7.1,7.2 

DB2 Discovery Service UDP 
Denial of Service 

 
CVE Name: CAN-2003-0827 

Low CyberNotes-2003-20 

IBM903 Windows, DB2 Universal Database for 
Windows 7.2 

DB2 Invoke Stored Procedure 
Buffer Overflow 

 
CVE Name: CAN-2003-0837 

High CyberNotes-2003-20 

IBM904 Unix DB2 Universal Database for Linux 
7.0-7.2, 8.0, 8.1 

DB2 Multiple Buffer Overflow & 
Format String Vulnerabilities 

High CyberNotes-2003-23 

IBM905 Windows, Unix DB2 Universal Database for Linux 
7.2, 8.1, DB2 Universal Database 
for Windows 7.2, 8.1 

DB2 Remote LOAD Command 
Buffer Overrun 

 
CVE Name: CAN-2003-0836 

High CyberNotes-2003-20 
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IBM906 Unix DB2 Universal Database for AIX 
6.0, 6.1, 7.0-7.2, 8.0, 8.1, Universal 
Database for HP-UX 6.0, 6.1, 
7.0-7.2, 8.0, 8.1, Universal 
Database for Linux 6.0, 6.1, 
7.0-7.2, 8.0, 8.1, Universal 
Database for Solaris 6.0, 6.1, 
7.0-7.2, 8.0, 8.1 

DB2 Shared Library Root Access High CyberNotes-2003-16 

IBM907 Windows 2000,  
Unix 

Directory Server 4.1 Directory Server Web 
Administration Interface Cross-

Site Scripting 

High CyberNotes-2003-25 

IBM908 Unix AIX 5.1 IBM ‘cu’ Buffer Overflow High CyberNotes-2003-21 
IBM909 Unix AIX 5.1, 5.2 IBM AIX GetIPNodeByName 

API Socket Denial of Service 
 

CVE Name: CAN-2003-0697 

Low CyberNotes-2003-20 

IBM910 Unix AIX 5.1 IBM AIX UUQ  
Buffer Overflow 

High CyberNotes-2003-21 

IBM911 Unix AIX 5.1 IBM dump_ smutil.sh Insecure 
Temporary File Creation 

High CyberNotes-2003-21 

IBM912 Unix AIX 5.2 IBM FTP Daemon Administrative 
Access 

 
CVE Name: CAN-2003-0170 

High CyberNotes-2003-08 

IBM913 Unix HACMP 4.4, 4.4.1 IBM HAES/ HACMP RST Packet 
Denial of Service 

Low CyberNotes-2003-13 

IBM914 Unix AIX 4.3.3, 5.1 IBM OpenGL XGLInfo Program  Low CyberNotes-2003-21 
IBM915 OS/390,  

z/OS 
OS/390 V2R9, V2R6, RACF 
1.1-1.7, 1.9, 2.1, 2.2, RACF/MVS 
1.7, 1.8, 1.8.1, 1.9.2, IBM z/OS 

IBM RACF Profile Updating 
Privilege Elevation 

Medium CyberNotes-2003-13 

IBM916 Unix AIX 4.3, 5.1 IBM VMM Performance Tools  Medium CyberNotes-2003-21 
IBM917 Unix AIX 5.1 Multiple AIX MUXATMD 

Buffer Overflows 
High CyberNotes-2003-21 

IBM918 Multiple 4758, CMOS Cryptographic 
Coprocessor,  Common 
Cryptographic Architecture 2.40,  
2.41 

Multiple Vendor ATM Hardware 
Security Module PIN Generation/ 

Verification 

Medium CyberNotes-2003-05 

IBM919 Unix Tivoli Firewall Security Toolbox 
1.2 

Tivoli Firewall Security Toolbox  
Buffer Overflows 

High CyberNotes-2003-07 

IBM920 Unix UniVerse 10.0, .0.9 UniVerse ‘UVADMSH’ Buffer 
Overflow 

High CyberNotes-2003-15 

IBM921 Unix UniVerse 10.0, .0.9 UniVerse cci_dir Root Access High CyberNotes-2003-15 
IBM922 Unix UniVerse 10.0, .0.9 UniVerse uvrestore Buffer 

Overflow 
High CyberNotes-2003-15 

IBM923 Windows NT 
4.0, 
Unix 

WebSphere Application Server 2.0, 
3.0.2- 3.0.2.4, 3.0, 3.5-3.5.3, 4.0.3, 
WebSphere Application Server 
Advanced Edition 3.0.2.1, 4.0.4, 
4.0 

WebSphere Exported XML 
Password Encoding 

Medium CyberNotes-2003-03 

IBM Lotus924 Windows NT 
4.0/2000, 
Unix 

Lotus Domino Server 5.0, 6.0 Domino Dot File Disclosure Medium CyberNotes-2003-04 

IBM Lotus925 Windows NT 
4.0/2000, 
Unix 

Domino 6.0 IBM Lotus Domino HTTP 
Redirect Buffer Overflow 

High CyberNotes-2003-04 
 

IBM Lotus926 Windows NT 
4.0/2000, 
Unix 

Lotus Domino 4.6.1 IBM Lotus Notes Remote  
Denial of Service 

 
CVE Name: CAN-2003-0122 

Low CyberNotes-2003-06 

IBM Lotus927 Windows NT 
4.0/2000, 
Unix 

Lotus Domino 6.0 Lotus Domino Web Server HTTP 
POST Denial of Service 

Low CyberNotes-2003-05 
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IBM Lotus928 Windows NT 
4.0/2000, 
Unix 

Domino 6.0 Lotus Domino Web Server iNotes 
s_ViewName/ Foldername Buffer 

Overflow   Vulnerability 

High CyberNotes-2003-04 

IBM Lotus929 Windows NT 
4.0/2000, 
Unix 

Lotus Notes Client 6.0 Lotus iNotes ActiveX Control 
Buffer Overflow 

High CyberNotes-2003-04 

IBM Lotus930 Windows NT 
4.0/2000, 
Unix 

Lotus Domino 4.6.1 Lotus Notes/Domino LDAP 
Service 

 
CVE Name: CAN-2001-1311 

High CyberNotes-2003-06 

IBM Lotus931 Windows NT 
4.0/2000, 
Unix 

Lotus Domino 4.6.1 Lotus Notes/Domino Web 
Retriever Buffer Overflow Denial 

of Service 
 

CVE Name: CAN-2003-0123 

Low CyberNotes-2003-06 

IBM Lotus932 Windows, Unix Lotus Sametime 1.5, 3.0 Sametime Multiple Encryption 
Implementation  

Medium CyberNotes-2003-17 

ibpng933, 934, 935, 936, 937 Unix libpng 1.0, 1.0.5- 1.0.14, 
1.2.0-1.2.5 

LibPNG Incorrect Offset 
Calculation Buffer Overflow 

 
CVE Name: CAN-2002-1363 

Low/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-02 

IC & S938 Unix DBMail 1.0, 1.1, 1.2 DBMail ‘pipe.c’ Auto-Replies High CyberNotes-2003-23 
ICQ Inc.939 Windows Mirabilis ICQ 2003 a Build #3800, 

Build #3799, Build #3777 
Webfront guestbook Cross-Site 

Scripting 
High CyberNotes-2003-19 

Ideal Science, Inc.940 Windows IdealBB 1.4.9 Beta IdealBB HTML Injection High CyberNotes-2003-18 
Ideal Science, Inc. 941 Windows IdealBB 1.4.9 Beta IdealBB Cross-Site Scripting High CyberNotes-2003-17 
ifenslave942 Unix ifenslave .7 Ifenslave Buffer Overflow High CyberNotes-2003-11 
IglooFTP943 Unix IglooFTP 0.6.1 IglooFTP ‘Welcome’ Banner 

Parsing Buffer Overflow 
High CyberNotes-2003-15 

IglooFTP944 
 
Another exploit 
released945 

Windows IglooFTP PRO 3.8 IglooFTP PRO Multiple Buffer 
Overflows 

High CyberNotes-2003-14 
CyberNotes-2003-15 

iisProtect946 Windows NT 
4.0/2000 

iisProtect 2.1, 2.2 IISProtect Authentication Bypass Medium CyberNotes-2003-11 

iisProtect947 Windows NT 
4.0/2000 

iisProtect 2.1, 2.2 IISProtect Web Administration 
Interface  

High CyberNotes-2003-11 

Ikonboard.com948 Windows NT 
4.0/2000, Unix 

Ikonboard 2.1 .0, 2.1.7b & 
previous, 2.1.8, 2.1.9, 2.17, 3.0 .1, 
3.1.1, 3.1.2a 

IkonBoard Arbitrary Command 
Execution 

High CyberNotes-2003-19 

Ikonboard.com949 Windows, 
Unix 

IkonBoard 3.1.1 IkonBoard Load Language() 
Function 

High CyberNotes-2003-08 

IlohaMail950 
 

Multiple IlohaMail 0.7.0- 0.7.9, 0.8.6- 0.8.10 IlohaMail Cross-Site Scripting High CyberNotes-2003-25 

Image Magick951 Unix Image Magick 5.4.3 ImageMagick Format String High CyberNotes-2003-15 
Image Magick952, 953 Unix Image Magick 5.4.4 .5 ImageMagick Insecure File 

Creation 
 

CVE Name: CAN-2003-0455 

Medium CyberNotes-2003-14 

Imatix954 Windows NT 
4.0 

Xitami 2.4 d9, 2.5 b4 Xitami Long Header Remote  
Denial of Service 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-20 

Imatix955 Windows 
95/98/NT 
4.0/2000 

Xitami 2.4d9, 2.4d4, 2.4d3, 2.4d10, 
2.4c3, 2.4b1, 2.4 b 2.4 a1, 2.4, 2.5 
c0, 2.5 b4-b6, 2.5 

Xitami Post Request Header 
Remote Denial Of Service 

Low CyberNotes-2003-24 

Imatix956 Multiple Xitami 2.4 d3, 2.4 c3 Xitami Webserver Administrative 
Port Buffer Overflow 

Low CyberNotes-2003-02 

iMedia Software957 Unix Store Builder Better Basket Pro Store Builder 
Remote Path Disclosure 

Medium CyberNotes-2003-17 

iMedia Software958 Unix News Wizard 2.0 News Wizard Path Disclosure Medium CyberNotes-2003-17 
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iMedia Software959 Unix Stellar Docs 1.2 Stellar Docs Path Disclosure & 
Administrative Access 

Medium/High 
 

(High if 
administrative 
access can be 

obtained) 

CyberNotes-2003-17 

Indigo STAR 
Software960 

Unix Perl2Exe 1.0 9, 5.0 2, 6.0 Perl2Exe Code False Sense of 
Security 

Medium CyberNotes-2003-05 

Indigo STAR 
Software961 

Windows, Unix PerlEdit 1.07 PerlEdit Remote Denial of 
Service 

Low CyberNotes-2003-13 

IndyNews962 Unix IndyNews IndyNews delMediaFile() File 
Deletion 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-04 

Infobot963 Unix Infobot 0.45.3 Infobot Default Installation Medium 
 

CyberNotes-2003-13 

Infopop964 Unix OpenTopic 2.3.1 OpenTopic Cross-Site Scripting High CyberNotes-2003-01 
Infopop965 Unix Ultimate Bulletin Board 5.0.x Beta, 

5.4.7e, 5.43, 6.0 Beta, 6.0-6.0.3, 
6.0.4 f, 6.2.0 Beta Release 1.0, 
6.2.0,  

Ultimate Bulletin Board Cookie 
HTML Injection 

High CyberNotes-2003-15 

Info-ZIP966 
 
Advisories issued967, 

968, 969 

Unix UnZip 5.5 UnZip Directory Traversal 
 
 
 

Medium CyberNotes-2003-10 
CyberNotes-2003-17 

Infrontech970 Windows NT 
4.0/2000, Unix 

WebTide 7.0 4 WebTide Information Disclosure Medium CyberNotes-2003-22 

Ingate Systems 971 Multiple Firewall 3.2, SIParator 3.2 Ingate Firewall/ SIParator Packet 
Filter Rule Bypass 

Medium CyberNotes-2003-20 

Inktomi972 Unix Traffic Server 4.0.18, 4.0.20, 5.1.3, 
5.2,0-R, 5.2.1, 5.2.2 

Inktomi Traffic Server Cross-Site 
Scripting 

High CyberNotes-2003-10 

Inktomi  
Corporation973 

Multiple Inktomi Search 5.0 Inktomi Search Information 
Disclosure 

Medium CyberNotes-2003-14 

Insightful974 Unix S-PLUS for Unix 6.0 S-PLUS For Unix Insecure 
Temporary File 

High CyberNotes-2003-01 

Instant Servers Inc.975 Windows MiniPortal SOHO 1.3.3 MiniPortal SOHO Anonymous 
Users Remote Denial of Service 

Low CyberNotes-2003-07 

Instant Servers, Inc.976 Windows NT 
4.0/2000, XP 

ISMail 1.4.3 ISMail Remote Buffer Overflow High CyberNotes-2003-05 

Institute for Open 
Systems Technology 
Australia Peter 
Werner977 

Unix login_ldap 3.1, 3.2 login_ldap Module Unauthorized 
Access 

Medium CyberNotes-2003-05 

Inter Systems 
Corporation 978 

Unix Cache 4.1.15, 5.0, 5.0.1, 5.0.2 InterSystems Cache Root Access 
 

CVE Name: CAN-2003-0497 

High CyberNotes-2003-14 

Inter7979 Unix vpopmail (vchkpw) 5.2.1 VPopMail Configuration File 
Insecure Default Permissions 

Medium CyberNotes-2003-21 

interMute, Inc.980 Windows AdSubtract Proxy 2.50-2.55 AdSubtract Bypass Connection 
Proxying 

Medium  CyberNotes-2003-12 

International Ispell981 Multiple International Ispell 3.2.06. epa1-
3.2.06. epa6 

International Ispell Munchlist/ 
Findaffix Insecure Temporary 

File Creation 

Low/ Medium 
 

(Medium if data is 
lost or elevated 

privileges can be 
obtained) 

CyberNotes-2003-24 

Internet Express 
Products 982 

Unix CommerceSQL Shopping Cart 2.2 Shopping Cart ‘index.cgi’ 
Directory Traversal 

Medium CyberNotes-2003-24 

Internet Security 
Systems983 

Multiple BlackICE Defender 3.6 cbd BlackICE Defender Cross-Site 
Scripting Detection Evasion 

Medium CyberNotes-2003-13 
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Internet Security 
Systems984 

Windows NT 
4.0/2000 

RealSecure Server Sensor 7.0 XPU 
20.18, 7.0 XPU 20.16 

RealSecure Remote Denial of 
Service 

 
CVE Name: CAN-2003-0702 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-19 

Internet Software 
Center985 

Multiple Guestbook Guestbook ‘gb_eintragen. asp’ 
Arbitrary Code 

High CyberNotes-2003-08 

Intrago Ltd.986 Unix Adelix CensorNet 3.0, 3.1 r6, 3.1 
r5, 3.2; Daniel Barron Dans 
Guardian 2 2.2.4- 2.2.10, 2.4.5 –1, 
2.6.1 –5, 2.7.3 -1 

DansGuardian Denied URL 
Cross-Site Scripting 

High CyberNotes-2003-22 

Invision Power 
Services987 

Multiple Invision Board 1.1.1 Invision Board functions.php SQL 
Injection 

High CyberNotes-2003-08 

Invision Power 
Services988 

Windows, Unix Invision Board 1.0, 1.0.1, 1.1.1, 
1.1.2, 1.2 

Invision Board Overlapping IBF 
Formatting Tag  

Medium CyberNotes-2003-16 

Invision Power 
Services989 

Windows, 
Unix 

Invision Board 1.0-1.1.1 Invision Board Plaintext 
Password 

Medium CyberNotes-2003-09 

Invision Power 
Services990 
 
Patch now available991 

Unix Invision Board 1.1.1 Invision Board Remote File 
Include 

High CyberNotes-2003-05 
CyberNotes-2003-07 

Invision Power 
Services992 

Windows, Unix Invision Board 1.0, 1.0.1, 1.1.1, 
1.1.2, 1.2 

Invision Power Board 
Admin.PHP Cross-Site Scripting 

High CyberNotes-2003-17 

Invision Power 
Services993 

Multiple Invision Board 1.0-1.2 Invision Power Board Index.php 
Cross-Site Scripting 

High CyberNotes-2003-19 

Invision Power 
Services994 

Windows, Unix Invision Board 1.1.1, 1.1.2 Invision Power Board Insecure 
Permissions 

High CyberNotes-2003-20 

Invision Power 
Services995 

Windows, Unix Invision Board 1.0- 1.1.2 Invision Power Board Multiple 
Vulnerabilities 

High CyberNotes-2003-15 

IP Messenger996 Windows IP Messenger For Win 2.0-2.0.2 IP Messenger Filename Buffer 
Overflow 

High CyberNotes-2003-10 

iPlanet997 Windows NT 
4.0/2000, 
Unix 

Web Server 6.0 iPlanet Web Server Concealed 
Log Entry 

High CyberNotes-2003-05 

iPlanet E-Commerce 
Solutions998 

Windows NT 
4.0/2000, 
Unix 

Web Server 4.1, 4.1 SP1- SP12, 
6.0, 6.0 SP1&2, Enterprise Edition 
4.0, 4.0 SP1-SP6, 4.1, 4.1 
SP1-SP11, 6.0, 6.0 SP1&2,  

iPlanet Log Analyzer Logfile 
HTML Injection 

High CyberNotes-2003-05 

IpSwitch999 
 
Exploit script has 
been published1000 

Windows WS FTP Server 3.4, 4.0 1 WS_FTP Server Buffer 
Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-19 
CyberNotes-2003-22 

IRCNet1001 
 
Vendors issue 
advisories1002, 1003 

Unix IRCNet IRCD 2.10, 2.10.3 p3 IRCnet IRCD Buffer Overflow 
 

CVE Name: CAN-2003-0864 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-21 
CyberNotes-2003-22 

ISC1004 Unix BIND 4.9, 4.9.2, 4.9.3, 4.9.4 BIND Resolver Remote  
Buffer Overflow 

High CyberNotes-2003-07 

ISC1005 
 
Debian releases 
patch1006 
 
OpenPKG releases 
patch1007 
 
RedHat issues 
patch1008 

Unix DHCPD 3.0.1 1 rc1- rc10 DHCPD dhcrelay Extraneous 
Network Packets Remote Denial 

of Service 
 

CVE Name: CAN-2003-0039 

Low CyberNotes-2003-02 
CyberNotes-2003-03 
CyberNotes-2003-04 
CyberNotes-2003-07 

ISC1009 Multiple INN (InterNet News) 2.0 INN Format String High CyberNotes-2003-18 
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ISC1010, 1011, 1012, 1013, 1014,  

1015, 1016, 1017 
Unix DHCPD 3.0, 3.0 rc4, rc12, pl1, 

b2pl9, b2pl23, 3.0.1 rc1- rc10 
ISC DHCPD NSUPDATE 
Remote Buffer Overflow 

 
CVE Name: CAN-2003-0026 

High CyberNotes-2003-02 

ISC1018, 1019, 1020, 1021, 1022, 

1023, 1024 

 

Hewlett Packard 
issued patch1025 

Unix FreeBSD FreeBSD 4.4-4.7; 
ISC BIND 8.1-8.1.2, 8.2-8.2.6, 
8.3.0-8.3.3; OpenBSD OpenBSD 
3.0-3.2 

BIND  Multiple Vulnerabilities 
 

CVE Names: CAN-2002-1219,  
CAN-2002-1220,  
CAN-2002-1221 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 

isdnrep1026 Unix isdnrep 4.56 ISDNRep Command Line 
Argument Local Buffer Overflow 

High CyberNotes-2003-14 

ISOCA1027 Unix Cedric Email Reader 0.2, 0.3 Cedric Email Reader  
Remote File Include 

Vulnerabilities 

High CyberNotes-2003-04 

iTop101028 Multiple PHP TopSites Free 2.0 b, Pro 2.2 PHP TopSites Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-02 

IU Blog1029 Multiple IU Blog IU BLog Comment Form 
Arbitrary Code Execution 

High CyberNotes-2003-10 

Ivan Stepnikov1030 Unix MidHosting FTPd 1.0.1 MidHosting FTP Daemon Shared 
Memory  

Denial of Service 

Low CyberNotes-2003-13 

J. Schilling1031 Unix CDRTools 2.0,  2.0.3 CDRTools RSCSI Debug File 
Arbitrary Local File Manipulation 

High CyberNotes-2003-16 

Jaco Buddy1032 Unix JacoBuddy 3.0 b JacoBuddy Chat Module 
Cross-Site Scripting & 

‘buddy.php’ File 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-06 

James Theiler1033 
 
Exploit script has 
been published1034 

Unix opt 3.12, 3.13, 3.16, 3.17, 3.18 Libopt.a Error Logging Buffer 
Overflow 

High CyberNotes-2003-09 
CyberNotes-2003-11 

Jan 
Kneschke1035 

Unix ModLogAn 0.8.3 & prior ModLogAn URL Decoding High CyberNotes-2003-03 

Jani Ollikainenv1036 Unix Typespeed 0.4, 0.4.1 Typespeed Arbitrary Code 
Execution 

 
CVE Name: CAN-2003-0435 

High CyberNotes-2003-13 

Jason Maloney1037 Unix Guest book 3.0 Guestbook HTML Injection  High CyberNotes-2003-25 
Jason Maloney1038 Windows, Unix Guest-book 3.0 Guestbook Remote Command 

Execution 
High CyberNotes-2003-25 

Jason Smith1039 Multiple  Cyboards PHP Lite 1.21, 1.25 Cyboards PHP Lite Multiple 
Vulnerabilities 

High CyberNotes-2003-02 

JBoss Group1040 
 
Upgrade now 
available1041 

Windows, 
Unix 

JBoss 3.0.8, 3.2.1 JBoss HSQLDB Remote 
Command Injection 

Low/ Medium/ High 
 

Low if a DoS, 
Medium is sensitive 
information can be 
obtained; and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-21 
CyberNotes-2003-22 

Jean-Jacques 
Sarton1042, 1043 

Unix mtink 0.9.32, 0.9.33, 0.9.52 MTink Printer Buffer Overflow High CyberNotes-2003-02 

Jef Poskanzer1044 Unix Conquest 7.1.1 -6 Conquest Buffer Overflow 
 

CVE Name: CAN-2003-0933 

High CyberNotes-2003-23 

Jelsoft Enterprises 1045 Windows, Unix VBulletin 3.0 beta 2 VBulletin Private Message  High CyberNotes-2003-10 
Jeremy Elson1046 Unix tcpflow 0.10-0.12, 0.20 TCPflow Format String 

 
CVE Name: CAN-2003-0671 

High CyberNotes-2003-17 
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jID1047 Windows, Unix WFChat 1.0d WFChat Information Disclosure Medium CyberNotes-2003-07 
Jnethack / Nethack1048, 

1049  
Unix Jnethack 1.1.5, 1.1.3; Nethack 

3.3.0, 3.4.0 
Nethack / Jnethack Incorrect 

Permissions 
 

CVE Names: CAN-2003-03589,  
CAN-2003-0359 

Medium CyberNotes-2003-13 

Joe Rumsey1050 Unix xgalaga 2.0.34 XGalaga Multiple Buffer 
Overflows 

 
CVE Name: 

CAN-2003-0454 

High CyberNotes-2003-14 

Joel Palmius1051 Unix Mod_ Survey 3.0.9- 3.0.15 –pre5 Mod_Survey ENV Tags High CyberNotes-2003-07 
Joel Palmius1052 Windows, 

Unix 
mod_ survey 3.0- 3.0.15-pre6 Mod_Survey SYSBASE Remote 

Denial of Service 
Low CyberNotes-2003-10 

John Roy1053 Multiple Pi3Web 2.0.2 Beta1 Pi3Web Buffer Overflow Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

John Walker1054 Windows Speak Freely 7.1, 7.5, 7.6 a, 7.6 Speak Freely Spoofed Packet & 
Malformed GIF 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-20 

Juan Cespedes1055 Unix LTrace 0.3.10 LTrace ‘options.c’ Buffer 
Overflow 

High CyberNotes-2003-21 

Julien Desaunay1056 Windows, 
Unix 

phpMy Shop 1.0 phpMyShop compte.php SQL 
Injection 

High CyberNotes-2003-03 

Junk buster1057 
 
Upgrade now 
available1058 

Unix Internet Junk buster 2.01 Internet Junkbuster Proxy 
Unauthorized Connections 

Medium CyberNotes-2003-01 
CyberNotes-2003-04 

Justice Media1059 Windows, 
Unix 

Media Guestbook 1.3 Guestbook ‘jgb.php3’ & 
‘cfooter.php3” Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 

Justin Hagstrom1060 Unix Auto Directory Index 1.2.3 Auto Directory Index Cross-Site 
Scripting 

High CyberNotes-2003-24 

K. Agusa & 
S. Yamamoto1061 

Unix youbin 2.5, 3.0, 3.4 Youbin HOME Buffer Overflow High CyberNotes-2003-10 

Kai Bankenhorn1062 Unix  Bitfolge snif 1.2.6 Bitfolge Snif Cross-Site Scripting High CyberNotes-2003-25 
Kai Blankenhorn1063 Windows, Unix Bitfolge snif 1.0, 1.1 a, 1.1-1.2.1 Bitfolge Snif Directory Traversal Medium CyberNotes-2003-25 
KaZaA1064 Multiple KaZaA Media Desktop 2.0 KaZaA Advertisement Local 

Zone 
High CyberNotes-2003-01 

KDE1065 Unix KDE 3.1 KDE  
Global Configuration Files 

Insecure Default Permissions 

High CyberNotes-2003-24 

KDE1066 Unix Konqueror 3.0.3 KDE Konqueror Malformed 
HTML Page Denial of Service 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-10 

KDE1067 Unix KDE 3.0-3.0.5 KDE smbview Readable 
Command Line Password 

Medium CyberNotes-2003-01 
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KDE1068 
 
Upgrades now 
available1069, 1070 

 

RedHat issues another 
advisory1071 
 
Debian issues 
advisory1072 

Unix Konqueror Embedded 0.1 Konqueror Embedded Common 
Name Certificate Validation 

 
CVE Name: CAN-2003-0370 

Medium CyberNotes-2003-10 
CyberNotes-2003-12 
CyberNotes-2003-13 
CyberNotes-2003-17 

KDE1073 
 
Conectiva issues 
advisory1074 

Unix kopete 0.6.1 Kopete GnuPG Plugin Remote 
Command Execution 

 
CVE Name: CAN-2003-0256 

High CyberNotes-2003-10 
CyberNotes-2003-14 

KDE1075, 1076 

 

More  patches 
released1077, 1078 

 

Conectiva releases 
patches1079 
 
RedHat releases 
patches1080 

Unix KDE 2.0, 2.0.1, 2.1-2.1.2, 
2.2-2.2.2, 3.0-3.0.5 

KDE Parameter Quoting Shell 
Command Execution 

 
CVE Name: CAN-2002-1393 

High CyberNotes-2003-01 
CyberNotes-2003-03 
CyberNotes-2003-04 
CyberNotes-2003-10 

KDE1081, 1082 1083, 1084, 

1085 

 

More advisories 
issued1086, 1087 

 

More advisories 
issued1088, 1089 

Unix KDE 1.1-1.1.2, 1.2, 2.0 BETA, 
2.0-2.2.2, 3.0- 3.0.5, 3.1- 3.1.3 

KDM PAM Module 
PAM_SetCred Privilege 

Escalation 
 

CVE Names: CAN-2003-0690,  
CAN-2003-0692 

High CyberNotes-2003-19 
CyberNotes-2003-22 
CyberNotes-2003-24 

KDE1090, 1091, 1092 

 

More updates 
issued1093, 1094, 1095, 1096 

 

RedHat releases 
update1097 
 
Sun issues patches1098 

Unix KDE 2.0-3.1.1 KDE Postscript/ PDF File 
Processing  

 
CVE Name: CAN-2003-0204 

High CyberNotes-2003-08 
CyberNotes-2003-09 
CyberNotes-2003-10 
CyberNotes-2003-12 

Kellishaver. com1099 Windows, Unix S8Forum 3.0 S8Forum Remote Command 
Execution 

High CyberNotes-2003-01 

Kerio Technologies1100 Windows NT 
4.0/2000, XP 

Mailserver 5.6.3 MailServer Cross-Site Scripting 
& Buffer Overflows 

High CyberNotes-2003-13 

Kerio Technologies1101 Windows Personal Firewall 2 2.1.4 Personal Firewall Filter Bypass Medium CyberNotes-2003-09 
Kerio Technologies1102 Windows Personal Firewall 2 2.1-2.1.4 Personal Firewall Replay Attack Medium CyberNotes-2003-09 
Kerio Technologies1103 Windows 

95/98/ME/ NT 
4.0/2000, XP 

WinRoute Firewall 5.0.1 WinRoute Firewall Malformed 
HTTP GET Request  

Remote Denial of Service 

Low/High 
 

(High if DDoS best 
practices not in 

place) 

CyberNotes-2003-07 

Kerio Technologies 1104 Windows Personal Firewall 2 2.1-2.1.4 Kerio Personal Firewall 
Fragmented Packet Filter Bypass 

Medium CyberNotes-2003-10 

Kerio Technologies 
1105 
 
More exploit scripts 
published1106 

Windows Personal Firewall 2 2.1-2.1.4 Personal Firewall Remote 
Authentication Buffer Overflow 

High CyberNotes-2003-09 
CyberNotes-2003-10 

Kerio Technologies 1107 Windows WinRoute Firewall 5.10 WinRoute Firewall 
Authentication Credentials 

Exposure 

Medium CyberNotes-2003-24 



NIPC CyberNotes #2003-26 Page 46 of 190 12/31/2003 

Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

Kevin Lindsay1108 Unix SLocate 2.1-2.6 SLocate  
Buffer Overflow 

High CyberNotes-2003-21 

Kevin Lindsay1109 Unix slocate 2.1-2.7 SLocate ‘SLOCATE_PATH’ 
Variable 

Medium CyberNotes-2003-11 

Khaled Mardam-
Bey1110 
 
Upgrade now 
available1111 
 
Exploit script 
published1112 

Windows mIRC 6.1, 6.11 mIRC ‘DCC SEND’ Buffer 
Overflow 

Low CyberNotes-2003-21 
CyberNotes-2003-22 
CyberNotes-2003-23 

Khaled Mardam-
Bey1113 

Windows 
95/98/ME/ NT 
4.0/2000, 
XP 

mIRC 5.0, 5.1, 5.3-5.91, 6.0- 6.0.3 MIRC DCC Get Dialog File 
Spoofing 

Medium CyberNotes-2003-08 

Khaled Mardam-
Bey1114 

Windows mIRC 6.12 mIRC DCC SEND Variant Buffer 
Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 

Khaled Mardam-
Bey1115 

Windows mIRC 6.1 mIRC IRC URL Buffer Overflow High CyberNotes-2003-22 

Khaled Mardam-Bey 

1116 
Windows mIRC 6.01-6.03, 6.1 mIRC USERHOST Buffer 

Overflow 
High CyberNotes-2003-20 

Kietu1117 Windows, 
Unix 

Kietu 2.0,  2.3 Kietu Hit.PHP Remote File 
Inclusion 

High CyberNotes-2003-04 

KisMAC1118 Mac OS X KisMAC 0.05d KisMAC Multiple Vulnerabilities 
 

CVE Names: CAN-2003-0703, 
CAN-2003-0704 

High CyberNotes-2003-18 

Knoppix1119 Multiple Knoppix 3.1 Knoppix QT Insecure Temporary 
File Creation 

Low/ Medium 
 

(Medium if elevated 
privileges can be 

obtained) 

CyberNotes-2003-14 

Knox Software1120 Unix Arkeia Pro 5.1.12 & prior Arkeia Remote Buffer Overflow High CyberNotes-2003-20 
Koch Roland1121 Windows, Unix Rolis Guestbook 1.0 Rolis Guestbook $path Remote 

File Include 
High CyberNotes-2003-24 

KodeIT1122 Windows  IISShield 1.0, 1.0.1 IISShield Unspecified Scan 
Bypass 

Medium CyberNotes-2003-16 

Kokesh CMS1123 Multiple Kokesh CMS 0.1 0.11 KokeshCMS Insufficient 
Authentication 

Medium CyberNotes-2003-19 

Kukol 1124 Multiple Kukol E.V. HTTP & FTP Server 
Suite 6.2 

Kukol E.V. HTTP & FTP Server 
Suite Directory Traversal 

Medium CyberNotes-2003-19 

Laforge Groups1125 Windows, Unix Forum51 2.5 b, 2.6 b Laforge Groups Forum51 
Information Disclosure 

Medium CyberNotes-2003-14 

Land Down Under1126 Windows, Unix Land Down Under 601 Land Down Under ‘Auth.PHP’ 
Authentication Bypass 

Medium CyberNotes-2003-25 

Laurent Duveau1127 Windows, Unix GuppY 2.4 p3 GuppY Cross-Site Scripting & 
Information Disclosure 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-21 

Laurent Duveau1128 Windows, 
Unix 

MiniPortail 1.9, 2.0-2.2 MiniPortail admin.PHP 
Authentication Bypass 

High CyberNotes-2003-10 

Laurent Duveau1129 Windows, Unix AldWeb MiniPortail 1.9, 2.0-2.3 MiniPortail Cross-Site Scripting High CyberNotes-2003-18 
Lava Software 
Technologies1130 

Windows ShareMail Pro 3.6.1 ShareMailPro Information 
Disclosure 

Medium CyberNotes-2003-11 
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LBL1131 
 
More updates 
issued1132, 1133 

Unix tcpdump 3.5.2, 3.6.2, 3.7, 3.7.1 TCPDump Malformed RADIUS 
Packet Remote Denial of 

Service 
 

CVE Name: CAN-2003-0093 

Low CyberNotes-2003-06 
CyberNotes-2003-09 

LBL1134 
 
More patches releases 
1135, 1136 

 

SuSE releases 
patch1137 
 
More patches 
released1138 

Unix tcpdump 3.4 a6, 3.4, 3.5, 3.5.2, 
3.6.2 

TCPDump Memory Corruption Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 
CyberNotes-2003-06 
CyberNotes-2003-09 

LBL1139, 1140, 1141, 1142, 

1143  
 
SuSE releases 
upgrade1144 
 
More patches 
released1145, 1146 

Unix tcpdump 3.5.2, 3.6.2, 3.7, 3.7.1 TCPDump Malformed 
ISAKMP Packet Remote Denial 

of Service 
 

CVE Name: CAN-2003-0108 

Low CyberNotes-2003-05 
CyberNotes-2003-06 
CyberNotes-2003-09 

LBL1147, 1148, 1149, 1150, 

1151, 1152 

 

More patches 
released1153, 1154 

Unix tcpdump 3.6.2 TCPDump Malformed NFS 
Packet Buffer Overflow 

 
CVE Name: CAN-2002-0380 

High CyberNotes-2003-05 

Leafnode1155 
 
Mandrake issues 
advisory1156 

Unix Leafnode 1.9.20- 1.9.27, 1.9.29 Leafnode Denial of Service Low CyberNotes-2003-01 
CyberNotes-2003-02 

Leafnode1157 Unix Leafnode 1.9.19- 1.9.27, 
1.9.29-1.9.31, 1.9.35- 1.9.41 

Leafnode fetchnews Remote 
Denial of Service 

Low CyberNotes-2003-19 

LeapWare1158 Windows LeapFTP 2.7.3 .600 LeapFTP PASV Command 
Response Buffer      Overflow 

High CyberNotes-2003-12 

Ledscripts.com1159 Windows, Unix LedForums Beta 1 LedForums Cross-Site Scripting High CyberNotes-2003-23 
Ledscripts.com1160 Windows, Unix LedNews 0.7 LedNews Cross-Site Scripting High CyberNotes-2003-13 
Leif M Wright1161 Windows, Unix Guestbook 4.0 Guestbook ‘passwd’ File  

Information Disclosure 
Medium CyberNotes-2003-08 

Leif M Wright1162 Windows, Unix Super Guestbook 1.0 Super Guestbook ‘superguest-
config’ File Information 

Disclosure 

Medium CyberNotes-2003-08 

Leksbot1163 Unix Leksbot 1.2 Leksbot Multiple Unspecified 
Vulnerabilities 

High CyberNotes-2003-10 

Leon J Breedt1164 Unix pam-pgsql 0.5.1, 0.5.2 Pam-PGSQL Username Logging 
Remote Format String 

 
CVE Name: CAN-2003-0672 

High CyberNotes-2003-17 

Lgames1165 Unix LTris 1.0.1 LTris Local Memory Corruption High CyberNotes-2003-10 
libpng1166 Unix libpng 1.0.5-1.0.9, 1.0.11- 1.0.14, 

1.2.0-1.2.5 
LibPNG Buffer Overflow 

 
CVE Name: CAN-2002-1363 

High CyberNotes-2003-01 

Liece1167 Unix Liece 2.0 Liece Insecure Temporary File 
Creation 

Medium CyberNotes-2003-14 

Light httpd1168 
 
More exploit scripts 
published1169 

Windows, 
Unix 

Light HTTPD  0.1 Light HTTPD Buffer Overflow High CyberNotes-2003-05 
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Lilikoi Software, Inc. 
1170 

Windows NT 
4.0, MacOS 
9.0, BeOS, 
Unix 

Lilikoi Ceilidh 2.60, 2.70 Ceilidh Cross-Site Scripting High CyberNotes-2003-07 

Lincoln D. Stein1171 Unix sbox 1.0.4 SBox Path Disclosure Medium CyberNotes-2003-20 
Linksys1172 Multiple BEFVP41 1.40 .4, 1.40 .3f BEFVP41 Information Disclosure Medium CyberNotes-2003-08 
Linksys1173 Multiple BEFSX41 1.44.3 Linksys BEFSX41 ‘Log_Page_ 

Num’ Remote Denial of Service 
Low CyberNotes-2003-21 

Linksys1174 Multiple WRT54G v1.0 1.42.3 (Firm-ware) WRT54G Router Denial of 
Service 

Low CyberNotes-2003-25 

Linux Kernel1175 Unix Linux kernel 2.6 -test9-CVS Linux Kernel Trojan Horse Medium CyberNotes-2003-23 
Linux Support 
Services, Inc.1176 

Unix Asterisk 0.1.7- 0.1.9, 0.2, 0.3, 0.4 Asterisk SIP Request Buffer 
Overrun 

 
CVE Name: CAN-2003-0761 

High CyberNotes-2003-19 

Linux Support 
Services, Inc. 1177 

Unix Asterisk 0.1.7- 0.1.9, 0.2, 0.3, 0.4 Asterisk Call Detail Records SQL 
Injection 

 
CVE Name: CAN-2003-0779 

High CyberNotes-2003-19 

Linux-atm 1178 Unix linux-atm les 2.4 Linux-ATM ‘les’ Command 
Buffer Overflow 

High CyberNotes-2003-09 

Linux-PAM Project1179 Unix Linux-PAM 0.77 Linux-PAM Pam_Wheel Module  
 

CVE Name: CAN-2003-0388 

High CyberNotes-2003-13 

Look Smart, Ltd1180 Windows  Grub 1.3.7 Grub Clear Text Password Local 
Storage 

Medium CyberNotes-2003-15 

Lottasophie1181 Windows, Unix My_ eGallery 3.1.1 f, 3.1.1 My_EGallery Remote Include 
Command Injection 

High CyberNotes-2003-24 

Lucent1182 Multiple MAX TNT Universal Gateway 
8.0.1 

MAX TNT Universal Gateway 
Administrative Access 

High CyberNotes-2003-19 

lv1183, 1184 

 

Yellow Dog issues 
patch1185 

Unix lv 4.49.1- 4.49.4; RedHat lv-
4.49.4-1.i386.rpm, lv-4.49.4-
3.i386.rpm, lv-4.49.4-7.i386.rpm, 
lv-4.49.4-9.i386.rpm 

lv Configuration File  
 

CVE Name: CAN-2003-0188 

High CyberNotes-2003-11 
CyberNotes-2003-12 

lxr.sourceforge.net 1186 Unix Cross Referencer LXR 0.3 LXR Cross-Referencer Sensitive 
Information 

Medium CyberNotes-2003-06 

Lyskom1187 Unix Lyskom 2.0.0-2.0.7 
 

Lyskom Server Unauthenticated 
User Denial of Service 

 
CVE Name: CAN-2003-0366 

Low CyberNotes-2003-13 

Ma petite enterprise 

1188 
Unix PEEL 1.0 b PEEL Include File Error High CyberNotes-2003-01 

Mabry Software1189 Windows HTTP SERVER/X 1.0 0.047 HTTPServer/X File Disclosure Medium CyberNotes-2003-15 
Macromedia1190 Windows NT 

4.0/2000, XP, 
Unix 

ColdFusion Server MX Enterprise ColdFusion MX CFInclude & 
CFModule Tags Input Validation 

Medium CyberNotes-2003-02 

Macromedia1191 Windows NT 
4.0/2000, XP, 
Unix 

ColdFusion 5.0, MX 6.0, 6.1, MX 
J2EE 6.0, 6.1 

ColdFusion MX Error Handler 
Pages Cross-Site Scripting 

High CyberNotes-2003-20 

Macromedia1192 Multiple ColdFusion MX 6.0 ColdFusion MX Error Message 
Cross-Site Scripting 

High CyberNotes-2003-21 

Macromedia1193 Windows NT 
4.0/2000, XP 

ColdFusion Server MX 
Professional, MX Enterprise, MX 
Developer, MX 6.0 

ColdFusion MX Path Disclosure Medium CyberNotes-2003-09 

Macromedia1194 Windows NT 
4.0/2000, XP 

ColdFusion Server MX 
Professional, Enterprise, 
Developer, 6.0 

ColdFusion MX Windows User 
File Authorization 

Medium CyberNotes-2003-03 

Macromedia1195 Windows NT 
4.0/2000, XP 

ColdFusion Server MX 
Professional, Enterprise, 
Developer, 6.0 

ColdFusion Server MX   
Multiple Vulnerabilities 

Medium CyberNotes-2003-14 
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Macromedia1196 Windows, 
MacOS X, 
Unix 

Dream-weaver MX 6.0 Dreamweaver MX Cross-Site 
Scripting 

High CyberNotes-2003-16 

Macromedia1197 Windows, 
MacOS, 
Unix 

ColdFusion Server MX 6.0, 
Developer's Resource Kit (DRK) 
vol. 4, vol. 2, Dream-weaver MX 
6.0, 6.1, Dream-weaver Ultradev 
4.0 

Dreamweaver MX/DRK/ 
UltraDev Cross-Site Scripting 

High CyberNotes-2003-17 

Macromedia1198 Windows, Unix JRun 4.0 build 61650 JRun Multiple Cross-Site 
Scripting 

High CyberNotes-2003-24 

Macromedia1199 Windows 
95/98/NT 
4.0/2000, Unix 

ColdFusion Server MX 
Professional, Enterprise, 
Developer, JRun 3.0, 3.1, 4.0, 
SP1&SP1a 

Macromedia Apache Web Server 
Encoded Space Source Disclosure 

Medium CyberNotes-2003-14 

Macromedia1200 Multiple Director MX 5.0, Flash 6.0, 
6.0.29.0, 6.0.40.0, 6.0.47.0, 
6.0.65.0, 6.0.79.0 

Macromedia Flash Player Flash 
Cookie Predictable File Location 

Medium CyberNotes-2003-22 

Macromedia1201 Windows Flash 6.0, 6.0.29.0, 6.0.40.0, 
6.0.47.0, 6.0.65.0 

Macromedia Flash Player Remote 
Buffer Overflows 

High CyberNotes-2003-05 

Macromedia1202 Windows 
95/98/ME/ NT 
4.0/2000, XP 

Flash 4.0r12, 5.0, 5.0r50, 6.0, 
6.0.29.0, 6.0.40.0, 6.0.47.0 

Macromedia Flash SWF Buffer 
Overflow 

High CyberNotes-2003-01 

Macromedia1203 Multiple Shockwave 1.0, 2.0, 3.0, 4.0, 5.0 Shockwave File Disclosure 
 

CVE Name: CAN-1999-1525 

Medium CyberNotes-2003-03 

Mah-Jong1204 Unix Mah-Jong 1.4 Mah-Jong Buffer Overflow Medium CyberNotes-2003-20 
Mail System1205 Multiple Mail System 0.9 Beta Mail System Database Access & 

Input Validation 
Medium CyberNotes-2003-15 

Mambo1206 Windows, Unix Mambo Open Source 4.0.14 Mambo Server Input Validation High CyberNotes-2003-25 
Mambo1207 Windows, Unix Mambo Open Source 4.5 BETA 

1.0.3 
Mambo Server Multiple 

Vulnerabilities 
Medium CyberNotes-2003-25 

Mambo1208 Windows, 
Unix 

Mambo Site Server 4.0.10 Mambo Site Server ‘index.php’ 
Cross-Site Scripting 

High CyberNotes-2003-06 

Mambo1209 Unix Mambo Site Server 4.0.10, 4.0.11, 
4.0.12 BETA 

Mambo Site Server Arbitrary File 
Upload 

Medium CyberNotes-2003-02 

Mambo1210 Unix Mambo Site Server 4.0.11, 4.0.12 
BETA 

Mambo Site Server Multiple 
Cross Site Scripting 

High CyberNotes-2003-02 

Mambo1211 Windows, 
Unix 

Mambo Site Server 4.0.11 Mambo Site Server Multiple 
Vulnerabilities  

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 

Mambo server. com1212 Windows, Unix Mambo Site Server 4.0.12 RC2 Mambo Site Credential 
Authentication 

High CyberNotes-2003-05 

Mambo-server .com 

1213 
Windows, Unix Mambo Site Server 4.0.14 Multiple Mambo Server 

Vulnerabilities 
Medium/High 

 
(High if arbitrary 

code can be 
executed) 

CyberNotes-2003-19 

man1214 Unix man 2.3.19 Man Utility Local Compression 
Program  

High CyberNotes-2003-20 

Mantis1215 Unix Mantis 0.9, 0.9.1, 0.10- 0.10.2, 
0.11, 0.11.1, 0.12, 0.13, 0.13.1, 
0.14- 0.14.8, 0.15- 0.15.12, 0.16- 
0.16,1, 0.17- 0.17.5, 0.18 a1, 0.18 
0rc1, 0.18 0a2-0.18 0a4 

Mantis Cross-Site Scripting High CyberNotes-2003-25 

Mantis1216 Unix Mantis 0.17.1 Mantis Weak Configuration File 
Permission 

Medium CyberNotes-2003-14 

Manuel Lemos1217 Unix HTML Forms Generation And 
Validation 

HTML Forms Generation And 
Validation Forms.PHP HTML 

Injection 

High CyberNotes-2003-02 
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Marbry Software1218 Windows NT FTPServer/X 1.0.45, X 1.0.46; 
Mollensoft Software Hyperion FTP 
Server 3.5.2 

FTPServer/X Remote  
Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-14 

Marc Druilhe1219 Windows, Unix W-Agora 4.1.5 W-Agora Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

Marc Druilhe1220 Unix W-Agora 4.1.5 W-Agora Remote File Disclosure Medium CyberNotes-2003-02 
Mark Brady1221 Multiple Php Friendly Admin 1.0, 1.1, 1.3, 

1.4 
PhpFriendly Admin  
Cross-Site Scripting 

High CyberNotes-2003-24 

Mark H. Weaver1222 Unix Netris 0.3-0.5 Netris  Client-Side Buffer 
Overflow 

 
CVE Name: CAN-2003-0685 

High CyberNotes-2003-17 

Mark Osborne1223 Unix WIDZ 1.0, 1.5 WIDZ Remote Root Compromise High CyberNotes-2003-18 
Martin K. 
Peterson1224, 1225, 1226 

 

Conectiva issues 
another advisory1227 

Unix GDM 2.2.5.4, 2.4.1, 2.4.1.1- 
2.4.1.6, 2.4.4 

Multiple GDM Denial of Service 
 

CVE Names: CAN-2003-0793, 
CAN-2003-0794 

Low CyberNotes-2003-22 
CyberNotes-2003-25 

Martin Pool1228 Unix distcc 2.7, 2.9 DistCC Elevated Privileges Medium CyberNotes-2003-17 
Martin Preishuber1229 
 
Mandrake issues 
advisory1230 

Unix eroaster 2.0 ERoaster Insecure Temporary 
File Creation 

 
CVE Name: CAN-2003-0656 

Medium 
 

CyberNotes-2003-16 
CyberNotes-2003-18 

Martin Prikryl1231 Multiple WinSCP 2.2 WinSCP SSH2 Authentication 
Password  

Medium CyberNotes-2003-03 

Marut Deligonul1232 Unix ezbounce 1.0.4 a,  
1.5 pre6 

ezbounce Format String High CyberNotes-2003-14 

Math Works1233 Unix MATLAB 6.5 MATLAB Insecure Temporary 
Files 

High CyberNotes-2003-01 

Matriks A/S1234 Windows 2000 QuickFront 1.0.0.189 QuickFront Remote Information 
Disclosure 

Medium CyberNotes-2003-08 

Matrikz GB1235 Windows, Unix Guestbook 2.0 Guestbook Administrative 
Privilege Escalation 

High CyberNotes-2003-17 

Matt Wright1236 Multiple FormMail 1.92 FormMail Cross-Site Scripting High CyberNotes-2003-02 
Matt Wright1237 Unix WWW Board 2.0 Alpha 2.1, 2.0 

Alpha 2 
WWWBoard Cross-Site Scripting High CyberNotes-2003-05 

Matthew Smith1238 
 
RedHat issues 
advisory1239 

Unix mICQ 0.4.3, 0.4.6, 0.4.9, 0.4.9.2b, 
0.4.9.3, 0.4.9.4,  

mICQ Denial of Service Low CyberNotes-2003-01 
CyberNotes-2003-09 

Matthias Etienne 1240 Windows PHPPing 0.1 PHPPing Remote Command 
Execution 

High CyberNotes-2003-06 

Max Yuan1241 Windows MaxWeb Portal 1.30 Multiple MaxWebPortal 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

McAfee1242 Windows 2000 ePolicy Orchestrator 2.5.1 ePolicy Orchestrator 
Authentication 

Medium CyberNotes-2003-06 

McAfee1243 Windows 2000 ePolicy Orchestrator 2.5.1 ePolicy Orchestrator HTTP GET 
Request Format String 

 
CVE Name: CAN-2002-0690 

High CyberNotes-2003-06 
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Mcrypt1244, 1245 

 

More vendors release 
advisories1246, 1247  
 
More Vendors release 
advisories1248, 1249 

Unix libmcrypt 2.5.1 -r4, 2.5.2, 2.5.3 Libmcrypt Multiple Buffer 
Overflow Vulnerabilities 

 
CVE Names: CAN-2002-1363 

 CAN-2003-0031, 
CAN-2003-0032 

High CyberNotes-2003-01 
CyberNotes-2003-02 
CyberNotes-2003-03 

MDG Computer 
Services1250 

Windows NT 
4.0/2000, XP, 
MacOS 

Web Server 4D 3.6 Web Server 4D HTTP Command 
Remote Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-10 

Media Wiki1251 Multiple Media Wiki-stable 20031107, 
20030829 

MediaWiki 'IP' Parameter Remote 
Arbitrary Code 

High CyberNotes-2003-24 

Mega Book1252 Multiple MegaBook 1.1, 2.0 MegaBook Multiple Cross-Site 
Scripting 

High CyberNotes-2003-14 

Megacomputing1253 Multiple Personal-WebServer Professional 
5.3.42 

Personal-WebServer Professional 
Remote Directory Traversal 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-20 

Metamail1254 Unix Metamail 2.7 Metamail Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-17 

Meteor Soft1255 Windows 
98/SE 

Meteor FTP 1.2, 1.5 Meteor FTP Server USER 
Remote Denial of Service 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-17 

Meteor-soft1256 Windows Meteor FTP 1.5 Meteor FTP Server Username 
Information Disclosure 

Medium CyberNotes-2003-11 

Metrics1257 Unix Metrics 1.0 Metrics Insecure Local File 
Creation 

 
CVE Name: CAN-2003-0202 

Medium CyberNotes-2003-08 

mhc-utils1258 Unix mhc-utils 0.25 -snap20010625 mhc-utils Insecure Temporary 
File Creation 

Medium CyberNotes-2003-05 

Michael  Wihsbock1259 Windows, Unix WihPhoto 0.86 -dev WihPhoto Input Validation Medium CyberNotes-2003-05 
Michael Baumer1260 Unix PFinger 0.7.5-0.7.8 PFinger Format String High CyberNotes-2003-01 
Michael Jennings1261 
 
Mandrake issues 
upgrade1262 

Unix Eterm 0.8.10, 0.9.1 Eterm Screen Dump Escape 
Sequence  

 
CVE Name: CAN-2003-0021 

Medium CyberNotes-2003-05 
CyberNotes-2003-07 

Michael Legart1263 Unix Apache:: Gallery 0.4, 0.4.1, 0.5, 
0.5.1, 0.6 

Apache:: Gallery Code Execution High CyberNotes-2003-19 

Michael Speck1264 Unix lbreakout2 2.0-2.5 LBreakOut2 Remote Format 
String 

High CyberNotes-2003-13 

Michael Speck1265 Unix marbles 1.0.1 Marbles Local Home 
Environment Variable Buffer 

Overflow 
 

CVE Name: CAN-2003-0830 

High CyberNotes-2003-20 

Michel Valdrighi1266 Windows, Unix Cafelog b2 0.6 pre2, 0.6 pre, 0.6.1, 
0.6.2 

b2 ‘Blog.Header’ & 
‘B2MenuTop’ Scripts  

High CyberNotes-2003-12 

Michel Valdrighi1267 Windows, Unix Cafelog b2 0.6.1 Cafelog b2 ‘B2Functions’ Script  High CyberNotes-2003-12 
Michel Valdrighi1268 Windows, Unix Cafelog b2 0.6 pre, pre2, 0.6.1 Cafelog b2 Remote File Include High CyberNotes-2003-12 
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Microsoft1269 Windows 
95/98/ME/ NT 
4.0/2000, XP 

Access 97, 2000, SR1, SP2&SP3,   
2002, SP1&SP2 

Access Snapshot Viewer ActiveX 
Control Remote Buffer 

 Overflow 
 

CVE Name: CAN-2003-0665 

High CyberNotes-2003-18 

Microsoft1270 
 
Hotfix now 
available1271 

Windows NT ASP.NET 1.1 ASP.NET Cross-Site Scripting High CyberNotes-2003-19 
CyberNotes-2003-24 

Microsoft1272 
 
Proof of Concept 
exploits published1273 

Windows 2000, 
XP 

BizTalk Server 2000 Developer 
Edition, SP1a, SP2, 2000 
Enterprise Edition, SP1a, SP2, 
2000 Standard Edition, SP1a, 
SP2, 2002 Developer Edition, 
2002 Enterprise Edition 

BizTalk Buffer Overflow & 
DTA Interface 

 
CVE Names: CAN-2003-0117,     

CAN-2003-0118 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-09 
CyberNotes-2003-10 

Microsoft1274 Windows 2000, 
2003, XP 

BizTalk Server 2000 Developer 
Edition, SP1& SP2, 2000 
Enterprise Edition, SP1&SP2, 2000 
Standard Edition, SP1& SP2, 2002 
Developer Edition, 2002 Enterprise 
Edition, 2002 Partner Edition 

BizTalk Server  
Documentation/WebDAV Weak 

Permissions 

High CyberNotes-2003-20 

Microsoft1275 Windows 2000 Commerce Server 2002 Commerce Server 2002 Weak 
Registry Key Permissions 

Medium CyberNotes-2003-14 

Microsoft1276 Windows NT 
4.0/2000, XP 

Content Management Server 2001, 
SP1 

Content Management Server 
Cross-Site Scripting 

 
CVE Name: CAN-2003-0002 

High CyberNotes-2003-02 

Microsoft1277 
 
Microsoft updates 
bulletin1278 

Windows 
98/ME/NT 
4.0/2000, XP, 
2003 

DirectX 5.2, 6.1, 7.0a, 7.0, 8.1, 
9.0a 

DirectShow MIDI Filetype 
Buffer Overflows 

 
CVE Name: CAN-2003-0346 

High CyberNotes-2003-15 
CyberNotes-2003-17 

Microsoft1279 
 
Exploit script has 
been published & 
bulletin updated1280, 

1281  

Windows NT 
4.0/2000 

Exchange Server 5.5, SP1-SP4 
Exchange 2000 Server, SP1-SP3 

Exchange Server  
Buffer Overflow 

 
CVE Name: CAN-2003-0714 

High CyberNotes-2003-21 
CyberNotes-2003-22 

Microsoft1282 Windows 2003 Exchange Server 2003, Windows 
Server 2003 Data-center Edition, 
64-bit, 2003 Enterprise Edition, 64-
bit, 2003 Standard Edition, 2003 
Web Edition, Windows Share Point 
Services 2.0 

Exchange Server 2003 Outlook 
Web Access Incorrect Mail 

Access 

Medium CyberNotes-2003-25 

Microsoft1283 
 
Microsoft updates 
bulletin & exploit 
script published1284 

Windows NT 
4.0/2000 

Exchange Server 5.5, SP1-SP4 Exchange Server 5.5 Outlook 
Web Access Cross-Site 

Scripting  
 

CVE Name: CAN-2003-0712 

High CyberNotes-2003-21 
CyberNotes-2003-22 

Microsoft1285 
 
Microsoft updates 
bulletin1286 

Windows 2000, 
XP 

Front Page Server Extensions 
2000, 2002, Share Point Team 
Services 2002, Windows 2000 
Advanced Server SP2 & SP3, 
2000 Data-center Server SP2 & 
SP3, 2000 Professional SP2 &S 
P3, 2000 Server SP2 & SP3, 
Windows XP 64-bit Edition SP1, 
XP Home SP1, XP Professional 
SP1 

FrontPage Server Extensions 
Remote Debug Buffer Overflow 

& SmartHTML Interpreter  
Remote Denial of Service 

 
CVE Names: CAN-2003-0822, 

CAN-2003-0824 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-23 
CyberNotes-2003-24 

Microsoft1287 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3 

IIS _VTI_BOT Malicious 
WebBot  

High CyberNotes-2003-14 
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Microsoft1288 Windows 2000, 
XP 

Windows Server 2003 Datacenter 
Edition, 64-bit, 2003 Enterprise 
Edition, 64-bit, 2003 Standard 
Edition, 2003 Web Edition, XP 64-
bit Edition, SP1, 64-bit Edition 
Version 2003, XP Embedded, SP1, 
XP Home, SP1, XP Media Center 
Edition, XP Professional, SP1, XP 
Tablet PC Edition 

Internet Connection Firewall IPv6 
Filter Bypass 

Medium CyberNotes-2003-11 

Microsoft1289 Windows 2000 Internet Explorer 5.5 SP2 Internet Explorer  
.MHT File Remote 
Buffer Overflow 

High CyberNotes-2003-06 

Microsoft1290 Windows 
95/98/ME/ NT 
4.0/2000 

Internet Explorer 5.0, 5.5, 
SP1&SP2, 6.0, SP1 

Internet Explorer  
Self-Referential Object  

Denial of Service 

Low CyberNotes-2003-09 

Microsoft1291 Windows 
95/98/ME/ NT 
4.0/2000 

Internet Explorer 5.5, 5.5 
SP1&SP2, 6.0, 6.0 SP1 

Internet Explorer 
file:// Request  Bypass 

High CyberNotes-2003-10 

Microsoft1292 Windows 
98/ME/NT 
4.0/2000/ 2003 

Internet Explorer 6.0, SP1,  Internet Explorer %USER-
PROFILE% File Execution 

High CyberNotes-2003-12 

Microsoft1293 Windows 
98/ME/NT 
4.0/2000, 2003, 
XP 

Internet Explorer 6.0, SP1, Outlook 
2002, SP1&SP2; 
Qualcomm Eudora 6.0 

Internet Explorer Absolute 
Position Block Remote 

Denial of Service 

Low CyberNotes-2003-21 

Microsoft1294 Windows 
98/ME/ NT 
4.0/2000, 2003 

Internet Explorer 6.0, SP1,  Internet Explorer AutoScan 
Method  

Medium CyberNotes-2003-15 

Microsoft1295 
 
Microsoft issues 
bulletin1296 
 
Microsoft updates 
bulletin1297 

Windows 
95/98/SE/ NT 
4.0/2000, 2003 

Internet Explorer 5.0.1, SP1-SP3, 
5.5, SP1&SP2, 6.0, SP1 

Internet Explorer Browser 
Popup Window  

 
CVE Name: CAN-2003-0838 

High CyberNotes-2003-19 
CyberNotes-2003-20 
CyberNotes-2003-21 

Microsoft1298 Windows 
95/98/ME/ NT 
4.0/2000/ 2003 

Internet Explorer 5.0.1, SP1-SP3, 
5.5, SP1&SP2, 6.0, SP1 

Internet Explorer Classic Mode 
FTP Client  

High CyberNotes-2003-12 

Microsoft1299 Windows 
95/98/ME/ NT 
4.0/2000 

Internet Explorer 6.0 SP1 Internet Explorer CLASSID 
Variant  

Denial of Service 

Low CyberNotes-2003-09 

Microsoft1300 
 
Microsoft updates 
bulletin1301, 1302 

Windows 
95/98/ME/ NT 
4.0/2000 

Internet Explorer 5.0.1, 5.0.1 
SP1-SP3, 5.5, 5.5 SP1&2, 6.0, 6.0 
SP1 
 

Internet Explorer Cross-
Domain Vulnerabilities 

 
CVE Names: CAN-2003-1326,   

CAN-2003-1328 
 
 

High CyberNotes-2003-03 
CyberNotes-2003-04 

Microsoft1303 Windows 
95/98/ME/ NT 
4.0/2000, 2003 

Internet Explorer 5.0.1, SP1-SP3, 
5.5, SP1&SP2, 6.0, SP1 

Internet Explorer Custom HTTP 
Error Messages 

High CyberNotes-2003-13 

Microsoft1304 Windows Internet Explorer 6.0 SP1 Internet Explorer DHTML 
AnchorClick Denial of Service 

Low CyberNotes-2003-10 

Microsoft1305 Windows 
98/ME/NT 
4.0/2000, 2003 

Internet Explorer 6.0, SP1 Internet Explorer Double Slash 
Cache Zone Bypass 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-23 

Microsoft1306 
 
Microsoft issues 
bulletin1307 

Windows 
95/98/ME/ NT 
4.0/2000 

Internet Explorer 5.5, 5.5 
SP1&SP2, 6.0, 6.0 SP1 

Internet Explorer dragDrop 
Method  

 
CVE Name: CAN-2003-0114 

Medium CyberNotes-2003-03 
CyberNotes-2003-09 
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Microsoft1308 Windows 
95/98/SE/ NT 
4.0/2000 

Internet Explorer 5.0 Internet Explorer file.writeline 
Local File Writing 

Medium CyberNotes-2003-23 

Microsoft1309 
 
Exploit has been 
published1310 

Windows  Internet Explorer 6.0 SP1 Internet Explorer Local 
Resource Reference 

Medium CyberNotes-2003-22 
CyberNotes-2003-23 

Microsoft1311 Windows 
95/98/ME/ NT 
4.0/2000 

Internet Explorer 5.0, 5.0.1, 5.0.1 
SP1-SP3, 5.5, 5.5 SP1&SP2, 6.0, 
6.0 SP1 

Internet Explorer Malformed 
JavaScript Denial of Service 

Low CyberNotes-2003-11 

Microsoft1312 Windows 
98/SE/NT 
4.0/2000, 2003 

Internet Explorer 6.0, SP1 Internet Explorer Media Sidebar High CyberNotes-2003-19 

Microsoft1313 Windows 
95/98/ME/ NT 
4.0/2000, 2003 

Internet Explorer 5.5, SP1&SP2, 
6.0 

Internet Explorer MSXML XML 
File Parsing  

High CyberNotes-2003-13 

Microsoft1314 Windows 
98/ME/NT 
4.0/2000 

Internet Explorer 6.0, 6.0 SP1 Internet Explorer Multimedia 
Page Cross-Site Scripting 

High CyberNotes-2003-01 

Microsoft1315 
 
Microsoft updates 
bulletin1316 
 
Bulletin updated 
again1317 

Windows 
95/98/ME/ NT 
4.0/2000, XP, 
2003 

Internet Explorer 5.01, SP1-SP3, 
5.5, SP1-SP2, 6.0, SP1, 6.0 for 
Windows Server 2003 

Internet Explorer Multiple 
Vulnerabilities 

 
CVE Names: CAN-2003-0530, 

CAN-2003-0531,  
CAN-2003-0532 

High CyberNotes-2003-17 
CyberNotes-2003-18 
CyberNotes-2003-19 

Microsoft1318 Windows 
96/98/ME/ NT 
4.0/2000, 2003, 
XP 

Internet Explorer 5.0.1, SP1-SP3, 
5.5, SP1&SP2, 6.0, SP1 

Internet Explorer Multiple 
Vulnerabilities 

 
CVE Names: CAN-2003-0814, 

CAN-2003-0815, 
CAN-2003-0816, 
CAN-2003-0817,  
CAN-2003-0823 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-23 

Microsoft1319 Windows 
95/98/ME/ NT 
4.0/2000, 2003, 
XP 

Internet Explorer 5.0, 5.0.1, 
SP1-SP3, 5.5, SP1&SP2, 6.0, SP1 

Internet Explorer Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-24 

Microsoft1320 
 
Microsoft updates 
bulletin1321 

Windows 
95/98/ME/ NT 
4.0/2000 

Internet Explorer 5.0.1, SP1-SP3, 
5.5, 5.5 SP1&2, 6.0, SP1 

Internet Explorer Multiple 
Vulnerabilities 

 
CVE Names: CAN-2003-0113, 

CAN-2003-0115 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-09 
CyberNotes-2003-10 

Microsoft1322 Windows 2000 Internet Explorer 6.0 SP1 Internet Explorer Object Tag 
Denial of Service 

Low CyberNotes-2003-08 

Microsoft1323 Windows 
95/98/ME/ NT 
4.0/2000, 2003 

Internet Explorer 5.0, 5.0.1,  
SP1-SP3, 5.5, SP1& SP2, 6.0, SP1 

Internet Explorer Remote  
Denial of Service 

Low CyberNotes-2003-13 

Microsoft1324 Windows 
98/ME/NT 
4.0/2000, 2003 

Internet Explorer 6.0, SP1 Internet Explorer Scrollbar-Base-
Color Partial Denial of Service 

Low CyberNotes-2003-22 

Microsoft1325 Windows 
95/98/ME/ NT 
4.0/2000, 2003 

Internet Explorer 5.5, SP1&SP2, 
6.0, SP1 

Internet Explorer Self Executing 
HTML Arbitrary Code Execution 

High CyberNotes-2003-23 

Microsoft1326 Windows 
95/98/ME/ NT 
4.0/2000 

Internet Explorer 5.0, 5.5, 5.5 
SP1&2, 6.0, 6.0 SP1 

Internet Explorer Self Executing 
HTML File 

High CyberNotes-2003-05 

Microsoft1327 Windows 
95/98/ME/ NT 
4.0/2000, 2003 

Internet Explorer 5.5, SP1&SP2, 
6.0, SP1 

Internet Explorer 
window.createPopup 'chromeless' 

Window 

Medium CyberNotes-2003-15 
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Microsoft1328 
 
Microsoft issues 
bulletin1329 
 
Microsoft updates 
bulletin1330 

Windows 
95/98/SE/ NT. 
40/2000, 2003 

Internet Explorer 5.0.1. SP1-SP3, 
5.5, SP1&SP2, 6.0, SP1 

Internet Explorer XML Page 
Object Type Validation 

 
CVE Name: CAN-2003-0809 

High CyberNotes-2003-19 
CyberNotes-2003-20 
CyberNotes-2003-21 

Microsoft1331 Windows NT 
4.0/2000, XP 

IIS 4.0, 4.0 alpha, 5.0, 5.1,  Internet Information Server 
 Authentication Manager 

Medium CyberNotes-2003-10 

Microsoft1332 Windows NT 
4.0/2000, XP 

IIS 4.0, 5.0, 5.1 Internet Information Service 
Multiple Remote Vulnerabilities 

 
CVE Names: CAN-2003-0223, 

CAN-2003-0224, 
CAN-2003-0225, 
CAN-2003-0226 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-11 

Microsoft1333 Windows 2000 Internet Security and Acceleration 
(ISA) Server 2000, FP1, SP1 

ISA Server Cross-Site Scripting 
 

 CVE Name: CAN-2003-0526 

High CyberNotes-2003-15 

Microsoft1334 Windows 2000 ISA Server 2000, 2000  SP1 ISA Server DNS Intrusion Filter 
Denial of Service 

 
CVE Name: CAN-2003-0011 

Low CyberNotes-2003-06 

Microsoft1335 
 
Microsoft updates 
bulletin to correct link 
errors1336 

Windows 
95/98/ME/ NT 
4.0/2000, XP 

2000 Advanced Server, SP1-SP3, 
2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, 
SP1-SP3, Windows 95, 95 SR2, 
98, 98SE, ME, NT Enterprise 
Server 4.0 SP1-SP6a, NT Server 
4.0 SP1-SP6a, NT Terminal 
Server 4.0 SP1-SP6a, NT 
Workstation 4.0 SP1-SP6a, XP 
Home SP1, XP Professional SP1 

Java Virtual Machine Multiple 
Vulnerabilities 

 
CVE Names: CAN-2002-1254, 

CAN-2002-1257,  
 CAN-2002-1258, 
CAN-2002-1259, 
CAN-2002-1260, 
CAN-2002-1261, 
CAN-2002-1263 

 

Low/ Medium/High 
 

(Medium if sensitive 
information can be 
obtained and High 

if control can be 
obtained over the 

system) 

CyberNotes-2003-02 

Microsoft1337 
 
Microsoft updates 
bulletin1338 

Windows 
95/98/ME/ NT 
4.0/2000, XP, 
2003 

Windows Media Player 9.0 Media Player 9 Unauthorized 
Media Library Access 

 
CVE Name: CAN-2003-0348 

Medium CyberNotes-2003-13 
CyberNotes-2003-14 

Microsoft1339 
 
Microsoft issues 
bulletin1340 

Windows 
95/98/ME/ NT 
4.0/2000, XP, 
2003, 
MacOS 7.x, 
8.x, 
Unix 

Internet Explorer 5.0, 5.0 for 
Windows 95, 5.0 for Windows 98, 
5.0 for Windows NT 4.0, 5.0 for 
Windows 2000, 5.0.1, SP1-SP3, 
5.0.1 for Windows 95, 5.0.1 for 
Windows 98, 5.0.1 for Windows 
NT 4.0, 5.0.1 for Windows 2000, 
5.5, SP1-SP2, 5.5 preview, 6.0, 
SP1, Windows Media Player XP, 
6.3, 6.4, 7.0, 7.1, 8.0, 9.0 

Media Player IE Zone Access 
Control Bypass 

High CyberNotes-2003-15 
CyberNotes-2003-21 

Microsoft1341 
 
Microsoft issues 
bulletin1342 

Windows 
95/98/ME/ NT 
4.0/2000, XP, 
2003, 
MacOS 7.x, 
8.x, 
Unix 

Internet Explorer 5.0, 5.0 for 
Windows 95, 5.0 for Windows 98, 
5.0 for Windows NT 4.0, 5.0 for 
Windows 2000, 5.0.1, SP1-SP3, 
5.0.1 for Windows 95, 5.0.1 for 
Windows 98, 5.0.1 for Windows 
NT 4.0, 5.0.1 for Windows 2000, 
5.5, SP1-SP2, 5.5 preview, 6.0, 
SP1, Windows Media Player XP, 
6.3, 6.4, 7.0, 7.1, 8.0, 9.0 

Media Player IE Zone Access 
Control Bypass 

High CyberNotes-2003-21 
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Microsoft1343 
 
Microsoft updates 
bulletin1344 
 
Exploits published1345 
 
Microsoft updates 
bulletin1346 

Windows NT 
4.0/2000, 2003, 
XP 

Windows 2000 Advanced Server, 
SP1-SP4,  Data center Server, 
SP1-SP4, Professional, SP1-SP4, 
2000 Server, SP1-SP4, Windows 
ME, NT Enterprise Server 4.0, 
SP1- SP6a, NT Terminal Server 
4.0, SP1- SP6a, NT Workstation 
4.0, SP1-SP6a, 2003 Data center 
Edition, 64-bit, 2003 Enterprise 
Edition, 64-bit, 2003 Standard 
Edition, 2003 Web Edition, XP 
64-bit Edition, SP1, XP Home, 
SP1, XP Professional, SP1 

Messenger Service Buffer 
Overflow 

 
CVE Name: CAN-2003-0717 

High CyberNotes-2003-21 
CyberNotes-2003-22 
CyberNotes-2003-23 
CyberNotes-2003-24 

Microsoft1347 Multiple MN-500 Microsoft  MN-500 Plaintext 
Password Disclosure 

High CyberNotes-2003-10 

Microsoft1348 Windows 
95/98/SE/ NT 
4.0/2000, XP 

Internet Explorer 5.0.1, SP1-SP3, 
5.5, SP1& SP2, 6.0, SP1, Outlook 
2000, SR1,  SP1-SP3, Outlook 
2002,  SP1&SP2, Outlook XP 

Microsoft ‘mshtml.dll’ Denial of 
Service 

Low CyberNotes-2003-18 

Microsoft1349 Windows ActiveSync 3.5 Microsoft ActiveSync Remote 
Denial Of Service 

Low CyberNotes-2003-07 

Microsoft1350 
 
Microsoft updates 
bulletin1351 

Windows NT 
4.0/2000, 2003, 
XP 

Windows 2000 Advanced Server, 
SP1-SP4,  Datacenter Server, 
SP1-SP4, Professional, SP1-SP4, 
2000 Server, SP1-SP4, Windows 
ME, NT Enterprise Server 4.0, 
SP1-SP6a, NT Terminal Server 
4.0, SP1-SP6a, NT Workstation 
4.0, SP1-SP6a, 2003 Datacenter 
Edition, 64-bit, 2003 Enterprise 
Edition, 64-bit, 2003 Standard 
Edition, 2003 Web Edition, XP 
64-bit Edition, SP1, XP Home, 
SP1, XP Professional, SP1 

Microsoft ActiveX Authenticode 
Verification Bypass 

 
CVE Name: CAN-2003-0660 

High CyberNotes-2003-21 
CyberNotes-2003-22 

Microsoft1352 
 
Microsoft updates 
bulletin1353 

Windows Office 97, 2000, XP, Word 98 (J), 
Front Page 2000, 2002, Publisher 
2000, 2002, Works Suite 2001, 
2002, 2003  

Microsoft Converter for 
WordPerfect Remote Buffer       

Overflow 
 

CVE Name: CAN-2003-0666 

High CyberNotes-2003-18 
CyberNotes-2003-24 

Microsoft1354 
 
Microsoft updates 
bulletin1355 

Windows 
98/NT 
4.0/2000, XP 

MDAC 1.5, 2.0, 2.1 Upgrade, 2.1 
Clean, 2.1 2.4202.3 (GA) clean, 
2.1 2.4202.3 (GA), 2.1.1 .3711.11 
(GA), 2.5, 2.5 SP1&2, 2.5 RTM, 
2.6, 2.6 SP1&2, 2.6 RTM, 2.7, 2.7 
RTM Refresh 

Microsoft Data Access 
Components  T-SQL             

Buffer Overflow 
 

CVE Name: CAN-2002-0695 

High CyberNotes-2003-17 

Microsoft1356 
 
Microsoft issues 
bulletin1357 

Windows 
98/ME/NT 
4.0/2000 

Internet Explorer 6.0, 6.0 SP1 Microsoft Internet Explorer 
Dialog Style Same Origin Policy 

Bypass 
 

CVE Name: CAN-2003-0116 

High CyberNotes-2003-09 

Microsoft1358 
 
Another exploit 
published1359 

Windows 
95/98/ME/ NT 
4.0/2000/ 2003 

Internet Explorer 5.0.1, SP1-SP3, 
5.5, SP1&SP2, 6.0, SP1 

Microsoft Internet Explorer 
OBJECT Tag Buffer Overflow 

 
CVE Names: CAN-2003-0309, 

CAN-2003-0344 

High CyberNotes-2003-12 
CyberNotes-2003-18 

Microsoft1360 Windows 2000 ISA Server 2000, 2000 SP1, FP1 Microsoft ISA Server Error Page 
Cross-Site Scripting 

High CyberNotes-2003-11 

Microsoft1361 
 
 
Microsoft issues 
bulletin1362 

Windows 
95/98/ME/ 
NT 4.0/2000, 
XP 

Virtual Machine 3802 Series, 
3805 Series, 3809 Series, 2000 
Advanced Server, SP1-SP3, 
Datacenter Server, SP1-SP3, 
Professional, SP1-SP3, 2000 
Server, SP1-SP3, Terminal 
Services, SP1-SP3 

Microsoft Java Virtual Machine 
Bytecode Verifier 

 
CVE Name: CAN-2003-0111 

High CyberNotes-2003-08 
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Microsoft1363 Windows NT 
4.0 

Visual Studio 6.0 Microsoft MCIWNDX. OCX  
Remote 

Buffer Overflow 

High CyberNotes-2003-17 

Microsoft1364 Windows 2000, 
XP 

MDAC 2.5, RTM, SP1&SP2, 2.6, 
RTM, SP1&SP2, 2.7, RTM 
Refresh 

Microsoft MDAC Buffer 
Overflow 

 
CVE Name: CAN-2003-0353 

High CyberNotes-2003-17 

Microsoft1365 
 
More exploit scripts 
published1366 

Windows NT 
4.0/2000, XP, 
2003 

Windows 2000 Advanced Server, 
SP1-SP4, 2000 Datacenter 
Server, SP1-SP4, 2000 
Professional, SP1-SP4, 2000 
Server, SP1-SP4, NT Enterprise 
Server 4.0, SP1-SP6a, NT Server 
4.0, SP1-SP6a, NT Terminal 
Server 4.0, SP1-SP6a, NT 
Workstation 4.0, SP1-SP6a, 
Server 2003 Datacenter Edition, 
64-bit, 2003 Enterprise Edition, 
64-bit, 2003 Standard Edition, 
64-bit, 2003 Web Edition, XP 64-
bit Edition, SP1, Version 2003, 
XP Home, SP1, XP Professional, 
SP1 

Microsoft Multiple RPCSS 
DCOM Buffer Overflows 

 
CVE Names: CAN-2003-0528,   

CAN-2003-0605, 
CAN-2003-0715 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-19 
CyberNotes-2003-21 

Microsoft1367 Windows 
95/98/ME/ NT 
4.0/2000 

Outlook 2000, 2000 SR1, 2000 
SP2, Outlook Express 6.0 

Microsoft Outlook and Outlook 
Express Arbitrary Program 

Execution 

High CyberNotes-2003-05 

Microsoft1368 Windows 
95/98/NT 
4.0/2000 

Outlook Express 5.5, 6.0  
 

Microsoft Outlook Express 
MHTML URL Handler File 

Rendering 
 

CVE Name: CAN-2002-0980 

High CyberNotes-2003-09 

Microsoft1369 Windows 2000, 
XP 

Windows 2000 Advanced Server, 
SP1-SP4, 2000 Data-center Server, 
SP1-SP4, 2000 Professional, 
SP1-SP4, 2000 Server, SP1-SP4, 
XP Home, SP1, XP Media Center 
Edition, XP Professional, SP2 

Microsoft Proquota Storage 
Bypass  

Low CyberNotes-2003-25 

Microsoft1370 Windows 
95/98/ME/ NT 
4.0/2000, XP 

FrontPage 97, 98, 2002, SP1, 
Internet Explorer 5.0, 5.0.1,  
SP1-SP3, 5.5, SP1&2, 6.0, SP1, 
Windows 2000 Advanced Server, 
SP1-SP3, Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3,  2000 Server, SP1-SP3, 
Windows ME, XP Home, SP1, XP 
Professional, SP1 

Microsoft Remote Denial of 
Service 

Low CyberNotes-2003-09 

Microsoft1371 Windows 
95/98/ME/ NT 
4.0/2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3, 
Windows 95, SR2, Windows 98, 
SE, ME, Windows NT Enterprise 
Server 4.0, SP1-SP6a, NT Server 
4.0, SP1-SP6a, NT Workstation 
4.0, SP1-SP6a, XP Home, SP1, XP 
Professional, SP1 

Microsoft Riched20.dll Attribute 
Buffer Overflow 

High CyberNotes-2003-04 
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Microsoft1372 Windows NT 
4.0/2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
NT Enterprise Server 4.0, 
SP1-SP6a, NT Server 4.0, 
SP1-SP6a, NT Terminal Server 4.0, 
SP1-SP6a, NT Workstation 4.0, 
SP1-SP6a, XP 64-bit Edition, SP1, 
XP Home, SP1, XP Professional, 
SP1 

Microsoft SMB Request Handler 
Buffer Overflow 

 
CVE Name: CAN-2003-0345 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-14 

Microsoft1373 Windows 2000 Exchange Server 2000, SP1&SP2, 
Windows 2000 Server SP2&SP3 

Microsoft SMTP Service Remote 
Denial of Service 

Low CyberNotes-2003-15 

Microsoft1374 
 
SQL worm  reported 
in the wild1375 

Windows NT 
4.0/2000 

SQL Server 2000, 2002  SP1&2 Microsoft SQL Server 2000 
Multiple Vulnerabilities 

 
CVE Names: CAN-2002-0649, 

CAN-2002-0650 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-03 

Microsoft1376 
 
 
Microsoft re-releases 
bulletin1377 

Windows NT 
4.0/2000 

Data Engine 1.0, 2000, SQL 
Server 7.0. SQL Server 7.0 SP1-
4, SQL Server 2000, SQL Server 
2000 SP1&2,  

Microsoft SQL Server Extended 
Stored Procedure Privilege 

Elevation 
 

CVE Name: CAN-2002-0721 

High CyberNotes-2003-03 

Microsoft1378 
 
Microsoft updates 
bulletin1379,  
 
Microsoft re-releases 
bulletin1380, 1381 

Windows NT 
4.0/2000 

Data Engine 1.0, 2000, SQL 
Server 7.0, SQL Server 7.0 
SP1-SP4, SQL Server 2000, SQL 
Server 2000 SP1&2 

Microsoft SQL Server Web 
Task Stored Procedure 

Privilege Escalation 
 

CVE Name: CAN-2002-1145 

Very High due to 
the SQL worm 

CyberNotes-2003-02 
CyberNotes-2003-03 
 
 
 

Microsoft1382 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3 

Microsoft Windows Active 
Directory Policy Bypass 

High CyberNotes-2003-08 

Microsoft1383 
 
Microsoft updates 
bulletin1384 

Windows 
98/ME/NT 
4.0/2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, 
SP1-SP3, 98, 98 a/b/j, 98SE, ME, 
NT Server 4.0, NT Server 4.0 
SP1-SP6a, NT Terminal Server 
4.0, alpha, SP1-SP6a, NT 
Workstation 4.0, 4.0 SP1-SP6a, 
Windows XP, XP 64-bit Edition, 
SP1, XP Home, SP1, XP 
Professional, SP1 

Microsoft Windows Help 
Facilities 

 
CVE Names: CAN-2002-0693,  

CAN-2002-0694 

High CyberNotes-2003-05 

Microsoft1385 Windows 2003 Windows Server 2003 Datacenter 
Edition, 64-bit, 2003 Enterprise 
Edition , 64-bit, 2003 Standard 
Edition , 2003 Web Edition 

Microsoft Windows NIC 
Information Disclosure  

Medium CyberNotes-2003-12 

Microsoft1386 Windows 
95/98/ME/ NT 
4.0/2000, XP 

Excel 2000,  SR1, SP2&SP3, 2002, 
SP1&SP2, 97, SR1&SR2; 
Word 2000 SR1& SR1a, 
SP2&SP3, 2000 Chinese, Japanese, 
& Korean Versions, 2002, 
SP1&SP2, Word 97 SR1&SR2, 97 
Chinese, Japanese, & Korean 
Versions, Word 98, 98 Chinese, 
Japanese, & Korean Versions, 
98(J), SR1&SR2, Works Suite 
2001-2004 

Microsoft Word & Excel 
Arbitrary Code Execution 

 
CVE Names: CAN-2003-0820, 

CAN-2003-0821 

High CyberNotes-2003-23 
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Microsoft1387 
 
Microsoft updates 
bulletin1388 

Windows 
95/98/ME/ NT 
4.0/2000, XP 

Word 2000,  SR1a, SR1, SP2 & 
SP3, Word 2002, SP1 & SP2, 
Word 97, SR1 & SR2, Word 98, 
Japanese Version, Works Suite 
2001, 2002, 2003 

Microsoft Word Document 
Validation Error 

 
CVE Name: CAN-2003-0664 

High CyberNotes-2003-18 
CyberNotes-2003-24 

Microsoft1389 Windows NT MSN Messenger Service 6.0 MSN Messenger Denial of 
Service 

Low CyberNotes-2003-15 

Microsoft1390 Windows 
95/98/ME/ NT 
4.0/2000, XP 

MSN Messenger Service 1.0, 2.0, 
2.2, 3.0, 3.6, 4.0, 4.5, 4.6, 6.0, 
6.0.602 

MSN Messenger Information 
Leakage 

Medium CyberNotes-2003-24 

Microsoft1391 Windows 2003 IIS 6.0 Multiple IIS 6.0 Web Admin Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

Microsoft1392 
 
Microsoft re-releases 
bulletin1393 

Windows NT 
4.0/2000 

Data Engine 1.0, 2000; 
SQL Server 7.0, 7.0 SP1-SP4, 
2000, 2000 SP1&2 

Multiple Microsoft SQL Server 
Vulnerabilities 

 
CVE Names: CAN-2002-1123,  

CAN-2002-1137,  
CAN-2002-1138 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-03 
 

Microsoft1394 Windows XP MySQL AB ODBC Driver 3.51 MySQL AB ODBC Driver Plain 
Text Password 

Medium CyberNotes-2003-15 

Microsoft1395 Windows 
98/NT 
4.0/2000, XP 

NetMeeting 2.1, 3.0.1 4.4.3385 NetMeeting ‘CallTo’ Remote  
Denial of Service 

Low CyberNotes-2003-11 

Microsoft1396 Windows 
98/ME/NT 
4.0/2000,  XP 

Microsoft Outlook 2002, SP1&2 Outlook 2002 Exchange Server 
Security Certificate 

 
CVE Name: CAN-2003-0007 

Medium CyberNotes-2003-02 

Microsoft1397 Windows 
95/98/SE/ NT 
4.0 

Outlook Express 5.0, 5.01, 5.5, 6.0 Outlook Express Script Execution High CyberNotes-2003-16 

Microsoft1398 Windows NT 
4.0/2000 

Exchange Server 5.5, SP1-SP4, 
Exchange Server 2000, SP1&SP2 

Outlook Web Access Cross-Site 
Scripting 

High CyberNotes-2003-14 

Microsoft1399 Multiple Pocket Internet Explorer 3.0 Pocket Internet Explorer Denial of 
Service 

Low CyberNotes-2003-01 

Microsoft1400 Windows NT 
4.0/2000, XP, 
2003 

Data Engine 1.0, SQL Server 7.0, 
SP1-SP4, SQL Server 2000, 
SP1-SP3a, SQL Server 2000 
Desktop Engine 

SQL Server / MSDE Multiple 
Vulnerabilities 

 
CVE Names: CAN-2003-0230,   

CAN-2003-0231,   
CAN-2003-0232 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

Microsoft1401 Multiple URLScan 2.5 URLScan Tool Information 
Disclosure  

Medium CyberNotes-2003-14 

Microsoft1402 
 
Microsoft updates 
bulletin1403 

Windows 
95/98/ME/ NT 
4.0/2000, XP 

Office 2000, SP2 & SP3 , Office 
XP, SP1 & SP2, Project 2000, 
2002, Visio Professional 2002, 
Visual Basic for Applications 
SDK 5.0, SDK 6.0, SDK 6.2, SDK 
6.3 

Visual Basic for Applications 
(VBA)  Remote Buffer Overflow 

 
CVE Name: CAN-2003-0347 

High CyberNotes-2003-18 
CyberNotes-2003-24 

Microsoft1404 Windows NT Visual SourceSafe 6.0 Visual SourceSafe Client-Side 
Security Measures Circumvention 

Medium CyberNotes-2003-01 

Microsoft1405 Windows XP Windows .NET Datacenter Server 
Beta 3,  Windows .NET Enterprise 
Server RC2, Beta 3,  Windows 
.NET Standard Server Beta 3,  
Windows .NET Web Server Beta 3,  
Windows Server 2003, XP Home, 
XP Professional 

Windows ‘EngTextOut’ Denial of 
Service 

Low CyberNotes-2003-08 
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Microsoft1406 Windows 2000, 
XP 

Windows 2000 Advanced Server 
SP4, 2000 Datacenter Server SP4, 
2000 Professional SP4, 2000 
Server SP4, XP Home SP1, XP 
Professional SP1 

Windows ‘RunDLL32. EXE’ 
Buffer Overflow 

High CyberNotes-2003-14 

Microsoft1407 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3 

Windows 2000 ‘MyGetSid 
FromDomain’ Function 

Medium CyberNotes-2003-14 

Microsoft1408 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Server, SP1-SP3 

Windows 2000 Active Directory 
Forest Origin Validation 

Medium CyberNotes-2003-14 

Microsoft1409 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, Datacenter Server, 
SP1-SP3, Professional, SP1-SP3, 
2000 Server, SP1-SP3, Terminal 
Services, SP1-SP3 

Windows 2000 Help Facility 
.CNT File Buffer Overflow 

High CyberNotes-2003-06 

Microsoft1410 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Server, SP1-SP3 

Windows 2000 LDP Tool Denial 
of Service 

Low CyberNotes-2003-14 

Microsoft1411 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3 

Windows 2000 NetBIOS 
Continuation Packets  

Denial of Service 

Low CyberNotes-2003-03 

Microsoft1412 
 
Microsoft releases a 
new bulletin1413 

Windows 2000 Windows 2000 Terminal 
Services, Terminal Services 
SP1-SP3, 2000 Server, Server 
SP1-SP3, 2000 Professional, 
Professional SP1-SP3, 2000 
Datacenter Server, Datacenter 
Server SP1-SP3, 2000 Advanced 
Server, Advanced Server 
SP1-SP3 

Windows 2000 NetDDE 
Privilege Escalation 

Medium CyberNotes-2003-09 

Microsoft1414 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3 

Windows 2000 Port Name 
Buffers Potential Buffer Overflow 

High CyberNotes-2003-14 

Microsoft1415 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP4, 2000 Datacenter Server, 
SP1-SP4, 2000 Professional, 
SP1-SP4, 2000 Server, SP1-SP4, 

Windows 2000 RPC  
Remote Denial of Service 

Low CyberNotes-2003-15 

Microsoft1416 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3 

Windows 2000 RPC Service 
Privilege Escalation 

Medium CyberNotes-2003-03 

Microsoft1417 
 
Microsoft issues 
bulletin1418 
 
Microsoft updates 
bulletin1419 

Windows NT 
4.0/2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter 
Server, SP1-SP3, 2000 
Professional, 2000 SP1-SP3, 2000 
Server, SP1-SP3, 2000 Terminal 
Services, SP1-SP3 

Windows 2000 RPC Service 
Remote  

Denial of Service 
 

CVE Name: CAN-2002-1561 

Low CyberNotes-2003-07 
CyberNotes-2003-10 

Microsoft1420 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP4, 2000 Datacenter Server, 
SP1-SP4, 2000 Professional, 
SP1-SP4, 2000 Server, SP1-SP4, 

Windows 2000 RSVP Server 
Authority Hijacking 

Medium CyberNotes-2003-17 

Microsoft1421 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3 

Windows 2000 ShellExecute() 
Buffer Overflow Vulnerability 

 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-14 
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Microsoft1422 
 
 
Microsoft updates 
bulletin1423 

Windows 2000 Windows 2000 Advanced Server, 
SP1-SP4,  Datacenter Server, 
SP1-SP4, Professional, SP1-SP4, 
2000 Server, SP1-SP4 

Windows 2000 Trouble Shooter 
ActiveX Control Buffer 

Overflow 
 

CVE Name: CAN-2003-0662 

High CyberNotes-2003-21 
CyberNotes-2003-22 

Microsoft1424 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3 

Windows 2000 Unauthorized 
Access 

Medium CyberNotes-2003-14 

Microsoft1425 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3 

Windows 2000 Unspecified 
Cryptnet.DLL Memory Leakage 

Vulnerability 

Medium CyberNotes-2003-14 

Microsoft1426 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3 

Windows 2000 USBH_Ioctl 
GetNode Connection DriverKey 

Name Information 
  Disclosure 

Medium CyberNotes-2003-14 

Microsoft1427 
 
Proof of Concept 
exploit released1428 
 
Microsoft updates 
bulletin1429 
 
New exploit issued1430 

Windows 2000 
 
Windows NT 
4.0 

Windows 2000, ISS 5.0 
 
 
Windows NT 4.02,  Windows NT 
4.0 Terminal Server Edition 

Windows 2000 WebDAV Buffer 
Overflow 

 
CVE Name: CAN-2003-0109 

High CyberNotes-2003-06 
CyberNotes-2003-07 
CyberNotes-2003-09 
CyberNotes-2003-11 

Microsoft1431 
 
Microsoft re-releases 
bulletin1432 

Windows NT 
4.0/2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter 
Server, SP1-SP3, 2000 
Professional, SP1-SP3, 2000 
Server, SP1-SP3, XP Home, XP 
Home SP1, XP Professional, XP 
Professional SP1 

Windows 2000/XP 
WM_TIMER Message 

Handling 
 

CVE Name: CAN-2002-1230 

High CyberNotes-2003-03 

Microsoft1433 Windows 
2000/XP/ 2003 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Workstation, SP1-SP3, 
Windows Server 2003 Datacenter 
Edition, 64-bit, 2003 Enterprise 
Edition, 64-bit, 2003 Standard 
Edition, 2003 Web Edition, XP 64-
bit Edition, SP1, XP 64-bit Edition 
Version 2003, XP Embedded, SP1, 
XP Media Center Edition, XP  
Home, SP1, XP Professional, SP1, 
XP Tablet PC Edition 

Windows 2000/XP/2003 IPV6  
Remote Denial of Service 

Low CyberNotes-2003-12 

Microsoft1434 Windows 98 Windows 98, SP1  Windows 98 Remote Denial of 
Service 

Low CyberNotes-2003-19 

Microsoft1435 Windows 2000 2000 Advanced Server, SP1-SP3, 
2000 Datacenter Server, SP1-SP3, 
2000 Professional, SP1-SP3, 2000 
Server SP1-SP3 

Windows Accessibility Utility 
Manager Privilege Escalation 

 
 CVE Name: CAN-2003-0350 

Medium CyberNotes-2003-14 

Microsoft1436 Windows NT 
4.0/2000 

Windows 2000 Advanced Server, 
SP1-SP3, Datacenter Server, 
SP1-SP3, Professional, SP1-SP3, 
2000 Server, SP1-SP3, Terminal 
Services, SP1-SP3, NT Enterprise 
Server 4.0, SP1-SP6a, NT Server 
4.0, SP1-SP6a, NT Terminal Server 
4.0, SP1-SP6a, NT Workstation 
4.0, SP1-SP6a 

Windows cmd.exe CD Buffer 
Overflow 

High CyberNotes-2003-04 
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Microsoft1437 
 
Exploit script 
released1438 

Windows NT 
4.0/2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter 
Server, SP1-SP3, 2000 
Professional, SP1-SP3, 2000 
Server, SP1-SP3, 2000 Terminal 
Services, SP1-SP3 

Windows CreateFile API 
Named Pipe Privilege 

Escalation 
 

CVE Name: CAN-2003-0496 

Medium CyberNotes-2003-14 
CyberNotes-2003-15 

Microsoft1439 Windows 2000, 
XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, 2000 
Server Japanese Edition, Windows 
XP, XP 64-bit Edition, SP1, XP 
Home, SP1, XP Professional, SP1 

Windows File Protection  High CyberNotes-2003-01 

Microsoft1440 Windows 2000, 
XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, 2000 
Server Japanese Edition, Windows 
XP, XP 64-bit Edition, SP1, XP 
Home, SP1, XP Professional, SP1 

Windows File Protection Code-
Signing Verification 

Medium CyberNotes-2003-01 

Microsoft1441 Windows 2000, 
XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3, 
XP 64-bit Edition, SP1, XP Home, 
SP1, XP Professional, SP1 

Windows Fontview Denial of 
Service 

Low CyberNotes-2003-01 

Microsoft1442 Windows ME, 
XP 

Windows ME, XP Home, XP 
Professional 

Windows Help & Support Center 
Buffer Overflow 

 
CVE Name: CAN-2003-0009 

High CyberNotes-2003-05 

Microsoft1443 
 
 
Microsoft updates 
bulletin1444 

Windows NT 
4.0/2000, XP, 
2003 

Windows 2000 Advanced Server, 
SP1-SP4,  Datacenter Server, 
SP1-SP4, Professional, SP1-SP4, 
2000 Server, SP1-SP4, 
Windows ME, NT Enterprise 
Server 4.0, SP1-SP6a, NT 
Terminal Server 4.0, SP1-SP6a, 
NT Workstation 4.0, SP1-SP6a, 
2003 Datacenter Edition, 64-bit, 
2003 Enterprise Edition, 64-bit, 
2003 Standard Edition, 2003 
Web Edition, XP 64-bit Edition, 
SP1, XP Home, SP1, XP 
Professional, SP1 

Windows Help And Support 
Center URI Handler  

Remote Buffer Overflow 
 

CVE Name: CAN-2003-0711 

High CyberNotes-2003-21 
CyberNotes-2003-22 

Microsoft1445 Windows 
95/98/ME/ NT 
4.0/2000, XP, 
2003 

Windows 2000 Advanced Server, 
SP1-SP4, 2000 Datacenter Server, 
SP1-SP4, 2000 Professional, 
SP1-SP4, 2000 Server, SP1-SP4, 
Windows 98/SE/ME, NT 
Enterprise Server 4.0, SP1-SP6a, 
NT Server 4.0, SP1-SP6a, NT 
Terminal Server 4.0, SP1-SP6a, NT 
Workstation 4.0, SP1-SP6a, 
Windows Server 2003 Datacenter 
Edition, 64-bit, 2003 Enterprise 
Edition, 64-bit, 2003 Standard 
Edition, 2003 Web Edition, XP 64-
bit Edition, SP1, XP Home, XP 
Media Center Edition, XP 
Professional, SP1 

Windows HTML Converter 
Buffer Overflow 

 
CVE Name: CAN-2003-0469 

High CyberNotes-2003-14 

Microsoft1446 Windows 
98/MT/NT/ 
2000, XP, 2003 

HTML Help Control 5.2.3735.1 Windows HTML Help API  High CyberNotes-2003-22 
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Microsoft1447 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3 

Windows IMAADPCM Buffer 
Overflow 

High CyberNotes-2003-14 

Microsoft1448 
 
Microsoft updates 
bulletin1449 

Windows NT 
4.0/2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Data-center 
Server, SP1-SP3, 2000 
Professional, SP1-SP3, 2000 
Server, SP1-SP3, 2000 Terminal 
Services, SP1-SP3, NT Enterprise 
Server 4.0, SP1-SPa, NT Server 
4.0, SP1-SP6a, NT Terminal 
Server 4.0, SP1-SP6a, NT 
Workstation 4.0, SP1-SP6a,  XP 
64-bit Edition, SP1, XP Home, 
SP1, XP Professional, SP1 

Windows Kernel Message 
Handling Buffer Overflow 

 
CVE Name: CAN-2003-0112 

Medium/High 
 

(High if 
administrative 

access is obtained or 
arbitrary code can 

be executed) 

CyberNotes-2003-08 
CyberNotes-2003-11 

Microsoft1450 
 
Microsoft updates 
bulletin1451 
 
Exploits published1452 
 
Microsoft updates 
bulletin1453 

Windows NT 
4.0/2000, 2003, 
XP 

Windows 2000 Advanced Server, 
SP1-SP4,  Data center Server, 
SP1-SP4, Professional, SP1-SP4, 
2000 Server, SP1-SP4, 
Windows ME, NT Enterprise 
Server 4.0, SP1- SP6a, NT 
Terminal Server 4.0, SP1- SP6a, 
NT Workstation 4.0, SP1- SP6a, 
2003 Data center Edition, 64-bit, 
2003 Enterprise Edition, 64-bit, 
2003 Standard Edition, 2003 
Web Edition, XP 64-bit Edition, 
SP1, XP Home, SP1, XP 
Professional, SP1 

Windows ListBox & ComboBox 
Control Buffer Overflow 

 
CVE Name: CAN-2003-0659 

High CyberNotes-2003-21 
CyberNotes-2003-22 
CyberNotes-2003-23 
CyberNotes-2003-24 

Microsoft1454 
 
Exploit script 
published1455 

Windows NT 
4.0/2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter 
Server, SP1-SP3, 2000 
Professional, SP1-SP3, 2000 
Server, SP1-SP3, Japanese 
Edition, Terminal Services, 
SP1-SP3, NT Enterprise Server 
4.0, SP1-SP6a, NT Server 4.0, 
SP1-SP6a, NT Terminal Server 
4.0, SP1-SP6a, NT Workstation 
4.0, SP1-SP6a, XP 64-bit Edition, 
SP1, XP Home, SP1, XP 
Professional, SP1 

Windows Locator Service 
Buffer Overflow 

 
CVE Name: CAN-2003-0003 

Low/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-02 
CyberNotes-2003-05 

Microsoft1456 
 
Microsoft issues 
bulletin1457 

Windows 
95/98/ME/ NT 
4.0/2000 

Windows Media Player 7.0, 7.1 Windows Media Player 
Automatic File Download and 

Execution 

High CyberNotes-2003-11 
CyberNotes-2003-21 

Microsoft1458 Windows 
98/ME/NT 
4.0/XP 

Windows Media Player XP, 7.1 Windows Media Player Skin File  
Download 

 
CVE Name: CAN-2003-0228 

High CyberNotes-2003-10 

Microsoft1459 Windows NT 
4.0/2000 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Server, SP1-SP3, 
NT Enterprise Server 4.0, 
SP1-SP6a, NT Server 4.0, 
SP1-SP6a 

Windows Media Services 
Logging ISAPI Buffer Overflow 

 
CVE Name: CAN-2003-0227 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-11 

Microsoft1460 
 
Exploit script has 
been published1461 
 
Another exploit 
published1462 

Windows 2000 Windows 2000 Advanced Server, 
SP1-SP4, 2000 Datacenter 
Server, SP1- SP4, 2000 Server, 
SP1- SP4 

Windows Media Services 
NSIISlog.DLL Remote Buffer 

Overflow 
 

CVE Name: CAN-2003-0349 

High CyberNotes-2003-13 
CyberNotes-2003-14 
CyberNotes-2003-15 
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Microsoft1463 Windows 
95/98/SE/ NT 
4.0/2000, 2003, 
XP 

Windows 2000 Advanced Server, 
SP1-SP4, 2000 Datacenter Server, 
SP1-SP4, 2000 Professional, 
SP1-SP4, 2000 Server, SP1-SP4, 
Windows 95, SR2, 98, 98SE, 98 
ME, NT Enterprise Server 4.0, 
SP1-SP6a, NT Server 4.0, 
SP1-SP6a, NT Terminal Server 4.0, 
SP1-SP6a, NT Workstation 4.0, 
SP1-SP6a, Windows Server 2003 
Datacenter Edition, 64-bit, 2003 
Enterprise Edition, 64-bit, 2003 
Standard Edition, 2003 Web 
Edition, XP Home, SP1, XP Media 
Center Edition, XP Professional, 
SP1 

Windows Message Queuing 
Service Heap Overflow 

High CyberNotes-2003-21 

Microsoft1464 Windows 2000, 
XP 

Windows 2000 Server, SP1-SP3, 
2000 Terminal Services SP1-SP3, 
XP Professional, SP1 

Windows MSGINA.DLL Remote  
Denial of Service 

Low CyberNotes-2003-03 

Microsoft1465 Windows NT 
4.0/2000, XP, 
2003 

Windows 4.0 Terminal Server, 
SP1-SP6a, NT Workstation 4.0, 
SP1-SP6a, Windows Server 2003 
Datacenter Edition, 64-bit, 2003 
Enterprise Edition, 64-bit, 2003 
Standard Edition, 2003 Web 
Edition, XP Home, SP1, XP 
Professional, SP1 

Windows NetBIOS Name Service 
Information Disclosure 

 
CVE Name: CAN-2003-0661 

Medium CyberNotes-2003-18 

Microsoft1466 
 
Microsoft updates 
bulletin1467 
 
Microsoft updates 
bulletin1468 

Windows NT Windows NT Enterprise Server 
4.0, SP1-SP6a, NT Server 4.0, 
SP1-SP6a,  NT Terminal Server 
4.0, SP1-SP6 

Windows NT File Management 
Function Remote  
Denial of Service 

 
CVE Name: CAN-2003-0525 

Low CyberNotes-2003-15 
CyberNotes-2003-16 
CyberNotes-2003-17 

Microsoft1469 Windows 2000, 
XP 

Windows 2000 Advanced Server, 
SP1-SP3, Datacenter Server, 
SP1-SP3, Professional, SP1-SP3, 
2000 Server, SP1-SP3, 2000 
Terminal Services, SP1-SP3, XP 
64-bit Edition, SP1, XP Home, 
SP1, XP Professional, SP1 

Windows PostMessage API 
Information Disclosure 

Medium CyberNotes-2003-06 

Microsoft1470 Windows 
95/98/ME/ NT 
4.0/2000/ 2003, 
XP 

Windows 2000 Advanced Server, 
SP1-SP4, 2000 Datacenter Server, 
SP1-SP4, 2000 Professional, 
SP1-SP4, 2000 Server, SP1-SP4, 
XP 64-bit Edition, SP1, XP 
Embedded, SP1, XP Home, SP1, 
XP Media Center Edition, XP 
Professional, SP1, XP Tablet PC 
Edition 

Windows PostThread Message() 
Denial of Service 

Low CyberNotes-2003-21 

Microsoft1471 Windows 2000 2000 Advanced Server. SP1-SP3, 
2000 Datacenter Server, SP1-SP3, 
2000 Professional, SP1-SP3, 2000 
Server, SP1-SP3, 2000 Terminal 
Services, SP1-SP3 

Windows RegEdit.EXE Buffer 
Overflow 

High CyberNotes-2003-09 

Microsoft1472 Windows NT 
4.0/2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Data-center Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3, 
NT Terminal Server 4.0, SP1-SP6a, 
XP 64-bit Edition, SP1, XP Home, 
SP1, XP Professional, SP1 

Windows Remote Desktop 
Protocol Server Key Verification 

Medium CyberNotes-2003-07 
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Microsoft1473 Windows 2000, 
XP 

Windows 2000 Advanced Server, 
SP1-SP4, 2000 Datacenter Server, 
SP1-SP4, 2000 Professional, 
SP1-SP4, 2000 Server, SP1-SP4, 
XP Home, SP1, XP Media Center 
Edition, XP Professional, SP1 

Windows RPCSS  
Multi-thread Race Condition 

 
CVE Name: CAN-2003-0813 

Low CyberNotes-2003-21 

Microsoft1474 Windows 
98/ME NT 
4.0/2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3, 
Windows 98, SE, ME, Windows 
NT Enterprise Server 4.0, 
SP1-SP6a, NT Server 4.0, 
SP1-SP6a, NT Terminal Server 4.0, 
SP1-SP6a, NT Workstation 4.0, 
SP1-SP6a, XP Home, SP1, XP 
Professional, XP1 

Windows Script Engine 
JScript.DLL Buffer Overflow  

 
CVE Name: CAN-2003-0010 

High CyberNotes-2003-06 

Microsoft1475 Windows 2000 Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3 

Windows Security Accounts 
Manager Denial of Service 

Low CyberNotes-2003-14 

Microsoft1476 Windows 2003 Windows Server 2003 Windows Server 2003 Directory 
Traversal 

Medium CyberNotes-2003-21 

Microsoft1477 Windows XP Windows XP Home, SP1, XP 
Professional, SP1 

Windows Service Control 
Manager  

Medium CyberNotes-2003-09 

Microsoft1478 Windows 
95/98/ME/ 
2000, XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter Server, 
SP1-SP3, 2000 Professional, 
SP1-SP3, 2000 Server, SP1-SP3, 
2000 Terminal Services, SP1-SP3, 
Windows 95, 95 SR2, 98, 98SE, 
ME, XP Home, SP1, XP 
Professional, SP1 

Windows SMB NTLM 
Authentication Interception 

Medium CyberNotes-2003-09 

Microsoft1479 
 
Microsoft updates 
bulletin1480 

Windows 2000, 
XP 

Windows 2000 Advanced Server, 
SP1-SP3, 2000 Datacenter 
Server, SP1-SP3, 2000 
Professional, SP1-SP3, 2000 
Server, SP1-SP3, 2000 Terminal 
Services, SP1-SP3, XP 64-bit 
Edition, XP Home, XP 
Professional 

Windows SMB Signing 
 

CVE Name: CAN-2002-1256 

Medium CyberNotes-2003-02 

Microsoft1481 Windows NT 
4.0/2000, XP 

Windows 2000 Terminal Services, 
SP1-SP3 

Windows Terminal Service 
Kerberos Ticket 

Medium CyberNotes-2003-14 

Microsoft1482 
 
Microsoft updates 
bulletin & another 
exploit published1483 
 
Another exploit script 
published1484 

Windows 2000, 
XP 

Windows 2000 Advanced Server, 
SP1-SP4, 2000 Data center 
Server, SP1-SP4, 2000 
Professional, SP1-SP4, 2000 
Server, SP1-SP4, Windows XP 
64-bit Edition, SP1, XP Home, 
SP1, XP Media Center Edition, 
XP Professional, SP1 

Windows Workstation Service 
Remote Buffer Overflow 

 
CVE Name: CAN-2003-0812 

High CyberNotes-2003-23 
CyberNotes-2003-24 
CyberNotes-2003-25 

Microsoft1485 Windows XP Windows XP Home SP1 Windows XP “Welcome Screen” Medium CyberNotes-2003-06 
Microsoft1486 Windows XP Windows XP 64-bit Edition, SP1, 

XP Home, SP1, XP Professional, 
SP1 

Windows XP Desktop.ini Buffer 
Overflow 

 
 CVE Name: CAN-2003-0351 

High CyberNotes-2003-15 

Microsoft1487 Windows XP XP 64-bit Edition, SP1, XP 
Embedded, SP1, XP  Home, SP1, 
XP Media Center Edition , XP 
Professional, SP1, XP Tablet PC 
Edition 

Windows XP Nested Directory 
Denial of Service 

Low CyberNotes-2003-12 
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Microsoft1488 Windows XP Windows XP 64-bit Edition, SP1, 
XP Home, SP1, XP Professional, 
SP1 

Windows XP Redirector Buffer 
Overflow 

 
CVE Name: CAN-2003-0004 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-03 

Microsoft1489 Windows XP Windows XP Home,  SP1, XP 
Media Center Edition, XP 
Professional, SP1 

Windows XP TCP Packet 
Information Leakage 

Medium CyberNotes-2003-18 

Microsoft1490 Windows XP Windows XP, XP 64-bit Edition,  
XP 64-bit Edition SP1, XP Home, 
XP Home SP1, XP Professional, 
XP Professional SP1 

Windows XP WMA/MP3 Buffer 
Overflow 

 
CVE Name: CAN-2002-1327 

High CyberNotes-2003-01 

Microsoft1491 Windows NT 
4.0/2000 

ISA Server 2000, 2000 SP1, FP1, 
Proxy Server 2.0, 2.0 SP1 

Winsock Proxy Service Remote  
Denial of Service 

 
CVE Name: CAN-2003-0110 

Low CyberNotes-2003-08 

Microsoft1492 Windows 
95/98/SE/ NT 
4.0, 2000 

Word 200, SR1, SR1a, SP2&SP3, 
Word 2000 Chinese Version, 
Japanese Version, Korean Version, 
Word 97, SR1&SR2, Word 97 
Chinese Version, Japanese Version, 
Korean Version, Word 98, Word 
98 Chinese Version, Japanese 
Version, Korean Version 

Word Macro Name Handler  
Remote Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-21 

Microsoft1493 Windows 
9598/ME/ NT 
4.0/2000, XP 

Word 2000, SR1, SR1a, SP2&SP3, 
2002, SP1&SP2, Word 97, 
SR1&SR2, Word 98, 98 Japanese 
Version 

Word Malformed Document 
Remote Denial of Service 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-21 

Microsoft1494, 1495 

 

Multiple exploits have 
been published and 
several Trojans 
circulating.1496 
 
Mblast worm 
circulating in the wild. 
 
Microsoft updates 
bulletin1497 
 
Microsoft updates 
bulletin1498 

Windows 
98/NT 
4.0/2000, 2003, 
XP 

Windows 2000 Advanced Server, 
SP1-SP4, 2000 Datacenter 
Server, SP1-SP4, 2000 
Professional, SP1-SP4, 2000 
Server, SP1-SP4, NT Enterprise 
Server 4.0, SP1-SP6a, NT Server 
4.0, SP1-SP6a, NT Terminal 
Server 4.0, SP1-SP6a, NT 
Workstation 4.0, SP1-SP6a, 
Server 2003 Datacenter Edition, 
64-bit, 2003 Enterprise Edition, 
64-bit, Server 2003 Standard 
Edition, Server 2003 Web 
Edition, Windows XP 64-bit 
Edition, SP1, XP Home, SP1, XP 
Professional, SP1 

Windows DCOM RPC Buffer 
Overflow 

 
CVE Name: CAN-2003-0352 

High CyberNotes-2003-15 
CyberNotes-2003-16 
CyberNotes-2003-17 
CyberNotes-2003-19  

Middleman1499 Unix Middleman 0.9.9, 1.0, 1.1, 1.2 Middleman net_dns() Off-by-One High CyberNotes-2003-02 
Mike Bobbit1500 Unix Album.pl 0.61 Album.PL Remote Command 

Execution 
High CyberNotes-2003-09 

Mike Bryeans1501 Windows, Unix WebBBS Pro 1.18 WebBBS Guestbook Cross-Site 
Scripting 

High CyberNotes-2003-14 

Mike Bryeans1502 Windows NT 
4.0 

WebBBS Pro 1.18 WebBBS Pro Remote 
Denial of Service 

Low CyberNotes-2003-13 

Mike Henderson1503 Multiple wmapm 3.1 WMAPM Arbitrary Code 
Execution 

High CyberNotes-2003-23 

Mike Reed1504 Unix Guest book 1.2 RNN Guestbook Multiple 
Vulnerabilities 

High CyberNotes-2003-25 

mikmod1505 Unix mikmod 3.1.6 MikMod Long File Name Local 
Buffer Overflow 

 
CVE Name: CAN-2003-0427 

Medium CyberNotes-2003-13 

Mini HTTP Server1506 Windows 2000, 
XP 

Forum Web Server 1.6 Forum Web Server  
Insecure Authentication Storage 

Medium CyberNotes-2003-12 

Mini HTTP Server1507 Windows 2000, 
XP 

WebForum Server 1.5 MiniHTTP Server WebForums 
Server Null Default Password 

Medium CyberNotes-2003-17 
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Mini HTTP Server1508 Windows 2000, 
XP 

WebForum Server 1.0, 1.5, 1.6 WebForum Server Unauthorized 
Administrative Access 

High CyberNotes-2003-19 

Mini HTTP Server1509 Multiple WebForum Server 1.5 WebForums Code Execution High CyberNotes-2003-21 
Mini HTTP Server1510 Multiple WebForum Server 1.0 WebForums Remote Directory 

Traversal 
Medium CyberNotes-2003-13 

Mini HTTP Server1511 Windows 2000, 
XP 

WebForum Server 1.5 WebForums Server Default 
Password 

High CyberNotes-2003-19 

Mini HTTP Server1512 Windows 2000, 
XP 

File-Sharing for NET 1.5 
WebForum Server 1.5 

WebForums/ File-Sharing for 
NET Servers Directory Traversal 

Medium CyberNotes-2003-19 

Mini HTTP Server 1513 Windows 2000, 
XP 

File Sharing for Net 1.5 File Sharing for Net Directory 
Traversal  

Medium CyberNotes-2003-18 

Miquel van 
Smoorenburg1514, 1515 

 

Conectiva issues 
advisory1516 

Unix Cistron Radius 1.6.4-1.6.6 Cistron RADIUS Buffer 
Overflow  NAS-Port Attribute 

High CyberNotes-2003-13 
CyberNotes-2003-14 

Mirabilis1517 Windows ICQ Lite Build 1150 ICQ Lite Insecure Folder 
Permissions 

Medium CyberNotes-2003-12 

Mirabilis1518 Windows ICQ 2003 a Build 3800, 3799, 3777 ICQ Password Bypass Medium CyberNotes-2003-14 
Mirabilis1519 Windows 

95/98/ME/ NT 
4.0/2000, XP 

ICQ Pro 2003a & prior  Mirabilis ICQ Multiple 
Vulnerabilities 

 
CVE Names: CAN-2003-0235,  

CAN-2003-0236,  
CAN-2003-0237, 
CAN-2003-0238,  
CAN-2003-0239 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-10 

Mirko De Grandis1520 Unix WSMP3 .7-.10 WSMP3 Request Data Buffer 
Overflow 

High CyberNotes-2003-11 

Mirko De Grandis 1521 Unix WSMP3 .1-.10 WSMP3 Directory Traversal & 
Remote Command Execution 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-11 

MIT1522 Unix Kerberos 5 1.2.1, 1.2.2 Kerberos / Key Distribution 
Center Shared Key User Spoofing 

Medium CyberNotes-2003-03 

MIT1523 
 
Vendors issue 
updates1524, 1525 

Unix Kerberos 5 1.2.1-1.2.4 Kerberos Key Distribution 
Center Vulnerabilities 

 
CVE Names:  CAN-2002-0036, 

CAN-2003-0060 

 Low/ High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-03 
CyberNotes-2003-07 

MIT1526 
 
Vendors issue 
updates1527, 1528 

Unix Kerberos 4 Protocol Multiple Cryptographic 
Weaknesses in Kerberos 4 

 
 

Low/ Medium/High 
 

(Low if a DoS, 
Medium is sensitive 
information can be 
obtained, and High 

if a root 
compromise) 

CyberNotes-2003-06 
CyberNotes-2003-07 

MIT1529 
 
Patch now 
available1530 

Unix PGP Public Key Server 0.9.2, 
0.9.4 

PGP Public Key Server Remote    
Buffer Overflow 

Medium CyberNotes-2003-05 

MIT1531, 1532, 1533, 1534, 

1535 

 

More upgrades 
issued1536 

Unix Kerberos 5 1.0, 1.0.6, 1.1, 1.1.1, 
1.2-1.2.7, 1.3 -alpha1 

Kerberos 5 Principal Name 
Buffer Overflows 

 
CVE Names: CAN-2003-0072, 

CAN-2003-0082 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 
CyberNotes-2003-10 

Mldonkey1537 Unix, 
MacOS X 

Mldonkey 2.5-4 Mldonkey Cross-Site Scripting High CyberNotes-2003-23 
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mnoGo Search1538 
 
Conectiva issues 
upgrade1539 

Windows, 
Unix 

mnoGo Search 3.2.10, 3.1.20 MNOGo Search ‘ul’ & ‘tmplt’ 
Parameters Buffer Overflows 

High CyberNotes-2003-12 
CyberNotes-2003-16 

Mobydisk1540 Windows NT Moby Netsuite 1.0, 1.2 NetSuite HTTP Server Directory 
Traversal 

Medium CyberNotes-2003-15 

mod_ auth_any1541 
 
Sun issues patch1542 

Unix mod_auth_any 1.2.2 Apache Mod_Auth_ Any 
Remote Command Execution 

 
CVE Name: CAN-2003-0084 

High CyberNotes-2003-09 
CyberNotes-2003-11 

mod_ security1543 Unix mod_ security 1.7, 1.7.1 Mod_Security Buffer Overflow High CyberNotes-2003-22 
mod_ntlm1544 Unix mod_ntlm 0.1-0.4, mod_ntlm2 0.1 Mod_NTLM Authorization 

Buffer Overflow & Format String 
High CyberNotes-2003-09 

Moin Moin1545 Multiple Moin Moin 0.1-0.3, 0.7-0.11, 1.0 MoinMoin Cross-Site Scripting High CyberNotes-2003-25 
Mollensoft 
Software1546 

Windows NT 
4.0/2000 

Enceladus Server Suite 3.9 Enceladus Server Suite 
Information Disclosure 

Medium CyberNotes-2003-03 

Mollensoft 
Software1547 

Windows Enceladus Server Suite 2.6.1, 3.9, 
3.9.11 

Enceladus Server Suite Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 

Mollensoft 
Software1548 

Windows 
95/98/NT 
4.0/2000 

Hyperion FTP Server 2.8.11 Hyperion FTP Server Buffer 
Overflow 

High CyberNotes-2003-01 

Mollensoft 
Software1549 

Windows Hyperion FTP Server 2.7, 2.8.11, 
3.0 

Hyperion FTP Server MKDIR 
Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-08 

Mollensoft 
Software1550 

Windows 
95/98/NT 
4.0/2000 

Hyperion FTP Server 3.0 Hyperion FTP Server USER 
Command Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-08 

Mollensoft 
Software1551 

Windows Enceladus Server Suite 3.9.11,  
Hyperion FTP Server 3.5.2 

Hyperion FTP/Enceladus Server 
Suite Multiple Remote Heap 

Corruption 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 

Mondo Soft1552 Multiple Mondo Search 4.4, 5.0, 5.1 MondoSearch Access Validation 
Error 

Medium CyberNotes-2003-19 

Mondo Soft1553 Windows NT 
4.0/2000 

Mondo Search 4.4, 5.0, 5.1 MondoSearch MsmSetup.exe 
Remote Code Execution 

High CyberNotes-2003-20 

Monkey1554 Unix Monkey HTTP Daemon 0.1.4, 
0.4-0.4.2, 0.5, 0.5.1, 0.6-0.6.3, 0.7 
.0, 0.7.1 

HTTP Cross-Site Scripting Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

Monkey1555 Unix Monkey HTTP Daemon 0.4-0.6.1 Monkey PostMethod() Buffer 
Overflow 

High CyberNotes-2003-09 

monopd1556 Unix monopd 0.5.0, 0.6.0, 0.6.1 monopd Remote Buffer Overflow High CyberNotes-2003-01 
more groupware1557 Windows, Unix moregroupware 0.6.7 MoreGroup Ware  

Multiple Cross-Site Scripting 
High CyberNotes-2003-14 

more groupware1558 Windows, Unix moregroupware 0.6.8 MoreGroup Ware  
Remote File Include 

High CyberNotes-2003-15 

more groupware 1559 Windows, Unix moregroupware 0.6.7 MoreGroup Ware Arbitrary File 
Upload 

Medium CyberNotes-2003-14 

Mozart1560 Unix Mozart 1.2.3, 1.2.5 Mozart Mailcap Configuration  High CyberNotes-2003-14 
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Mozilla1561 
 
Debian releases 
upgrades1562 

Unix Bonsai 1.3 Bonsai Multiple Cross Site 
Scripting & Path Disclosure 

Vulnerabilities 
 

CVE Names: CAN-2003-0153, 
CAN-2003-0154 

Medium/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-07 

Mozilla1563 Unix Bugzilla 2.16- 2.17.1, 2.17.3 Bugzilla Graph HTML Injection 
& Cross-Site Scripting 

High CyberNotes-2003-09 

Mozilla1564 
 
Conectiva issues 
advisory1565 

Unix Bugzilla 2.10, 2.12, 2.14- 2.14.5, 
2.16- 2.16.2, 2.17, 2.17.1, 2.17.3 

Bugzilla Insecure Temporary 
File Handling 

Medium CyberNotes-2003-09 
CyberNotes-2003-11 

Mozilla1566 Unix Bugzilla 2.17.5 Bugzilla JavaScript Buglists 
Remote Information Disclosure 

Medium CyberNotes-2003-23 

Mozilla1567 
 
Debian issues 
advisory1568 

Unix Bugzilla 2.14- 2.14.4, 2.16, 2.16.1, 
2.17, 2.17.1 

Bugzilla LocalConfig Backup 
File & Data Mining 

 
CVE Names: CAN-2003-0012, 

CAN-2003-0013 
  

Medium CyberNotes-2003-01 
CyberNotes-2003-02 

Mozilla1569 Windows, Unix ChatZilla Remote Denial of Service ChatZilla Remote Denial of 
Service 

Low CyberNotes-2003-19 

Mozilla1570 Unix Bonsai 1.3 Mozilla Bonsai  Multiple Remote 
Vulnerabilities 

 
CVE Names: CAN-2003-0152, 

CAN-2003-0155 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 

Mozilla1571 
 
Conectiva releases 
patch1572 

Multiple Mozilla Browser 0.9.7-1.0; 
Galeon Browser 1.2.4-1.2.6 

Mozilla Multiple Vulnerabilities Low/ Medium/High 
 

(Low if a Denial of 
Service, Medium if 

sensitive 
information is 

obtained and High 
if arbitrary code 
can be executed) 

CyberNotes-2003-04 

Mozilla1573 
 
Conectiva releases 
patch1574 

Windows 
95/98/ME/ NT 
4.0/2000, XP, 
MacOS 9.0/ 
9.0.4/ 9.1/ 9.2/ 
9.2.1/9.2.2, 
MacOS X 10.x, 
BeOS 5.0,  
Unix 

Mozilla Browser 0.9.3-0.9.9, 1.0, 
1.0.1, 1.1; Galeon Browser 
1.2.4-1.2.6 

Mozilla OnUnload Referer 
Information Leakage 

 
CVE Name: CAN-2002-1126 

Medium CyberNotes-2003-04 

Mozilla1575 Windows 
95/98/ME/ NT 
4.0, 
MacOS X 
9.x,10.x,  
Unix 

Mozilla Browser 0.9.3, 0.9.4.1, 
0.9.4, 0.9.35, 0.9.48, 1.4, 1.4 a & b, 
1.5 

Mozilla Remote Buffer Overflow 
& Denial of Service 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-24 

Mozilla1576, 1577 Unix Bugzilla 2.4, 2.6, 2.8, 2.10, 2.12, 
2.14- 2.14.5, 2.16- 2.16.3, 2.17.1, 
2.17.3, 2.17.4 

Bugzilla Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-23 

MPCSoftWeb1578 Windows Guest Book 1.0 MPCSoftWeb Guest Book HTML 
Injection & Information 

Disclosure 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-09 
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mpg1231579 
 
Conectiva issues 
advisory1580 

Unix mpg123 0.59s, 0.59r MPG123 Remote Buffer 
Overflow 

 
CVE Name: CAN-2003-0577 

High CyberNotes-2003-20 
CyberNotes-2003-23 

mpg1231581 Unix mpg123 pre0.59s, 0.59 r mpg123 Zero Bitrate High CyberNotes-2003-02 
mpg123. de1582 Unix mpg123 pre0.59s mpg123 Memory Corruption High CyberNotes-2003-02 
MPlayer1583 
 
Conevtiva issues 
advisory1584 

Unix MPlayer 0.9 0rc4, 9.1, 0.90 rc 
series, 0.90 pre series, 0.90, 0.91, 
9.2, 1.0 pre1 

MPlayer Remote Buffer 
Overflow 

 
CVE Name: CAN-2003-0835 

High CyberNotes-2003-20 
CyberNotes-2003-21 

MPM1585 Unix MPM Guestbook 1.2 MPM Guestbook Cross-Site 
Scripting 

High CyberNotes-2003-23 

MRV 
Communications, 
Inc.1586 
 
Vendor’s response1587 

Multiple OptiSwitch 800, 400 OptiSwitch 400/800 
Unauthorized Remote Root 

Access 

High CyberNotes-2003-13 
CyberNotes-2003-14 

M-Tech Information 
Technology 1588 

Windows NT 
4.0/2000 

P-Synch 6.2.5 M-TECH P-Synch Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

Multiple Vendors1589 
 
Patch now 
available1590 

Unix HP HP-UX 10.20, 10.24, 10.26, 
10.30, 10.34, 11.04, 11.0, 11.11, 
11.20, 11.22; IBM AIX 4.3-4.3.3, 
5.1, 5.2; SGI IRIX 5.0, 5.0.1, 5.1, 
5.1.1, 5.2, 5.3, 6.0, 6.0.1, 
6.1-6.5.19, 6.5.2 m- 6.5.18 m, 6.5.2 
f- 6.5.18 f; Sun Solaris 2.5.1, 
2.5.1_x86, 2.6, 2.6_x86, 7.0, 
7.0_x86, 8.0, 8.0_x86, 9.0, 9.0_x86 

DTTerm Window Title 
Reporting Escape Sequence 

Command 
 

CVE Name: 
CAN-2003-0064 

High CyberNotes-2003-05 
CyberNotes-2003-12 

Multiple Vendors1591 Windows 
95/98/ME/ NT 
4.0/2000, XP 

Grokster Grokster 1.3, 1.3.3; 
iMesh.Com iMesh 1.0 2 & 
previous, 3.1; KaZaA KaZaA 
Media Desktop 1.3-1.3.2, 1.6.1, 
2.0, 2.0.2; Music City Networks 
Morpheus 1.3, 1.3.3, 1.9 

FastTrack P2P Supernode Packet 
Handler Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-11 

Multiple Vendors1592 Windows NT 
4.0/2000, Unix 

Borland/ Inprise Interbase 6.0; 
Firebird Firebird 1.0.2, 1.0.0 

Firebird & Interbase Environment 
Variable Buffer Overflow 

High CyberNotes-2003-10 

Multiple Vendors1593 Unix GNU gzip 1.2.4a, 1.2.4, 1.3, 1.3.2 GNU gzexe Escalated Privileges Medium CyberNotes-2003-12 
Multiple Vendors1594 
 
More advisories 
issued1595, 1596, 1597 

Unix GNU Zebra 0.91a, 0.92a, 0.93b, 
0.93a; Quagga Routing Software 
Suite 0.96.2,  0.96.3 

GNU Zebra / Quagga Remote  
Denial of Service 

 
CVE Name: CAN-2003-0795 

Low CyberNotes-2003-23 
CyberNotes-2003-24 

Multiple Vendors1598 Multiple Exploit Labs Wood's Infinity Scan 
EZ 3.69; The Infinity Project 
Infinity CGI Exploit Scanner 3.11 
Beta 

Infinity CGI Exploit Scanner 
Multiple Vulnerabilities 

High CyberNotes-2003-13 

Multiple Vendors1599 Unix Dug Song dsniff 2.3; Rafal 
Wojtczuk Libnids 1.11-1.14, 1.16, 
1.17 

Libnids TCP Packet Reassemble 
Remote Buffer Overflow 

 
CVE Name: CAN-2003-0850 

High CyberNotes-2003-22 

Multiple Vendors1600 
 
Engarde issues 
patch1601 

Unix Linux kernel 2.2-2.2.25, 2.4.1- 
2.4.21 

Linux /proc Filesystem 
Information Disclosure 

Medium CyberNotes-2003-13 
CyberNotes-2003-16 

Multiple Vendors1602 Unix Linux kernel 2.4-2.4.21 Linux 2.4 Kernel execve() System 
Call Race Condition 

Medium CyberNotes-2003-14 
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Multiple Vendors1603 
 
Vendors issues 
updates 1604, 1605 

 

Conectiva issues 
another advisory1606 

Unix Linux kernel 2.4.0-test1- 2.4.0-
test12, 2.4-2.4.17, 2.4.18, 2.4.18 
x86, 2.4.18 pre-1- 2.4.18 pre-8, 
2.4.19, 2.4.19 -pre1- 2.4.19 pre6, 
2.4.20, 2.4.21, 2.4.21 pre1, 2.4.21 
pre4 

Linux Kernel 2.4 ‘nfsexdr.c’ 
Remote Denial of Service 

 
CVE Name: CAN-2003-0619 

Low CyberNotes-2003-16 
CyberNotes-2003-18 
CyberNotes-2003-25 

Multiple Vendors1607 
 
More Vendors release 
advisories1608, 1609 

Unix Linux kernel 2.4.1- 2.4.18 Linux Kernel 2.4 System Call 
TF Flag Denial of Service 

Low CyberNotes-2003-03 

Multiple Vendors1610 Unix Linux kernel 2.4.0-test1-test12, 
2.4-2.4.22 

Linux Kernel Memory Disclosure 
 
 

Medium CyberNotes-2003-25 

Multiple Vendors1611 Multiple D-Link DI-614+; Longshine 
Technologies LCS-883R-AC-B 

Longshine Wireless Access Point 
Devices Information Disclosure 

High CyberNotes-2003-01 

Multiple Vendors1612 Windows NT 
4.0/2000 

Microsoft URLScan 2.5; 
RSA Security SecurID 5.0 

Microsoft URLScan / RSA 
Security SecurID Configuration 

Enumeration 

Medium CyberNotes-2003-17 

Multiple Vendors1613 Windows 
95/98/ME/ NT 
4.0/2000, XP, 
2003 
Unix 

Mozilla Browser 1.0, RC1&RC2, 
1.0.1, 1.1-1.2.1, 1.3, 1.3.1; 
Netscape Communicator 7.0-7.02, 
4.0, 4.5-4.79; Opera Software 
Opera Web Browser 6.0, Win32, 
6.0.1, Win32, Linux, 6.0.2-6.0.5 
Win32, Linux, 7.0-7.0.3 Win32, 
7.10, 7.11 

Multiple Browser Cross-Platform High CyberNotes-2003-12 

Multiple Vendors1614 Windows 
95/98/ME/ NT 
4.0/2000, 2003, 
XP 

Microsoft Internet Explorer 5.0, 
5.0.1, SP1-SP3, 5.5, SP1 & SP2, 
6.0, SP1, Outlook Express 4.0, 4.0 
1 SP2, 4.27.3110, 4.72.2106, 
4.72.3120, 4.72.3612, 5.0 1, 5.0, 
5.5, 6.0, XP; Mozilla Browser 1.2.1 

Multiple Browser URI Spoofing Medium CyberNotes-2003-25 

Multiple Vendors1615 Unix NcFTP Software NcFTPD 2.7.1; 
ProFTPD Project ProFTPD 1.2.7 

Multiple FTP Server Virtual User 
File Removal 

Medium CyberNotes-2003-02 

Multiple Vendors1616 Multiple Microsoft Outlook Express 6.0; 
Mozilla Browser 1.3, 1.4a;                 
Qualcomm Eudora 5.2.1;                
Sylpheed Sylpheed 0.8.11;                 
University of Washing-ton IMAP 
2002b, Pine 4.53; 
Ximian Evolution 1.2.4 

Multiple IMAP Client Integer 
Overflow 

High CyberNotes-2003-11 

Multiple Vendors1617 
 
Exploit script 
published and more 
upgrades issued1618, 

1619, 1620 

 

More advisories 
issued1621, 1622, 1623 

 

Conectiva issues 
another advisory1624 

Unix Linux kernel 2.4.0-test1- 2.4.0-
test12, 2.4- 2.4.17, 2.4.18, 2.4.18 
x86, 2.4.18 pre-1-2.4.18  pre-8, 
2.4.19, 2.4.19 -pre1- 2.4.19 –pre6, 
2.4.20, 2.4.21, 2.4.21 pre1, 2.4.21 
pre4 

Multiple Linux 2.4 Kernel 
Vulnerabilities 

 
CVE Names: CAN-2003-0461, 

CAN-2003-0462, 
CAN-2003-0464,  
CAN-2003-0476, 
CAN-2003-0501,  
CAN-2003-0550, 
CAN-2003-0551, 
CAN-2003-0552 

Low/ Medium 
  

(Medium if sensitive 
information can be 

obtained or elevated 
privileges are 

obtained) 

CyberNotes-2003-15 
CyberNotes-2003-16 
CyberNotes-2003-17 
CyberNotes-2003-25 

Multiple Vendors1625 Unix Erik Troan tmpwatch 2.8, 2.8.1, 
2.8.3, 2.8.3; Stanislav Shalunov 
stmpclean 0.1 

Multiple mkstemp() Security 
Problems  

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 
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Multiple Vendors1626 MacOS X 10.x, 
Unix 

OpenSSL 0.9.x Multiple Remote 
OpenSSL ASN.1 Parsing 

 
CVE Names: CAN-2003-0543,   

CAN-2003-0544, 
CAN-2003-0545 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-20 

Multiple Vendors1627 Windows 2000,  
Unix 

Cisco WebNS 5.0.3, 5.0.0.1.05, 7.1 
0.1.02; ISC BIND 9.1-9.1.3, 
9.2.0-9.2.2; Microsoft Windows 
2000 Advanced Server, SP1-SP3,  
2000 Datacenter Server, SP1-SP3, 
2000 Server, 2000 Server 

Multiple Vender Name Server 
NXDomain Remote 

Denial of Service 

Low CyberNotes-2003-09 

Multiple Vendors1628 Windows, 
Unix 

Apache Software Foundation Axis 
1.0, 1.1 beta,  Xerces C++ 2.1 .0, 
Perl 1.7.0-1,  Xerces2 Java Parser 
2.0.2, 2.1.0, 2.2.0, 2.2.1; IBM 
Websphere Application Server 2.0, 
3.0.2.2- 3.0.2.4, 3.0, 3.0.2, 3.0.2.1, 
3.5, 3.5.1-3.5.3, 4.0.3; Sun ONE 
Web Server 4.1, 4.1  SP10 & SP11, 
6.0, 6.0 SP1-SP4; Sybase 
Enterprise Application Server 
4.1-4.1.3; The Expat Developers 
Expat 1.95.1, 1.95.2, 1.95.4 

Multiple Vendor  
XML Parser Remote Denial of 

Service 

Low CyberNotes-2003-01 

Multiple Vendors1629 Multiple Mozilla Browser 1.2 Alpha, 1.2.1; 
Netscape Navigator 7.0 2; 
Opera Software Opera Web 
Browser 7.0 win32, 7.0 1win32- 
7.0 3win32  

Multiple Vendor  
Web Browser JavaScript Denial 

of Service 

Low CyberNotes-2003-07 

Multiple Vendors1630 Unix GNOME Balsa 2.0.6, 2.0.10; 
Mutt Mutt 1.2-1, 1.2.5, 1.3.12, 
1.3.16, 1.3.17, 1.3.22, 1.3.24, 
1.3.25, 1.3.27, 1.3.28, 1.4.0, 1.4.1; 
University of Washing-ton Pine 
4.30, 4.33, 4.44, 4.52, 4.53 

Multiple Vendor  
IMAP Client Mailbox Size  

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-10 

Multiple Vendors1631 Windows, 
Unix 

Aladdin Systems Inc. ZipMagic 
4.0; GNU cpio 2.5; PKWare PKZip 
5.0, 5.0 0.01; RARLAB WinRar 
3.0; Speed project peedCommander 
8.1, 9.0, Squeez 4.0, 4.1; WinZip 
WinZip 7.0, 8.0, 8.1 

Multiple Vendor .Tar Archive 
Pathname 

high CyberNotes-2003-01 

Multiple Vendors1632 Unix Debian Linux 3.0 ia-32 Multiple Vendor 802.11b 
Authentication-Failed Denial of 

Service 

Low CyberNotes-2003-06 

Multiple Vendors1633 Multiple Compaq 686T2 v08.22. 1999; 
Dell Latitude CPx H* revision 
A09, CPi A* revision A15; 
IBM ThinkPad X IZET9AWW 
2.22; Phoenix Technologies BIOS 
R0217U0; SystemSoft BIOS 
R1.04; Toshiba Satellite 1410-303 
1.20 

Multiple Vendor BIOS 
SYSENTER Denial of Service 

Low CyberNotes-2003-16 

Multiple Vendors1634 Multiple Ericsson T610, T68, T68I; 
Nokia 6310I, 7650 

Multiple Vendor Bluetooth 
Device Information Disclosure 

Medium CyberNotes-2003-23 

Multiple Vendors1635 Windows 2000, 
Unix 

ISC BIND 9.1-9.1.3, 9.2.0-9.2.2; 
Microsoft Windows 2000 
Advanced Server, SP1-SP3, 2000 
Datacenter Server, SP1-SP3, 2000 
Server, SP1-SP3 

Multiple Vendor DNS Denial Of 
Service 

Low CyberNotes-2003-07 

Multiple Vendors1636 Windows Deerfield VisNetic FTPServer 2.0; 
South River Technologies Titan 
FTP Server 2.02 

Multiple Vendor FTP Server  
Directory Traversal 

Medium CyberNotes-2003-11 
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Multiple Vendors1637 Unix FreeBSD 4.0-4.7; Linux kernel 
2.2-2.2.25, 2.4-2.4.20 
 

Multiple Vendor I/O System Call 
File Existence 

Medium CyberNotes-2003-08 

Multiple Vendors1638 Unix FreeBSD 2.2 Multiple Vendor LPRM Local 
Buffer Overflow 

High CyberNotes-2003-06 

Multiple Vendors1639 Windows 
95/98/ME/ NT 
4.0/2000, XP 

Go2Call Cash Calling; 
Net2Phone Net2Phone Dialer ; 
Yahoo! Messenger 4.0, 5.0, 
5.0.1232, 5.0.1065, 5.0.1046, 5.5 

Multiple Vendor PC2Phone 
Software Remote  
Denial of Service 

Low CyberNotes-2003-18 

Multiple Vendors1640 Multiple Hitachi Groupmax Mail - Security 
Option 6.0, Hitachi PKI Runtime 
Library 

Multiple Vendor S/MIME ASN.1 
Parsing  

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-23 

Multiple Vendors1641 
 
Mandrake issues 
upgrade1642 

Unix RedHat Linux 7.2, 7.2 ia64, 7.3, 
8.0 

Multiple Vendor useradd 
Insecure Mail Spool 

Permissions 
 

CVE Name: CAN-2002-1509 

Medium CyberNotes-2003-04 
CyberNotes-2003-05 

Multiple Vendors1643 Unix Olaf Titz CIPE 1.0.1, 1.1-1.3, 1.4.5, 
1.4.6,  1.5.2-1.5.4; tinc 1.0 
pre3-pre5, 1.0, 1.0.1; 
VTun 2.0-2.6 

Multiple Vendor VPN 
Implementation Vulnerabilities 

Medium CyberNotes-2003-20 

Multiple Vendors1644 Multiple Galeon Galeon Browser 1.2.6; 
Mozilla Browser 1.0.1, 1.1; 
Netscape Navigator 6.0, 7.0 

Netscape Style Sheet  
Denial of Service 

Low CyberNotes-2003-05 

Multiple Vendors1645 Unix Systems running versions of 
OpenSSH prior to 3.7.1, Systems 
that use or derive code from 
vulnerable versions of OpenSSH  

OpenSSH Buffer Mismanagement 
Vulnerabilities 

 
CVE Name: CAN-2003-0693 

High CyberNotes-2003-19 

Multiple Vendors1646 Unix Conectiva Linux 3.0-8.0; 
Debian Linux 2.0-3.0; FreeBSD 5.0 
& prior; Mandrake Corporate 
Server 1.0.1, 2.1, Linux 6.0-9.0, 
Multi Network Firewall 8.2, Single 
Network Firewall 7.2; NetBSD 
1.0-1.6.1; OpenBSD 2.0-3.2; 
RedHat Linux 2.0, 2.1, 3.0.3, 
4.0-8.0, 9.0 i386; SuSE Linux 
4.2-8.2, Linux Admin-CD for 
Firewall, Connectivity Server, 
Database Server, Enterprise Server 
7, S/390; Slackware Linux 2.0, 
2.0.35, 2.1-8.1; Sun Solaris 2.5, 
_x86, 2.5.1, _x86, ppc, 2.6, sparc, 
x86, 7.0-9.0, _x86 

PAM Authentication Timing 
Information Leakage 

Medium CyberNotes-2003-08 

Multiple Vendors1647 Unix SendMail Pro (all versions), 
SendMail Switch 2.1 prior to 2.1.5,  
Switch 2.2 prior to 2.2.5,  Switch 
3.0 prior to 3.0.3, SendMail for NT 
2.X prior to 2.6.2, 3.0 prior to 
3.0.3, Systems running open-source 
SendMail versions prior to 8.12.8, 
including UNIX and Linux systems 

 SendMail Header Processing 
Buffer Overflow 

 
CVE Name: CAN-2002-1337 

High CyberNotes-2003-05 

Multiple Vendors1648 Unix Caldera UnixWare 7, 7.1.0, 7.1.1, 
7.1.3; IBM AIX 4.0, 4.1-4.1.5, 4.2, 
4.2.1, 4.3- 4.3.3, 5.1 L, 5.1, 5.2; 
SCO Open UNIX 8.0, UnixWare 
7.0, 7.0.1, 7.1, 7.1.1, 7.1.3; 
Sun Solaris 2.5.1, 2.5.1_x86, 
2.5.1_ppc, 2.6, 2.6_x86, 7.0, 
7.0_x86, 8.0, _x86, 9.0, _x86, 
9.0_x86 Update 2, HP Tru64 UNIX 
4.x, 5.x, HP-UX 10.x, 11.x 

Solaris dtsession HOME Buffer 
Overflow 

 
CVE Name: CAN-2003-0092 

High CyberNotes-2003-07 
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Multiple Vendors1649 Unix Double Precision Incorporated 
Courier MTA 0.37.3, 0.38.1, 0.40, 
0.40.1; Inter7 SqWeb Mail 3.4.1, 
3.5.0-3.5.3, 3.6.0, 3.6.1 
 

SqWebMail Session Hijacking Medium CyberNotes-2003-24 

Multiple Vendors1650 Unix RedHat kernel-utils-2.4-8.13.i386. 
rpm; User-Mode Linux uml_ 
utilities 

UML_NET Integer 
Mismanagement Code Execution 

High CyberNotes-2003-11 

Multiple Vendors1651 Unix FreeBSD FreeBSD 2.2-2.2.6, 2.2.8, 
3.0-3.5.1, 4.0-4.8, 5.0, 5.1; 
Linux kernel 2.0-2.0.39, 2.2-2.2.25, 
2.4-2.4.21; NetBSD NetBSD 
1.0-1.2.1, 1.3-1.3.3, 1.4-1.4.3, 
1.5-1.5.3, 1.6, 1.6.1; OpenBSD 
OpenBSD 2.0-2.9, 3.0-3.3 

Unix/Linux Keystroke 
Information Disclosure 

Medium CyberNotes-2003-17 

Multiple Vendors 1652 
 
New exploit script 
published1653 
 
Opera 7.11 also 
vulnerable1654 

Windows, 
Unix 

IBM JDK 1.3.1; Sun JRE (Linux, 
Solaris, Windows Production 
Release) 1.3.1- 1.3.1_07, 1.4- 
1.4.0_03, 1.4.1, 1.4.1_01, Sun 
SDK (Linux, Solaris, Windows 
Production Release) 1.3.1- 
1.3.1_07, 1.4- 1.4.0_03, 1.4.1, 
1.4.1_01; Opera 7.11j 

Multiple Vendor Java Virtual 
Machine java.util.zip Null 

Value Denial of Service 

Low CyberNotes-2003-06 
CyberNotes-2003-09 
CyberNotes-2003-10 

Multiple Vendors 1655 
 
RedHat releases 
patches1656 

Windows 2000, 
Unix 

FreeBSD 4.2-4.7; Linux kernel 
2.4.1- 2.4.20; Microsoft Windows 
2000 Advanced Server, SP1-SP2, 
2000 Datacenter Server, 
SP1-SP2, 2000 Professional, 
SP1-SP2, 2000 Server, SP1-SP2, 
2000 Terminal Services, 
SP1-SP2; NetBSD NetBSD 1.5- 
1.5.3, 1.6 

Multiple Vendor Network 
Device Driver Frame Padding 

Information Disclosure 
 

CVE Name: CAN-2003-0001 

Medium CyberNotes-2003-01 
CyberNotes-2003-03 

Multiple Vendors 1657 
 
Conectiva releases 
patch1658 

Windows 
95/98/ME/ NT 
4.0/2000, XP, 
MacOS 
9.0/9.0.4/ 
9.1/9.2/9.2.1 
MacOS X 10.x,  
Unix, 
BeOS 5.0 

Mozilla Browser 0.9.5-0.9.9, 1.0; 
Netscape 6.2-6.2.3; Opera 
Software Opera Web Browser 
5.12. 6.0, 6.0.1; Galeon Browser 
1.2.4-1.2.6 

Multiple Vendor Zero Width 
GIF Image Files 

Low/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-04 

Multiple Vendors 1659 
 
Ingate releases 
upgrade1660 

Unix Linux kernel 2.4.20, 2.4.21,  pre7, 
pre4, pre1 

Netfilter NAT Remote  
Denial of Service 

 
CVE Name: CAN-2003-0467 

Low CyberNotes-2003-16 
CyberNotes-2003-20 

Multiple Vendors 1661 
 
RedHat issues 
advisory1662 

Unix Linux kernel 2.4.20 Netfilter Connection Tracking 
Remote Denial of Service 

 
CVE Name: CAN-2003-0187 

Low CyberNotes-2003-16 
CyberNotes-2003-19 
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Multiple Vendors 1663 
 
More vendors issue 
advisories1664, 1665, 1666 

 

Turbo Linux issues 
advisory1667 

Unix GNU glibc 2.3.2, Zebra 0.91a, 
0.92a, 0.93b, 0.93a; Quagga 
Routing Software Suite 0.96.2; 
RedHat Advanced Workstation 
for the Itanium Processor 2.1, 
Enterprise Linux WS 2.1 IA64, 
WS 2.1, ES 3, ES 2.1 IA64, ES 
2.1, AS 3, AS 2.1 IA64, AS 2.1 

Spoofed Kernel Netlink 
Interface Message Denial of 

Service 
 

CVE Name: CAN-2003-0859 

Low CyberNotes-2003-23 
CyberNotes-2003-24 
CyberNotes-2003-25 

Multiple Vendors 1668, 

1669 
 
More advisories 
issued1670, 1671 

Unix Apache Software Foundation 
Apache 2.0.37- 2.0.45; RedHat 
httpd-2.0.40-21.i386. rpm, 40-
8.i386. rpm, httpd-devel-2.0.40-
21.i386. rpm, 2.0.40-8.i386. rpm, 
httpd-manual-2.0.40-21.i386. 
rpm, 2.0.40-8.i386. rpm, mod_ssl-
2.0.40-21.i386. rpm, 2.0.40-
8.i386.rpm 

Apache Basic Authentication 
Module Denial of Service 

 
CVE Name: CAN-2003-0189 

Low CyberNotes-2003-11 
CyberNotes-2003-12 
CyberNotes-2003-13 

Multiple Vendors 1672, 

1673 

Exploit script 
published & more 
advisories issued1674, 

1675, 1676, 1677 

 

More advisories 
issued1678, 1679 

 

Turbo Linux issues 
advisory1680 

Unix GNU fileutils 4.0, 4.0.36, 4.1, 
4.1.6, 4.17; Washing-ton 
University wu-ftpd 2.4.1, 2.4.2 
academ BETA1-15, BETA-18, 
2.4.2 VR10 -VR17, 2.5.0, 
2.6.0-2.6.2 

Coreutils LS Width Argument 
Remote Denial of Service 

 
CVE Name: CAN-2003-0853 

Low CyberNotes-2003-22 
CyberNotes-2003-23 
CyberNotes-2003-24 
CyberNotes-2003-25 

Multiple Vendors 1681, 

1682 

 

Mandrake issued 
advisory1683 

Unix GNU gzip 1.2.4 a, 1.2.4, 1.3, 1.3.2, 
1.3.3, 1.3.5 

GZip ZNew Insecure 
Temporary File Creation  

 
CVE Name: CAN-2003-0367 

Medium CyberNotes-2003-12 
CyberNotes-2003-13 

Multiple Vendors 1684, 

1685 

 
More vendors release 
upgrades1686, 1687, 1688 

Unix Linux kernel 2.2.1- 2.2.23 Linux Kernel Denial of Service 
 

CVE Name: CAN-2002-1380 

Low CyberNotes-2003-01 
CyberNotes-2003-07 

Multiple Vendors 1689, 

1690 

 

SGI re-releases 
bulletin1691 
 
Sun releases 
patches1692 

Mac OS X 
10.X, 
Unix 

Apple MacOS X 10.0- 10.0.4, 
10.1- 10.1.5, 10.2 (Jaguar),  
10.2.1, MacOS X Server 10.0, 
10.2- 10.2.1; GNU glibc 2.0-2.0.6, 
2.1,  2.1.1-6, 2.1.1- 2.1.3, 2.1.3-10, 
2.2-2.2.5, 2.3, 2.3.1; SGI IRIX 
6.5-6.5.13, 6.5.14 m- 6.5.17 m, 
6.5.14 f- 6.5.14 m; SGI IRIX 
6.5-6.5.13, 6.5.14 m- 6.5.17 m, 
6.5.14 f- 
6.5.14 m 

Multiple Vendor Sun RPC LibC 
Remote Denial of Service 

 
CVE Name: CAN-2002-1265 

Low CyberNotes-2003-02 
CyberNotes-2003-05 

Multiple Vendors 1693, 

1694 

 

VMWare issues 
upgrade1695 

Unix OpenSSL Project OpenSSL 
0.9.6- 0.9.6e; EnGarde Secure 
Community 1.0.1, Secure 
Professional 1.1, 1.2; Red Hat 
Linux 7.1, 7.1 for iSeries, 7.1 for 
pSeries, 7.2, 7.3, 8.0 

OpenSSL SSLv2 
Client_Master_Key Remote 

Denial of Service 

Low CyberNotes-2003-21 
CyberNotes-2003-22 

Multiple Vendors 
16961697, 1698 

 

More advisories 
issued1699, 1700 

Multiple Apache Software Foundation 
Apache 2.0.37- 2.0.45; 
RedHat httpd-2.0.40-21.i386. 
rpm, 40-8.i386. rpm, httpd-devel-
2.0.40-21.i386. rpm, 2.0.40-8.i386. 
rpm, httpd-manual-2.0.40-
21.i386. rpm, 2.0.40-8.i386. rpm, 
mod_ssl-2.0.40-21.i386. rpm, 
2.0.40-8.i386.rpm 

Apache APR_PSPrintf Memory 
Corruption 

 
CVE Name: CAN-2003-0245 

High CyberNotes-2003-11 
CyberNotes-2003-13 
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Multiple Vendors 1701, 

1702, 

 

RedHat issues 
another advisory1703 
 
Conectiva issues 
advisory1704 

Unix Linux kernel 2.4.0-test1- test12, 
2.4-2.4.20 

Linux Kernel Excessive Traffic 
Remote Denial of Service 

 
CVE Name: CAN-2003-0364 

Low CyberNotes-2003-12 
CyberNotes-2003-13 
CyberNotes-2003-18 

Multiple Vendors 1705, 

1706, 1707 

 

More updates 
issued1708, 1709, 1710, 1711 

 

More updates 
issued1712, 1713 

 

Conectiva issues 
patches1714 

MacOS X 10.2, 
Unix 

Apple MacOS X 10.2 (Jaguar), 
10.2.2; Easy Software Products 
CUPS 1.0.4, 1.0.4–8, 1.1.1, 1.1.4-
5, 1.1.4-3, 1.1.4-2, 1.1.4, 1.1.6, 
1.1.7, 1.1.10, 1.1.12- 1.1.15, 1.1.17 

CUPS HTTP Multiple 
Vulnerabilities 

 
CVE Names: CAN-2002-1366,     

CAN-2002-1367,                 
CAN-2002-1368,                 
CAN-2002-1369,                
CAN-2002-1371,                 
CAN-2002-1372,                 
CAN-2002-1383,                 
CAN-2002-1384 

Low/High 
 

(High if root access 
can be obtained or 
arbitrary code can 

be executed) 
 

CyberNotes-2003-02 
CyberNotes-2003-04 
CyberNotes-2003-15 

Multiple Vendors 1715, 

1716, 1717 

 

More advisories 
issued1718, 1719 

 

Conectiva issues 
upgrade1720 

Unix Linux kernel 2.4.0-test1- test12, 
2.4-2.4.20, 2.4.21 pre1&pre4 

Linux Kernel MXCSR Handler 
Malformed Address 

 
CVE Name: CAN-2003-0248 

Low CyberNotes-2003-12 
CyberNotes-2003-13 
CyberNotes-2003-16 

Multiple Vendors 1721, 

1722, 1723 

 

More advisories 
issued1724 
 
Conectiva issues 
upgrade1725 

Unix Linux kernel 2.0-2.0.39, 2.1, 
2.1.89, 2.2-2.2.25, 2.3, 2.3.99, 
2.3.99 pre1-pre7, 2.3.99, 2.4.0-
test1- test12, 2.4-2.4.21 pre4, 
2.5.0- 2.5.69; RedHat Linux 7.1, 
i386, i586, i686, 7.2, athlon, i386, 
i586, i686, 7.3, i386, i686, 8.0, 
i386, i686, 9.0 i386 

Linux TTY Layer Denial of 
Service 

 
CVE Name: CAN-2003-0247 

Low CyberNotes-2003-12 
CyberNotes-2003-13 
CyberNotes-2003-16 

Multiple Vendors 1726, 

1727, 1728 

 

More updates 
issued1729 
 
Mandrake issues 
update1730 

Unix BSD lpr 2000.05.07, 0.48; 
FreeBSD FreeBSD 2.2-2.2.6; 
lpr-ppd lpr-ppd 0.72; lprold 
lprold 3.0.48; OpenBSD 
OpenBSD 2.0-2.9, 3.0-3.2 

Multiple Vendor  
LPRM  

Buffer Overflow 
 

CVE Name: CAN-2003-0144  

High CyberNotes-2003-07 
CyberNotes-2003-09 
CyberNotes-2003-11 

Multiple Vendors 1731, 

1732, 1733 

 

More vendors release 
advisories1734, 1735 

Unix Adobe Acrobat Reader (UNIX) 
5.0 6; RedHat Linux 7.1, 7.2 ia64, 
i386, 7.3 i386, 8.0 i386, 9.0 i386; 
Xpdf Xpdf 0.92, 1.0, 1.0 1, 2.0, 
2.0.1 

Multiple Vendor  
PDF Hyperlinks  

 
CVE Name: CAN-2003-0434 

High CyberNotes-2003-13 
CyberNotes-2003-14 
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Vendor Operating 
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Multiple Vendors 1736, 

1737, 1738 

 

Hewlett Packard 
issues another 
advisory1739 
 
SGI issues advisory1740 

Windows,  
OpenVMS, 
Unix 

Compaq OpenVMS 7.1 Alpha, 
7.1 -2 Alpha, 7.1 VAX, 7.2 -2 
Alpha, 7.2 -1H2 Alpha, 7.2 -1H1 
Alpha, 7.2 VAX, 7.2 Alpha, 7.2.1 
Alpha, 7.3 VAX, Alpha, Tru64 
5.0 a, 5.1 a, 5.1; Cray UNICOS 
6.0 E, 6.0, 6.1, 7.0, 8.0, 8.3, 9.0, 
9.0.2.5, 9.2.4 , 9.2, UNICOS MAX 
1.3.5, 1.3, UNICOS/ mk 1.5, 1.5.1, 
2.0.5.54; Entegrity DCE/DFS for 
Linux 2.1, DCE/DFS for Tru64 
Unix 4.1.6, 4.2.2, PC-DCE for 
Windows 4.0.8, 5.0.1; 
HP HP-UX 10.20, 11.0; 
IBM DCE 2.2 for Windows, 3.1 
for Solaris, AIX, 3.2 for Solaris, 
AIX 

Multiple Vendor OSF 
Distributed Computing 
Environment Remote 

Denial of Service 
 
 

Low CyberNotes-2003-17 
CyberNotes-2003-18 
CyberNotes-2003-20 

Multiple Vendors 1741, 

1742, 1743 

 

BlueCoat security 
advisory issued1744 

Windows, 
Unix 

OpenSSL 0.9.x OpenSSL ASN.1 Large 
Recursion Remote Denial of 

Service 
 

CVE Name: CAN-2003-0851 

Low CyberNotes-2003-23 
CyberNotes-2003-24 

Multiple Vendors 1745, 

1746,  1747 

 

SGI issues advisory1748 

Unix Martin K. Peterson gdm 2.2.0, 
2.2.2.1, 2.2.5 4, 2.4.1, 2.4.1.1- 
2.4.1.6; RedHat Enterprise Linux 
WS 2.1 IA64, 2.1, Linux ES 2.1 
IA64, 2.1, Linux AS 2.1 IA64, 2.1, 
gdm-2.0beta2-45.i386. rpm, ppc. 
rpm, 2.0beta2-45.ppc. rpm, 
2.2.3.1-20.i386. rpm, 20.ia64. 
rpm, gdm-2.2.3.1-22.i386. rpm, 
gdm-2.4.0.7-13.i386. rpm, gdm-
2.4.1.3-5.i386.rpm Linux 
Advanced WorkStation 2.1 

Multiple XDMCP GDM 
Multiple Remote Denial of 

Service Vulnerabilities 
 

CVE Names: CAN-2003-0548,  
CAN-2003-0549 

 

Low CyberNotes-2003-18 
CyberNotes-2003-22 

Multiple Vendors 1749, 

1750, 1751, 1752  

 

More vendors release 
upgrades1753, 1754, 1755, 

1756, 1757 

 

More vendors release 
upgrades1758, 1759 

Unix Linux kernel 2.2-2.2.24, 
2.4-2.4.21 pre1 

Linux Kernel Root Access 
 

CVE Name: CAN-2003-0127 

High CyberNotes-2003-06 
CyberNotes-2003-07 
CyberNotes-2003-10 

Multiple Vendors 1760, 

1761, 1762, 1763 

 

More updates 
issued1764, 1765 

 

RedHat issues 
advisory1766 
 
More advisories 
issued1767, 1768 

Unix CGI.pm 2.73-2.79, 2.93, 2.751, 
2.753; Debian Linux 3.0, sparc, 
s/390, ppc, mipsel, mips, m68k, 
ia-64, ia-32, hppa, arm, alpha; 
Mandrake Soft Corporate Server 
2.1, 8.2, ppc, 9.0, 9.1, ppc, Single 
Network Firewall 7.2; 
OpenPKG Current, 1.2, 1.3 

Multiple Vendor CGI.pm 
‘Start_Form’ Cross-Site 

Scripting 
 

CVE Name: CAN-2003-0615 

High CyberNotes-2003-17 
CyberNotes-2003-18 
CyberNotes-2003-20 
CyberNotes-2003-23 

Multiple Vendors 1769, 

1770, 1771, 1772 

 

More patches released 
1773 
 
Conectiva issues 
advisory1774 

Unix Mandrake Soft Corporate Server 
2.1, Linux Mandrake 8.2, ppc, 
9.0; Terra Soft Solutions Yellow 
Dog Linux 2.3, 3.0; ypserv ypserv 
1.3.11, 1.3.12, 2.2, 2.5-2.7 

Multiple Vendor YPSERV 
Denial of Service 

 
CVE Name: CAN-2003-0251 

Low CyberNotes-2003-14 
CyberNotes-2003-15 
CyberNotes-2003-17 
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Multiple Vendors 1775, 

1776, 1777, 1778  
 
More vendors release 
upgrades1779, 1780, 1781, 

1782, 1783 

 

More updates 
issued1784, 1785, 1786 

Unix OpenPKG Current, OpenPKG 
1.1, 1.2; OpenSSL Project 
OpenSSL 0.9.6, 0.9.6a- 0.9.6I, 
0.9.7, 0.9.7a 

OpenSSL Timing Attack RSA 
Private Key Information 

Disclosure 
 

CVE Name: CAN-2003-0147 

Medium CyberNotes-2003-06 
CyberNotes-2003-07 
CyberNotes-2003-09 

Multiple Vendors 1787, 

1788, 1789, 1790 

 

Conectiva issues 
advisory1791 

 
SGI issues advisory1792 

Unix pam_smb 1.1-1.1.6, 2.0 -rc4,; 
RedHat pam_smb-1.1.6-2.i386. 
rpm, 1.1.6-2.ia64. rpm, 1.1.6-
5.i386 .rpm, 1.1.6-7.i386.rpm 

Pam_SMB Remote Buffer 
Overflow 

 
CVE Name: CAN-2003-0686 

High CyberNotes-2003-18 
CyberNotes-2003-19 
CyberNotes-2003-22 

Multiple Vendors 1793, 

1794, 1795, 1796 

 

More vendors release 
advisories1797, 1798 

Unix EnGarde Guardian Digital 
WebTool 1.2; Webmin Usermin 
0.4- 0.99, 1.0 50, 1.0 60 

Webmin/ Usermin ‘Miniserv.pl’ 
Authentication Bypass 

 
CVE Name: CAN-2003-0101 

High CyberNotes-2003-05 
CyberNotes-2003-12 

Multiple Vendors 1799, 

1800, 1801, 1802, 1803 

 

Conectiva issues 
advisory1804 

Unix KDE Konqueror 2.1.1, 2.2.2, 
3.0-3.0.3, 3.0.5, 3.1, 3.1.1, 
Konqueror Embedded 0.1 

Konqueror HTTP REFERER 
Authentication Disclosure 

 
CVE Name: CAN-2003-0459 

Medium CyberNotes-2003-16 
CyberNotes-2003-20 

Multiple Vendors 1805, 

1806, 1807, 1808, 1809, 1810, 1811 

 

More upgrades 
released1812, 1813 

MacOS 10.2- 
10.2.4; 
Unix 

Compaq Tru64 4.0x, 5.0x; HP 
HP9000 servers running 
CIFS/9000 Server versions              
through A.01.09.02 on HP-UX 
11.0, 11.11(11i), and 11.22; 
Samba Samba 2.0.0- 2.0.10, 2.2.0, 
2.2.0a, 2.2.1 a, 2.2.3 a- 2.2.8, 
Samba-TNG 0.3, 0.3.1; 
Sun Solaris 2.5.1, 2.5.1_ppc, 
2.5.1_x86, 2.6, 2.6_x86, 7.0, 
7.0_x86, 8.0, 8.0_x86, 9.0, 
9.0_x86, Update 2 

Multiple Vendor Samba 
Unspecified Remote Buffer 

Overflows 
 

CVE Name: CAN-2003-0196 

High CyberNotes-2003-08 
CyberNotes-2003-10 

Multiple Vendors 1814, 

1815, 1816, 1817, 1818, 1819,  

1820,  1821 

 

More advisories 
issued1822, 1823 

 

Hewlett Packard 
updates bulletin1824 

Unix Sendmail 8.12.9 & prior Sendmail Ruleset Parsing 
Buffer Overflow 

 
CVE Name: CAN-2003-0681 

High CyberNotes-2003-19 
CyberNotes-2003-20 
CyberNotes-2003-21 

Multiple Vendors 1825, 

1826, 1827, 1828, 1829, 1830, 1831, 

1832 

 

More advisories 
issued1833, 1834, 1835 

 

HP releases 
updates1836 
 
HP updates 
bulletin1837 

MacOS X, 
Unix 

FreeBSD 4.0, alpha, 4.0.x, 4.1, 
4.1.1, Stable, Release, 4.2, 
Release, Stable, Stablepre050201, 
pre122300, 4.3, Release, Releng, 
Stable, 4.4, Releng, Stable, 4.5, 
Release, Stable, 4.5 
Stablepre2002-03-07, 4.6, 
Release, Stable, 4.6.2, 4.7, 
Release, Stable, 4.8,  PreRelease 
5.0, alpha; NetBSD 1.5-1.5.3, 1.6, 
1.6.1; OpenBSD 2.0-2.9, 3.0-3.3; 
RedHat wu-ftpd-2.6.1-16.i386. 
rpm, 16.ppc. rpm, 18.i386. rpm, 
18.ia64. rpm, -2.6.2-5.i386. rpm, 
8.i386.rpm, Washington 
University wu-ftpd 2.5.0, 
2.6.0-2.6.3 

Multiple Vendor realpath()  
Off-By-One Buffer Overflow 

 
CVE Name: CAN-2003-0466 

High CyberNotes-2003-16 
CyberNotes-2003-17 
CyberNotes-2003-18 
CyberNotes-2003-19 
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Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

Multiple Vendors 1838, 

1839, 1840, 1841, 1842, 1843, 1844, 

1845 

 

SCO releases 
upgrade1846 

MacOS X 
10.0.4, 10.2x, 
Unix  

HP CIFS/9000 Server A.01.09.01, 
A.01.09, A.01.08.01, A.01.08, 
A.01.07, A.01.06, A.01.05; Samba 
Samba 2.0.0- 2.0.10, 2.2.0, 2.2.0a, 
2.2.0, 2.2.2-2.2.7 

Samba SMB/CIFS Buffer 
Overflow & Reg File Race 

Condition 
 

CVE Names: CAN-2003-0085, 
CAN-2003-0086 

 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-06 
CyberNotes-2003-10 

Multiple Vendors 1847, 

1848, 1849, 1850, 1851, 1852, 1853, 

1854, 1855 

 

More advisories 
issued1856 

MacOS X 
10.2x 
nix 

FreeBSD 4.6-4.8, 5.0; OpenBSD 
3.2; RedHat sendmail-8.12.5-
7.i386. rpm, 8.12.8-4.i386. rpm, 
cf-8.12.5-7.i386. rpm, cf-8.12.8-
4.i386. rpm, devel-8.12.5-7.i386. 
rpm, devel-8.12.8-4.i386.rpm, 
doc-8.12.5-7.i386. rpm, oc-8.12.8-
4.i386. rpm; Sendmail 
Consortium Sendmail 8.12.1- 
8.12.8; SGI IRIX 6.5.19- .5.21 

Sendmail DNS Maps Remote 
Denial of Service 

 
CVE Name: CAN-2003-0688 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-18 
CyberNotes-2003-19 

Multiple Vendors 1857, 

1858, 1859, 1860, 1861, 1862, 1863, 

1864, 1865, 1866 

 

More advisories 
issued1867, 1868, 1869, 1870 

 

NetBSD issues 
advisory1871 
 
Hewlett Packard 
updates advisory1872 

Windows NT 
4.0/2000, 
MacOS X 10.x, 
Unix 

Systems  running  open-source  
SendMail versions prior to 
8.12.10, Commercial   releases   
of  Sendmail  including  Sendmail 
Switch, Advanced Message 
Server (SAMS), &  Sendmail for 
NT 

Sendmail Prescan() Buffer 
Overflow 

 
CVE Name: CAN-2003-0694 

High CyberNotes-2003-19 
CyberNotes-2003-20 
CyberNotes-2003-21 

Multiple Vendors1873, 

1874 
Unix Apple MacOS X 10.2- 10.2.7, 

MacOS X Server 10.2- 10.2.7; 
FreeBSD 4.0-5.1 

BSD Kernel ARP Cache Remote 
Denial of Service 

 
CVE Name: CAN-2003-0804 

Low CyberNotes-2003-20 

Multiple Vendors1875, 

1876 

 

Hewlett Packard 
issues advisory1877 

Unix SCO Open UNIX 8.0, Unixware 
7.1.1, 7.1.3; Sun Solaris 7.0, 
7.0_x86, 8.0, 8.0_x86, 9.0, 9.0_x86 

CDE LibDTHelp Buffer 
Overflow 

 
CVE Name: CAN-2003-0834 

High CyberNotes-2003-23 
CyberNotes-2003-24 

Multiple Vendors1878, 

1879 
Unix Linux kernel 2.4-2.4.20, 2.5.0- 

2.5.69 
Linux Kernel IOPERM System 
Call Insufficient Permissions 

 
CVE Name: CAN-2003-0246 

Medium CyberNotes-2003-10 

Multiple Vendors1880, 

1881 
Unix Linux kernel 2.4-2.4.20 Linux Kernel Route Cache Entry 

Remote Denial of Service 
 

CVE Name: CAN-2003-0244 

Low CyberNotes-2003-11 

Multiple Vendors1882, 

1883 
Unix Linux kernel 2.4.10- 2.4.19 Linux O_DIRECT Information 

Leak 
Medium CyberNotes-2003-03 

Multiple Vendors1884, 

1885  
Unix kon2 kon2 0.3.9b; RedHat kon2-

0.3.9b-13.i386. rpm, kon2-0.3.9b-
16.i386. rpm, kon2-0.3.9b-
6.i386.rpm, kon2-0.3.9b-
7.i386.rpm 

Multiple Vendor kon2 Buffer 
Overflow 

 
CVE Name: CAN-2002-1155 

High CyberNotes-2003-12 

Multiple Vendors1886, 

1887 
Multiple Cisco IP Phone Model 7940/7960 

running SIP images prior to 4.2, 
IOS 12.2T and 12.2 'X' trains, PIX 
Firewall 5.2(1) and up to, but not 
including versions 6.2(2), 6.1(4),   
6.0(4) & 5.2(9); IPTel SIP Express 
Router 0.8.8, 0.8.9; Nortel 
Networks Succession 
Communication Server 2000, 2000-
Compact 

Multiple Vendor Session 
Initiation Protocol Vulnerabilities 

Low/ Medium 
 

(Medium if 
privileged access is 

obtained) 

CyberNotes-2003-05 
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Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

Multiple Vendors1888, 

1889 

 

More vendors release 
upgrades1890 
 
More vendors release 
upgrades1891, 1892 

 

HP updates 
bulletin1893 

Unix Cray UNICOS 6.0, 6.0 E, 6.1, 7.0, 
8.0, 8.3, 9.0, 9.0.2.5, 9.2, 9.2.4; 
FreeBSD 4.0- 4.6, 4.7, 5.0, 4.1.1–
4.7 Stable & Release; GNU glibc 
2.1-2.1.3, 2.2-2.2.5, 2.3-2.3.2; 
HP HP-UX 10.20 Series 700 & 
800, 10.20, 10.24, 11.04, 11.0, 
11.11, 11.20, 11.22; IBM AIX 
4.3.3, 5.1, 5.2; MIT Kerberos 5 
1.2-1.2.7; OpenAFS 1.0-1.3.2; 
OpenBSD 2.0-3.2; SGI IRIX 
6.5-6.5.20, 6.5m- 6.5.20m, 6.5f- 
6.5.20f; Sun Solaris 2.5.1, 
2.5.1_x86, 2.6, 2.6_x86, 7.0, 
7.0_x86, 8.0, 8.0_x86,, 9.0, 
9.0_x86 

Sun XDR Library 
xdrmem_getbytes() Integer 

Overflow 
 

CVE Name: CAN-2003-0028 

High CyberNotes-2003-06 
CyberNotes-2003-07 
CyberNotes-2003-09 
CyberNotes-2003-15 

Multiple Vendors1894,  

1895, 1896, 1897, 1898, 1899, 1900, 

1901, 1902, 1903 

 

Apple releases 
upgrade1904 

Unix FreeBSD 4.2-4.6, 4.6.2, 4.7, 4.7 
Stable, 4.8 –PRE-RELEASE, 5.0; 
OpenBSD OpenBSD 3.1, 3.2; 
OpenSSL Project OpenSSL 0.9.1 
c, 0.9.2 b, 0.9.3, 0.9.4, 0.9.5 a, 
0.9.5, 0.9.6, 0.9.6 a- 0.9.6 e, 0.9.6 
g, 0.9.6 h, 0.9.7, 0.9.7 beta1- beta3 

OpenSSL CBC Error 
Information Leakage 

 
CVE Name: CAN-2003-0078 

Medium CyberNotes-2003-05 
CyberNotes-2003-07 

Multiple Vendors1905, 

1906, 1907  
MacOS X 10.2, 
Unix 

Apache Software Foundation 
Apache 2.0, 2.0a9, 2.0.28, 2.0.32, 
2.0.35- 2.0.44; Apple MacOS X 
Server 10.2- 10.2.4; HP Apache-
Based Web Server 2.0.43 .04, 
2.0.43 .00, 1.0.01.01, 1.0.00.01, 
1.0.2 .01 

Apache Web Server Linefeed 
Denial of Service 

 
CVE Name: CAN-2003-0132 

Low CyberNotes-2003-09 

Multiple Vendors1908, 

1909, 1910 
Windows 
95/98/NT 
4.0/2000, 
Unix 

FiSSH SSH Client For Windows 
1.0 A; InterSoft SecureNet Term 
5.4.1; Net Composite Shellguard 
SSH 3.4.6; Pragma Systems 
SecureShell 2.0; Simon Tatham 
PuTTY 0.48, 0.49, 0.53; WinSCP 
WinSCP 2.0.0; Cisco IOS 12.0 ST, 
12.0 S, 12.1 T, 12.1 EA, 12.1 E, 
12.2 T, 12.2 S, 12.2 

Multiple Vendor SSH2 
Implementation 

 
CVE Names: CAN-2002-1357, 

CAN-2002-1358, 
CAN-2002-1359, 
CAN-2002-1360 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 

Multiple Vendors1911, 

1912, 1913,  
MacOS X 10.2, 
Unix 

Apple MacOS X 10.2 (Jaguar), 
10.2.2; Easy Software Products 
CUPS 1.0.4, 1.0.4–8, 1.1.1, 1.1.4-5, 
1.1.4-3, 1.1.4-2, 1.1.4, 1.1.6, 1.1.7, 
1.1.10, 1.1.12- 1.1.15, 1.1.17 

CUPS HTTP Multiple 
Vulnerabilities 

 
CVE Names: CAN-2002-1366,      

CAN-2002-1367,                 
CAN-2002-1368,                 
CAN-2002-1369,                 
CAN-2002-1371,                 
CAN-2002-1372,                
CAN-2002-1383,                 
CAN-2002-1384 

Low/High 
 

(High if root access 
can be obtained or 
arbitrary code can 

be executed) 
 

CyberNotes-2003-01 

Multiple Vendors1914, 

1915, 1916, 1917  
Unix Martin K. Peterson gdm 2.4.1, 

2.4.1.1- 2.4.1.6; RedHat gdm-
2.4.0.7-13.i386. rpm, 2.4.1.3-
5.i386.rpm 

GDM Xsession-Errors  
 

CVE Name: CAN-2003-0547 

Medium CyberNotes-2003-18 

Multiple Vendors1918, 

1919, 1920, 1921, 1922 
Unix Easy Software Products CUPS 

1.0.4, 1.0.4-8, 1.1.1, 1.1.4–2, 1.1.4 
–3, 1.1.4 –5, 1.1.4, 1.1.6, 1.1.10, 
1.1.13, 1.1.14, 1.1.17; Xpdf Xpdf 
0.90, 0.91, 1.0 1, 1.00a, 1.0, 2.0 1, 
2.0 

Xpdf/CUPS pdftops Integer 
Overflow 

 
CVE Name: CAN-2002-1384 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 
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Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

Multiple Vendors1923, 

1924, 1925, 1926, 1927, 1928  
MacOS X. 
10.x, 
Unix 

FreeBSD 4.4-5.0; ISC BIND 8.2.3- 
8.2.7, 8.3.0- 8.3.6, 8.4, 8.4.1; 
Sun Solaris 7.0, 7.0_x86, 8.0, 
8.0_x86, 9.0, 9.0_x86 

ISC BIND Negative Cache Poison 
Denial of Service 

 
CVE Name: CAN-2003-0914 

Low CyberNotes-2003-24 

Multiple Vendors1929, 

1930, 1931, 1932, 1933, 1934 
Unix Conectiva Linux 7.0, 8.0; 

Wietse Venema Postfix 20011115, 
20010228, 19990906, 1.0.21, 
1.1.11 

Postfix Connection Proxying 
 

CVE Name: CAN-2003-0468 

Low CyberNotes-2003-17 

Multiple Vendors1935, 

1936, 1937, 1938, 1939, 1940 
Unix Conectiva Linux 7.0, 8.0; 

Wietse Venema Postfix 20011115, 
20010228, 19990906, 1.0.21, 
1.1.11, 1.1.12 

Postfix Malformed E-mail 
Envelope Address Remote 

Denial of Service 
 

CVE Name: CAN-2003- 0540 

Low CyberNotes-2003-17 

Multiple Vendors1941, 

1942, 1943, 1944, 1945, 1946, 1947 

 

Engarde updates 
bulletin1948 

Unix Todd Miller Sudo 1.5.9, 1.6-1.6.2, 
1.6.3 p1- 1.6.3 p7, 1.6.3, 1.6.4 
p1-1.6.4 p2, 1.6.4, 1.6.5 p1-1.6.5 
p2, 1.6.5 

Sudo  Password Prompt Heap 
Overflow 

 
CVE Name: CAN-2002-0184 

High CyberNotes-2003-10 

Multiple Vendors1949, 

1950, 1951, 1952, 1953, 1954,  

1955, 1956, 1957, 1958 

Unix Astaro Security Linux 4.016, 
4.008; Linux kernel 2.4-2.4.22, 
2.5.0- 2.5.69, 2.6-test1- test6; 
Trustix Secure Linux 2.0 

Linux Kernel ‘do_brk()’ Function  
Root Access 

 
CVE Name: CAN-2003-0961 

High CyberNotes-2003-25 

Multiple Vendors1959, 

1960, 1961, 1962, 1963, 1964, 1965, 

1966 

Unix Sendmail Consortium Sendmail 
8.9.0-8.9, 8.10- 8.10.2, 8.11- 
8.11.6, 8.12 beta7, beta5, beta16, 
beta12, beta10, 8.12- 8.12.8; 
Sendmail Inc. Sendmail for NT 
2.6-2.6.2, 3.0- 3.0.3, Sendmail 
Switch 2.1-2.1.5, 2.2-2.2.5, 
3.0-3.0.3; Sun Solaris 2.4, 2.4_x86, 
2.5, 2.5_x86, 2.5.1, 2.5.1_x86, 
2.5.1_ppc , 2.6, 2.6_x86, 7.0, 
7.0_x86, 8.0, 8.0_x86, 9.0, 
9.0_x86, 9.0_x86 Update 2; 
HP Tru64 UNIX 4.x, 5.x, HP-UX 
10.x, 11.x 

Sendmail Address Prescan  
Buffer Overflow 

 
CVE Name: CAN-2003-0161 

High CyberNotes-2003-07 

Multiple Vendors1967, 

1968, 1969, 1970, 1971, 1972, 1973, 

1974, 1975, 1976, 1977, 1978 

 

More upgrades 
released1979, 1980 
 

 

 

MacOS 10.2- 
10.2.4; 
Unix 

MacOS X 10.2- 10.2.4; 
Compaq Tru64 4.0x, 5.0x; HP 
HP9000 servers running 
CIFS/9000 Server versions              
through A.01.09.02 on HP-UX 
11.0, 11.11(11i), and 11.22; 
Samba 2.0.0- 2.0.10, 2.2.0, 2.2.0a, 
2.2.1 a, 2.2.3 a- 2.2.8, Samba-
TNG 0.3, 0.3.1; Sun Solaris 2.5.1, 
2.5.1_ppc, 2.5.1_x86, 2.6, 2.6_x86, 
7.0-9.0, 7.0_x86- 9.0_x86, Update 
2 

Multiple Vendors 
Samba 'call_trans 2open'  
Remote Buffer Overflow 

 
CVE Name: CAN-2003-0201 

High CyberNotes-2003-08 
CyberNotes-2003-10 

Multiple Vendors1981, 

1982, 1983, 1984, 1985, 1986, 1987, 

1988, 1989, 1990, 1991, 1992, 1993 

Unix EnGarde Secure Community 1.0.1, 
2.0, Secure Professional 1.1, 1.2, 
1.5; RedHat rsync-2.4.6-2.i386. 
rpm, 2.4.6-5.i386. rpm, 2.4.6-
5.ia64. rpm, 2.5.4-2.i386. rpm, 
2.5.5-1.i386 .rpm, 2.5.5-4.i386. 
rpm, rsync rsync 2.3.1, 2.3.2, 2.4.0, 
2.4.1, 2.4.3- 2.4.6, 2.4.8, 2.5.0- 
2.5.6; SGI ProPack 2.3; Slackware 
Linux –current, Linux 8.1, 9.0, 9.1 

RSync Daemon Mode Remote 
Heap Overflow 

 
CVE Name: CAN-2003-0962 

High CyberNotes-2003-25 

Multipoint1994 Windows  FTP-Server 0.2.3b FTP-Server Directory Traversal Medium CyberNotes-2003-17 
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Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

Multi-Tech 
Systems1995 

Multiple Route Finder 550 VPN Multitech RouteFinder Remote 
Memory Corruption 

Low/High 
 

(Low if a Denial of 
Service, and High if 
arbitrary code can 

be executed or 
administrative 
access can be 

obtained) 

CyberNotes-2003-06 

Mutant Penguin 
Software1996 

Windows MPNews Pro 2.1 .0.18 MPNews PRO Directory 
Traversal  

Medium CyberNotes-2003-20 

Mutt1997, 1998 

 

Debian releases 
another advisory1999 

Unix Mutt 1.3.12, 1.3.12-1, 1.3.16, 
1.3.17, 1.3.22, 1.3.24, 1.3.25, 
1.3.27, 1.3.28 

Mutt IMAP Remote Folder 
Buffer Overflow 

 
CVE Name: CAN-2003-0167 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 
CyberNotes-2003-10 

Mutt2000, 2001 

 

More vendors release 
upgrades2002, 2003, 2004, 

2005, 2006 

 

More upgrades 
released2007, 2008 

Unix Mutt 1.3.16, 1.3.17, 1.3.22, 1.3.24, 
1.3.25, 1.4.0, 1.5.3 

Mutt Remote Folder Buffer 
Overflow 

 
CVE Name: CAN-2003-0140 

High CyberNotes-2003-06 
CyberNotes-2003-07 
CyberNotes-2003-09 

MyABra CaDaWeb 
Development Team2009 

Unix MyABra CaDaWeb 1.0 MyAbraCadaWeb Path 
Disclosure & Cross-Site Scripting 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

 

CyberNotes-2003-06 

MyPHP Calendar2010 Windows, Unix MyPHP Calendar 10192k Build 1 
Beta 

Multiple MyPHP Calendar File 
Include Vulnerabilities 

High CyberNotes-2003-21 

MyPHP Nuke2011 Unix MyPHP Nuke 1.8.8 myPHPNuke ‘auth.inc.php’ SQL 
Injection 

High CyberNotes-2003-20 

myPHP Nuke2012 Windows, 
Unix 

myPHP Nuke 1.8.8 _final_7,  1.8.8 myPHPNuke Links.php 
Cross-Site Scripting 

High CyberNotes-2003-04 

myPHP Nuke2013 Multiple myPHP Nuke 1.8.8 _final_7, 1.8.8 myPHPNuke Multiple 
Vulnerabilities 

Medium CyberNotes-2003-01 

MyPHP Soft2014 Windows, 
Unix 

MyPHP Links 2.1.9,  
2.2.0CVS 

MyPHPLinks $idsession 
Insufficient Script Filtering 

High CyberNotes-2003-01 

MyRoom2015 Multiple MyRoom 3.5 GOLD MyRoom Arbitrary File Upload Medium CyberNotes-2003-02 
myServer2016 Windows myServer 0.4.3 myServer  

Information Disclosure 
Medium CyberNotes-2003-20 

myServer2017 Windows 
98/2000, Unix 

myServer 0.4.1-0.4.3 MyServer ‘cgi-lib.dll’ Remote 
Buffer Overflow 

High CyberNotes-2003-19 

myServer2018 Windows, 
Unix 

myServer 0.4.1 myServer Buffer Overflow Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

myServer2019 
 
Exploit script 
published2020 

Windows myServer 0.4.1 MyServer HTTP Server 
Directory Traversal 

Medium CyberNotes-2003-13 
CyberNotes-2003-24 

myServer2021 Windows, Unix myServer 0.4.2 MyServer Malformed URI  
Remote 

Denial of Service 

Low CyberNotes-2003-14 

myServer2022 Windows, Unix myServer 0.4.1 MyServer Remote  
Denial of Service 

Low CyberNotes-2003-13 

myServer2023 Windows myServer 0.2, 0.4.1- 0.4.3, 0.5, 
0.11 

MyServer Remote  
Denial of Service 

Low CyberNotes-2003-25 
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Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

myServer2024 Windows, 
Unix 

myServer 0.4.1 myServer Signal Handling Denial 
of Service 

Low CyberNotes-2003-13 

MySQL2025 Unix AB Control Center 0.8.8 MySQL Control Center Insecure 
Default File Permission 

Medium CyberNotes-2003-06 

MySQL2026 Unix MySQL 4.x, 3.x MySQL Weak Password 
Encryption 

Medium CyberNotes-2003-10 

MySQL AB2027 Unix MySQL 4.0.0- 4.0.13 MySQL mysql_real_ connect() 
Buffer Overflow 

High CyberNotes-2003-13 

MySQL AB2028, 2029 Unix MySQL 3.22.26- 3.22.30, 3.22.32, 
3.23.3- 3.23.5, 3.23.8- 3.23.10, 
3.23.22- 3.23.31, 3.23.33, 3.23.34, 
3.23.36- 3.23.53, 4.0.0-4.0.3, 4.0.5a 

MySQL Password Account 
Compromise 

 
CVE Name: CAN-2002-1374 

Medium CyberNotes-2003-02 

MySQL AB2030, 2031, 

2032 

 

Engarde releases 
upgrade2033 
 
More advisories 
issued2034, 2035  

Unix MySQL 3.23.52 MySQL ‘mysqld’ Elevated 
Privileges 

 
CVE Name: CAN-2003-0150 

High CyberNotes-2003-06 
CyberNotes-2003-07 
CyberNotes-2003-11 

MySQL AB2036, 2037, 

2038 

 

More advisories 
issued2039, 2040, 2041, 2042 
 
More advisories 
issued2043, 2044, 2045 

 
SGI issues advisory2046 
 
Sun issues update2047 

Unix MySQL 3.23 .x, 3.23.2- 3.23.5, 
3.23.8- 3.23.10, 3.23.22- 3.23.34, 
3.23.36- 3.23.56, 4.0.0- 4.0.14. 
4.1.0-alpha, 4.1 .0-0  

MySQL Password Handler 
Buffer Overflow 

 
CVE Name: CAN-2003-0780 

High CyberNotes-2003-19 
CyberNotes-2003-20 
CyberNotes-2003-21 
CyberNotes-2003-22 
CyberNotes-2003-24 

MySQL AB2048, 2049, 

2050, 2051 

 

RedHat Issues 
update2052 

Unix MySQL 3.23.52- 3.23.54 MySQL Double Free Denial of 
Service 

 
CVE Name: CAN-2003-0073 

Low CyberNotes-2003-03 
CyberNotes-2003-09 

MySQL AB2053, 2054, 

2055, 2056, 2057, 2058, 2059, 2060, 

2061 

Unix MySQL 3.20.32 a, 3.22.26- 
3.22.30, 3.22.32, 3.23.2- 3.23.5, 
3.23.8- 3.23.10, 3.23.23- 3.23.31, 
3.23.33, 3.23.34, 3.23.36- 3.23.53, 
4.0.0-4.0.3, 4.0.5 a 

MySQL Multiple Vulnerabilities  
 

CVE Names: 
CAN-2002-1374,  
CAN-2002-1375, 
CAN-2002-1376 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 

MySQL AB2062, 2063, 

2064, 2065, 2066, 2067, 2068, 2069, 

2070 

 

More advisories 
issued2071, 2072 

Unix MySQL 3.20.32 a, 3.22.26- 
3.22.30, 3.22.32, 3.23.2- 3.23.5, 
3.23.8- 3.23.10, 3.23.23- 3.23.31, 
3.23.33, 3.23.34, 3.23.36- 3.23.53, 
4.0.0-4.0.3, 4.0.5 a 

MySQL Multiple 
Vulnerabilities  

 
CVE Names: CAN-2002-1373,  

CAN-2002-1374,  
CAN-2002-1375, 
CAN-2002-1376 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-03 
CyberNotes-2003-10 

N/X2073 Windows, Unix N/X Web Content Management 
System 2002 Prerelease 1 

N/X Web Content Management 
System Remote File Include 

High CyberNotes-2003-01 

NANOG2074 Unix Traceroute 6.1.1 Traceroute-Nanog Integer 
Overflow  

Medium CyberNotes-2003-13 

Nara Vision2075 Unix Kebi Academy 2001 Kebi Academy 2001 Input 
Validation 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-06 
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National University of 
Singapore2076 

Unix uxterm 2.3, 2.4.1 UXTerm Window Title Reporting 
Escape Sequence Command 

 
CVE Name: CAN-2003-0065 

High CyberNotes-2003-05 

nCipher2077 Multiple MSCAPI CSP 5.50, 5.54, nForce, 
nShield , payShield, SafeBuilder 

nCipher PKCS#11 
Implementation Access Control 

Medium CyberNotes-2003-01 

nCipher 2078 Windows NT 
4.0/2000, 
Unix 

nCipher Support Software 6.00 nCipher Support Software Key 
Import Temporary File Cleanup 

Medium CyberNotes-2003-05 

nCUBE2079 Multiple Server Manager 1.0 nCube Server Manager Directory 
Traversal 

Medium CyberNotes-2003-23 

Neo-modus2080 Windows NT 
4.0 

Direct Connect 1.0 Direct Connect Remote  
Denial of Service 

Low CyberNotes-2003-15 

NeoStats Software 
Group 2081 

Unix NeoStats 2.5-2.5.9 NeoStats For Unreal IRCD 
Elevated Privileges 

Medium CyberNotes-2003-25 

Neoteris. com2082 Multiple Instant Virtual Extranet 3.01 Instant Virtual Extranet  
Cross-Site Scripting 

 
CVE Name: CAN-2003-0217 

Medium CyberNotes-2003-10 

nerdlogic.org 2083 Windows Jpegx 1.0.6 JPEGX Encryption Weakness Medium CyberNotes-2003-08 
Net Screen 
Technologies2084 

Multiple ScreenOS 3.x, 4.x NetScreen Non-IP Traffic 
Firewall Bypass 

Medium CyberNotes-2003-15 

NetBSD2085 Unix NetBSD 1.5-1.5.3, 1.6, 1.6.1 NetBSD Kernel OSI Remote  
Denial of Service 

 
CVE Name: CAN-2003-0653 

Low CyberNotes-2003-16 

NetBSD2086 Unix NetBSD 1.5-1.5.3, 1.6, 1.6.1 NetBSD Multiple Vulnerabilities Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-19 

Netbula LLC2087 Windows, Unix Anyboard 9.9.5 6 Anyboard Information Disclosure Medium CyberNotes-2003-18 
NetComm2088 Multiple NB1300 4.4.1 NB1300 Weak Default 

Configuration Settings 
Medium  CyberNotes-2003-08 

Netgear2089 Multiple FM114P  FM114P Directory Traversal Medium CyberNotes-2003-04 
NetGear2090 Multiple FM114P FM114P ProSafe Wireless Router 

Rule Bypass 
Medium CyberNotes-2003-08 

NetGear2091 Multiple FM114P FM114P ProSafe Wireless Router 
UPnP Information Disclosure 

Medium CyberNotes-2003-08 

NetGear2092 Multiple FVS318 1.00, 1.1-1.3 NetGear ProSafe VPN Firewall 
Web Remote  Denial Of Service 

Low/High 
 

(High if DDoS best 
practices not in 

place) 

CyberNotes-2003-07 

NetGear2093 Multiple RP114 3.26 NetGear Router Cross-Site 
Scripting & Log Requests 

High CyberNotes-2003-08 

NetGear2094 Multiple NetGear WAB102 Wireless Access 
Point Firmware 1.2.3 

NetGear WAB102 Wireless 
Access Point Password 

Management  

Medium CyberNotes-2003-25 

Nethack2095 
 
Patch & upgrade 
available2096 
 
Debian issues 
advisories2097 

Unix Nethack 3.4 .0 Nethack Local Buffer Overflow 
 

CVE Name: CAN-2003-0358 

High CyberNotes-2003-04 
CyberNotes-2003-05 
CyberNotes-2003-13 

NetIQ Corporation 
Web Trends2098 

Windows NT 
4.0/2000, XP,  
Unix 

WebTrends Analysis Suite 7.0 WebTrends Logfile HTML 
Injection 

High CyberNotes-2003-05 
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Netpbm2099 
 
More vendors release 
upgrades2100, 2101 

 

Conectiva issues 
advisory2102 

Unix Netpbm 10.0-10.14 Multiple Netpbm Remote 
Buffer Overflow 

 
CVE Name: CAN-2003-0146 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 
CyberNotes-2003-07 
CyberNotes-2003-11 

Netscape2103 Multiple Navigator 7.0 2 Navigator Directory Cross-
Domain Scripting 

High CyberNotes-2003-09 

Netscape2104 Multiple Navigator 7.0 2 Navigator historyback() Function Medium CyberNotes-2003-10 
Netscape2105 Windows Navigator 7.0 2 Netscape Client Detection Tool 

Plug-In Buffer Overflow 
High CyberNotes-2003-15 

Netscape2106 Windows 
95/98/ME/ NT 
4.0/2000, 
Unix 

Communicator 4.0, 4.04-4.08, 
4.5-4.79 

Netscape Communicator 
Password Disclosure 

Medium CyberNotes-2003-05 

Netscape2107 Multiple Netscape 7.0 Netscape Email Client Message 
Deletion 

Medium CyberNotes-2003-01 

Netscape2108 Multiple Navigator 7.0 Netscape JavaScript Denial of 
Service 

Low CyberNotes-2003-05 

NetScreen2109 Unix NetScreen-Global PRO Policy 
Manager Server 4.1.0r1- 4.0.0r5 

NetScreen Global PRO Policy 
Manager IPSec Tunnel Security 

Configuration 

Medium CyberNotes-2003-08 

NetScreen2110 Multiple ScreenOS 4.0 -DIAL ScreenOS Configuration Loss  Low CyberNotes-2003-06 
NetScreen2111 Multiple ScreenOS 3.1.1r2, 3.1.0r9, 3.1.0r2, 

3.1.0r1, 3.1.0, 3.0.0r1- 3.0.0r4, 
3.0.0, 2.6, 2.6.1 r5, 2.6.1 r1- 2.6.1 
r4, 2.6.1, 3.0.1r2&r2, 3.0.1, 3.0.2, 
3.0.3 r1.1, 3.0.3, 4.0 –DIAL, 4.0, 
4.0.1 

ScreenOS DHCP Packet Buffer 
Padding Information Leakage 

Medium CyberNotes-2003-21 

NetScreen2112 Windows 2000 ScreenOS 4.0.1 r1- 4.0.1 r6, 4.0.3 
r1&r2 
  

ScreenOS Remote Denial of 
Service 

Low CyberNotes-2003-16 

NetScreen2113 Multiple ScreenOS 3.0.1, r1& r2, 3.0.2, 
3.0.3, r1.1, 4.0,  4.0 –DIAL, 4.0.1, 
4.0.2 

ScreenOS Unauthorized Access Medium CyberNotes-2003-13 

NetScreen 
Technologies2114 

Multiple ScreenOS 3.x, 4.x NetScreen Non-IP Traffic 
Firewall Bypass 

Medium CyberNotes-2003-14 

NetScreen 
Technologies, Inc. 2115 

Multiple ScreenOS 4.0, r1-r12, 4.0.1, r1-r10, 
4.0.2, 4.0.3, 41-r4 

ScreenOS Session Timeout 
Unauthorized Access 

Medium CyberNotes-2003-25 

Net-SNMP2116 
 
Conectiva issues 
advisory2117 

Unix Net-SNMP 5.0.1, 5.0.3, 5.0.4 
.pre2, 5.0.5, 5.0.6, 5.0.7, 5.0.8 

Net-SNMP Unauthorized 
Access 

Medium CyberNotes-2003-19 
CyberNotes-2003-23 

NetSurf2118 Windows NetSurf 3.02 NetSurf  
Long URI Buffer Overflow 

High CyberNotes-2003-17 

NetUP Systems2119 Windows NT 
4.0/2000, XP,  
Unix 

NetUp UTM 3.0, 4.0 NetUP UTM Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 

executed or root 
privileges obtained) 

CyberNotes-2003-20 

NetWin2120 Windows, Unix DBabble 2.5 i DBabble Cross-Site Scripting High CyberNotes-2003-19 
NetWin2121 
 
Upgrade now 
available2122 

Windows NT 
4.0/2000, XP, 
2003, 
Unix 

Surge LDAP 10.0d SurgeLDAP Multiple 
Vulnerabilities 

Low/ Medium/High 
 

(Low if a DoS; 
Medium is sensitive 
information can be 
obtained; and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-17 
CyberNotes-2003-18 
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Network Associates2123 Windows NT 
4.0/2000, 2003 

McAfee ePolicy Orchestrator 3.0 ePolicy Orchestrator Directory 
Traversal  

 
CVE Name: CAN-2003-0610 

Medium CyberNotes-2003-16 

Network Associates2124 Windows NT 
4.0/2000, 2003 

McAfee ePolicy Orchestrator 2.0, 
2.5, SP1, 2.5.1, 
3.0 

ePolicy Orchestrator MSDE SA 
Account  

 
CVE Name: CAN-2003-0148 

High CyberNotes-2003-16 

Network Associates2125 Windows NT 
4.0/2000, 2003 

McAfee ePolicy Orchestrator 2.0, 
2.5,  SP1, 2.5.1 

ePolicy Orchestrator POST 
Request & ComputerList 

Parameter 
 

CVE Names: CAN-2003-0149,   
CAN-2003-0616 

 

High CyberNotes-2003-16 

Network Associates2126 Multiple PGP 7.1 PGP Embedded OLE Object 
Verification 

High CyberNotes-2003-06 

Network Instruments, 
LLC 2127 

Windows NIPrint LPD-LPR Print Server 4.10 NIPrint  
LDP-LPR Privilege Elevated 

Privileges 

High CyberNotes-2003-23 

Network Instruments, 
LLC 2128 

Windows NIPrint LPD-LPR Print Server 4.10 NIPrint LPD-LPR Print Server  
Remote Buffer Overflow 

High CyberNotes-2003-23 

Net-X Solutions2129 
 
Upgrade now 
available2130 

Windows NetServe Web Server 1.0.7 NetServe Web Server Directory 
Traversal & Password Storage 

Medium CyberNotes-2003-24 
CyberNotes-2003-25 

New Era Scripts2131 Windows, Unix EZ-WEB Site Builder 1.5 EZ-WEB Site Builder Directory 
Traversal 

Medium CyberNotes-2003-19 

newsPHP2132 Windows, Unix newsPHP newsPHP Comment Feature 
HTML Injection 

High CyberNotes-2003-12 

newsPHP 
Development Team2133 

Windows, Unix newsPHP 216 newsPHP ‘nphpd.php’ Module & 
Authentication Bypass 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-18 

Next Generation Count 

2134 
Windows Active FTPServer 2002 2.40 FTPServer 2002 FTP Command 

Multiple Denial of Service 
Low CyberNotes-2003-13 

nfs2135, 2136, 2137, 2138, 2139, 

2140, 2141, 2142 

 

More upgrades 
issued2143, 2144 

 

SCO issues 
advisory2145 

Unix nfs-utils 0.2, 0.2.1, 0.3.1, 0.3.3, 
1.0, 1.0.1, 1.0.3 

NFS-Utils Xlog  
Remote  

Buffer Overflow 
 

CVE Name: CAN-2003-0252 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 
CyberNotes-2003-16 
CyberNotes-2003-24 

NGC2146 Windows NT Active MailServer 2002 Active MailServer SMTP 
Command Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-14 

Nicolas Boullis2147 
 
Exploit script 
published2148 
 
Another exploit 
script published2149 
 
Another exploit 
script published2150 

Unix Mah-Jong 1.4 Mah-Jong Server Remote 
Buffer Overflow & Denial of 

Service 
 

CVE Names: CAN-2003-0705,  
CAN-2003-0706 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-19 
CyberNotes-2003-21 
CyberNotes-2003-22 
CyberNotes-2003-23 
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Niels Moller2151 Unix GNU LSH 1.4, 1.4.1, 1.4.2 LSH Remote Buffer Overflow 
 

CVE Name: CAN-2003-0826 

High CyberNotes-2003-20 

Nik Reiman2152 Unix Portmon 1.0-1.8 Portmon ‘USER’ Buffer 
Overflow 

High CyberNotes-2003-14 

Nik Reiman2153 Unix Portmon 0.1-1.7 Portmon Information Disclosure 
& Denial of Service 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-13 

Noah Grey2154 Multiple Greymatter 1.1 b GreyMatter WebLog Untrusted 
Input 

High CyberNotes-2003-06 

Noffle2155 Unix Noffle 1.0.1 Noffle Remote Memory 
Corruption 

 
CVE Name: CAN-2003-0037 

Low/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-03 

Nokia2156 Multiple GGSN (IP650 based) Release 1 GGSN Remote Denial of Service 
 

CVE Name: CAN-2003-0368 

Low CyberNotes-2003-12 

Nokia2157 Multiple IPSO 3.3,  SP1-SP4, 3.3.1, 
3.4-3.4.2 

IPSO File Disclosure  Medium CyberNotes-2003-09 

Nokia2158 Multiple 6210 Handset 5.27 Nokia 6210 vCard  
Denial of Service 

Low CyberNotes-2003-05 

Nokia2159 Multiple Nokia 6310I, 7650 Nokia Bluetooth Device 
Unauthorized Access 

Medium CyberNotes-2003-23 

Nokia2160 Windows Nokia Electronic Documentation 
5.0 

Nokia Electronic Documentation 
Multiple Vulnerabilities 

Medium/High  
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-19 

Nokia2161 Multiple IPSO 3.1.3, 3.3 SP1-SP4, 3.3.1, 
3.4, 3.4.1, 3.4.2, 3.5-3.7 

Nokia IPSO Remote 
Denial of Service 

Low CyberNotes-2003-22 

Nokia2162 Multiple IPSO 3.1.3, 3.3, SP1-SP4, 3.3.1, 
3.4-3.4.2, 3.5-3.7, 3.7 Build 29 

Nokia IPSO Voyager ‘HTTPD 
AccessLog. TCL’ 

Cross-Site Scripting  

High CyberNotes-2003-23 

Nokia2163 Multiple DX200 (SGSN) SGSN DX200 Remote SNMP 
Information Disclosure 

Medium CyberNotes-2003-06 

Norman Ramsey2164 Unix Noweb 2.9a Noweb/Noroff Insecure 
Temporary File Creation 

 
CVE Name: CAN-2003-0381 

Medium CyberNotes-2003-13 

Northern Solutions2165 Windows Xeneo Web Server 2.2.9 .0 Xeneo Web Server  
Remote  

Denial of Service 

Low CyberNotes-2003-09 

Northern Solutions2166 Windows Xeneo Web Server 2.2.10 Xeneo Web Server Undisclosed 
Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-09 

Novell2167 Multiple Border Manager 3.7, 3.7 SP1 Border Manager Multiple 
Vulnerabilities 

Medium CyberNotes-2003-16 

Novell2168 Multiple eDirectory 8.7 eDirectory Server DHost Buffer 
Overflow 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 

Novell2169 Windows NT 
4.0/2000 

Groupwise 6.0, 6.0 SP1& SP2 GroupWise WebAccess Malicious 
Script 

Medium CyberNotes-2003-05 

Novell2170 Multiple Groupwise 6.5, GroupWise 
WebAccess 6.5 

GroupWise Wireless WebAccess 
Password Disclosure 

Medium CyberNotes-2003-16 
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Novell2171 
 
Upgrade now 
available2172 

Multiple iChain Server 2.2,  SP1, FP1a, 
FP1 

iChain Denial of Service Low CyberNotes-2003-18 
CyberNotes-2003-22 

Novell2173 Multiple iChain Server 2.2, FP1 iChain Inadequate Authentication Medium CyberNotes-2003-12 
Novell2174 Multiple iChain Server 2.2, 2.2 FP1a&FP1 iChain Server Multiple 

Vulnerabilities 
Medium CyberNotes-2003-14 

Novell2175 Multiple iChain Server 2.1, SP1&SP2, 2.2, 
FP1 

iChain Server Remote 
Authentication Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

Novell2176 
 
Support Pack 2 beta 
now available2177 

Multiple iChain Server 2.2,  FP1a, FP1 iChain Session Inheritance Medium CyberNotes-2003-17 
CyberNotes-2003-22 

Novell2178 Multiple iChain Server 2.1,  SP1&SP2 Multiple Novell iChain Buffer 
Overflow Denial of Service 

Low CyberNotes-2003-16 

Novell2179 Windows 
95/98/ME/ NT 
4.0/2000, XP, 
Unix 

NetMail 3.10-3.10d NetMail Multiple Vulnerabilities Low CyberNotes-2003-10 

Novell2180 Multiple NetWare 5.1, SP1-SP6 NetWare Broker Information 
Disclosure 

Medium CyberNotes-2003-20 

Novell2181 Unix FTPSERV.NLM 10.19 NetWare FTPServ Denial of 
Service 

Low CyberNotes-2003-06 

Novell2182 Multiple Netware 6.0, SP1&SP2 Netware HTTP Remote Denial of 
Service 

Low CyberNotes-2003-12 

Novell2183 Multiple Netware 5.1 SP6, 6.0 SP3, 6.5 NetWare NWFTPD. NLM 
Unspecified Security 

Vulnerabilities 

Medium CyberNotes-2003-17 

Novell2184 Multiple Netware 6.0, SP1-SP3 NetWare TCP Potential 
Vulnerabilities 

Medium CyberNotes-2003-19 

Novell2185 Multiple Netware 6.5 NetWare XNFS Portscan Remote 
Denial of Service 

Low CyberNotes-2003-17 

Novell2186 Multiple Netware 6.0 SP3, ZENworks for 
Desktops 3.2 SP2, 4.0, 4.0.1 

Novell ‘PMAP.NLM’ Buffer 
Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 

Novell2187 Multiple eDirectory 8.7 Novell DIBFiles Directory Access 
Control 

Medium CyberNotes-2003-05 

Novell2188 Multiple Groupwise 6.0, 6.0 SP1&SP2 Novell Groupwise Multiple 
Vulnerabilities 

Low/ Medium CyberNotes-2003-08 

Novell2189 Multiple iMonitor 2.0 Novell NDS iMonitor 
Unspecified Buffer Overflow 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 

Novell2190 Multiple Netware 6.5, 6.5 SP1 Novell NFS Server Hostname 
Alias 

 
CVE Name: CAN-2003-0976 

Medium CyberNotes-2003-25 

Novell.2191 Multiple Netware 5.1, SP4&SP6, 6.0, 
SP1&SP2  

Netware Enterprise Web Server  
Remote Buffer Overflow 

 
CVE Name: CAN-2003-0562 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

NPHP2192 Multiple nPHP 216 NPHP Remote Privilege 
Escalation 

Medium CyberNotes-2003-12 

NTA Monitor Ltd. 2193 Windows, Unix ike-scan 1.0, 1.1 IKE-Scan Local Logging Format 
String 

High CyberNotes-2003-13 
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Nuca2194 Multiple Nuca WebServer 0.1 Nuca WebServer Directory 
Traversal 

Medium CyberNotes-2003-12 

Nuke- browser2195 Multiple Nuke-browser 2.1, 2.3, 2.5, 2.11, 
2.20, 2.41 

Nukebrowser Remote File Include Medium CyberNotes-2003-03 

Nuked Web2196 Windows, Unix GuestBookHost GuestBook Cross-Site Scripting High CyberNotes-2003-13 
Nuked-Klan2197 Unix Nuked-Klan 1.3 beta Nuked-Klan Multiple Cross-Site 

Scripting & Information 
Disclosure Vulnerabilities  

Medium High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 

NuKed-KlaN2198 Multiple NuKed-KlaN beta 1.2  NuKed-KlaN Remote Cross-Site 
Scripting 

High CyberNotes-2003-03 

NullLogic2199 Windows, Unix Null HTTPd 0.5.1 Null HTTPd Cross-Site Scripting 
& Denial of Service 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-20 

NullSoft, Inc.2200 Windows NT 
4.0/2000, XP 

Winamp 2.81 Winamp 2.81 ID3v2 ArtistTag 
Buffer Overrun 

 
CVE Name: CAN-2002-1176 

 

High CyberNotes-2003-01 

NullSoft, Inc.2201 Windows NT 
4.0/2000, XP 

Winamp 3.0 Winamp 3.0 Media Library ID3v2 
Buffer Overflow Vulnerabilities 

 
CVE Name: CAN-2002-1177 

High CyberNotes-2003-01 

NullSoft, Inc.2202 Multiple Winamp 3.0 Winamp B4S File Playlist Buffer 
Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 

NullSoft, Inc.2203 Multiple Winamp 3.0 Winamp B4S File PlayString 
Field Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 

NullSoft, Inc. 2204 Windows Shoutcast Server 1.9.2 Win32 SHOUTcast ‘icy-name’ & ‘icy-
url’ Buffer Overflow 

High CyberNotes-2003-23 

NullSoft, Inc. 2205 Windows Winamp 2.81, 2.91, 3.0, 3.1 Winamp ‘IN_MIDI. DLL’ 
Remote Buffer Overflow 

High CyberNotes-2003-19 

NullSoft, Inc. 2206 Multiple Winamp 3.0 Winamp B4S File Cyrillic Playlist 
Field Denial of Service 

Low CyberNotes-2003-01 

Ocean12 
Technologies2207 

Windows ASP Guestbook Manager 1.0 ASP Guestbook Manager 
Cross-Site Scripting & 
Information Disclosure 

Medium/ High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-08 

Olivier Muller2208 Unix OMail webmail 0.97.3, 0.98.3 OMail Webmail Remote 
Command Execution 

High CyberNotes-2003-17 

omega-rpg2209 Unix omega-rpg 0.9 0-pa9 Omega-RPG Environment 
Variable Buffer Overflow 

 
CVE Name: CAN-2003-0932 

High CyberNotes-2003-23 

OmniCom2210 Windows winShadow 2.0 winShadow Remote Denial of 
Service & Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-20 

Ondrej Jombik2211 Windows, Unix PhpWeb File Manager 2.0 PhpWebFile Manager Directory 
Traversal 

Medium CyberNotes-2003-24 

Onecenter2212 Multiple ForumOne 4.0 ForumOne Cross-Site Scripting  High CyberNotes-2003-09 
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Onedotoh2213 Windows, 
Unix 

sFile Manager 0.17 Simple File Manager ‘fm.php’ 
Script 

High CyberNotes-2003-06 

OneOr Zero2214 Multiple Helpdesk 1.4 rc4 Helpdesk ‘TUpdate.php’ & 
‘Install.php’ SQL Injection 

High CyberNotes-2003-11 

Online Arts 2215 Windows, Unix DailyDose 1.1 DailyDose ‘dose.pl’ Remote 
Command Execution 

High CyberNotes-2003-23 

Open LDAP2216 
 
Vendors release 
patches2217, 2218 

Unix OpenLDAP 2.0- 2.0.23, 2.0.25 OpenLDAP Multiple Buffer 
Overflow 

 
CVE Name: CAN-2002-1379 

High CyberNotes-2003-02 

Open LDAP2219 
 
Conectiva issues 
advisory2220 

Unix OpenLDAP 2.0-2.0.23, 2.0.25, 
2.0.27, 2.1.10- 2.1.16 

OpenLDAP Remote Denial of 
Service 

Low CyberNotes-2003-11 
CyberNotes-2003-14 

Open Office2221 Unix OpenOffice 1.0.1 OpenOffice Remote Access 
Denial of Service 

Low CyberNotes-2003-21 

Open Text 
Corporation2222 

Windows NT, 
Unix 

Centrinity FirstClass 5.50, 5.77, 
7.0, 7.1 

FirstClass Remote 
Denial of Service 

Low CyberNotes-2003-21 

Open Webmail2223 
 
Upgrade now 
available2224 

Unix Open Webmail 1.70, 1.71 Open WebMail Invalid 
Username 

Medium CyberNotes-2003-04 

Open Webmail2225 Unix Open Webmail 1.7, 1.71, 1.8, 1.81 Open WebMail Remote Root 
Compromise 

High CyberNotes-2003-01 

OpenAutoClassifieds
2226 

Unix OpenAutoClassifieds 1.0 OpenAuto Classifieds Listing 
Parameter Cross-Site Scripting 

High CyberNotes-2003-23 

OpenBB Group2227 Unix OpenBB 1.0.5, 1.1 .0 OpenBB Multiple Vulnerabilities  High CyberNotes-2003-09 
OpenBSD2228 Unix OpenBSD 3.2, 3.3 OpenBSD Active Scrub Remote 

Denial of Service 
Low CyberNotes-2003-21 

OpenBSD2229 Unix OpenBSD 2.6-22.9, 3.0-3.2 OpenBSD CHPass Content 
Revealing 

Medium CyberNotes-2003-03 

OpenBSD2230 Unix OpenBSD 2.0-2.9, 3.0-3.4 OpenBSD IBCS2 Binary Length 
Parameter Kernel-Based Buffer 

Overflow 
 

CVE Name: CAN-2003-0955 

High CyberNotes-2003-24 

OpenBSD2231 Unix OpenBSD 3.0-3.2 OpenBSD Incoming Traffic 
Redirect 

Medium CyberNotes-2003-14 

OpenBSD2232 Unix OpenBSD 3.0-3.4 OpenBSD isakmpd Multiple IKE 
Payload Handling Security 

Medium CyberNotes-2003-23 

OpenBSD2233 Unix OpenBSD 2.8-3.4 OpenBSD Local Malformed 
Binary  

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-23 

OpenBSD2234 Unix OpenBSD 3.3, 3.4 OpenBSD semctl/semop Denial 
of Service 

Low CyberNotes-2003-24 

OpenBSD2235 
 
Proof of Concept 
exploits published2236 

Unix OpenBSD 3.3 OpenBSD semget() Denial of 
Service 

Low CyberNotes-2003-18 
CyberNotes-2003-19 

OpenBSD2237 Unix OpenBSD 3.3, 3.4 OpenBSD sysctl Denial of 
Service 

Low CyberNotes-2003-24 

OpenCA2238 Unix OpenCA 0.8.0, 0.8.1, 0.8.6, 0.9.0- 
0.9.0-2, 0.9.1-0.9.1 –3 

OpenCA Signature Verification 
Vulnerabilities 

 
CVE Name: CAN-2003-0960 

Medium CyberNotes-2003-25 

OpenSLP2239 Unix OpenSLP 1.0.0- 1.0.11 OpenSLP Insecure Temporary  
File 

Medium CyberNotes-2003-17 

OpenSSH2240 MacOS X 10.x, 
Unix 

OpenSSH 3.0, p1, 3.0.1, p1, 3.0.2, 
p1, 3.1, p1, 3.2, 3.2.2 p1, 3.2.3 p1, 
3.3, p1, 3.4, p1, 3.5, 3.6.1, p1&p2 

OpenSSH Access Control Bypass Medium CyberNotes-2003-12 
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OpenSSH2241 Unix OpenSSH 2.2, 2.3, 2.5-2.5.2, 2.9, 
2.9 p1&2, 2.9.9, 3.0, 3.0p1, 3.0.1, 
3.0.1p1, 3.0.2 

OpenSSH Authentication 
Execution Path Timing 
Information Leakage 

Medium CyberNotes-2003-08 

OpenSSH2242 MacOS X 
10.0x, 10.1x 
Unix 

OpenSSH 3.0 p1, 3.0.1 p1, 3.0.2 
p1, 3.1 p1, 3.2.2 p1, 3.2.3 p1, 3.3 
p1, 3.4 p1, 3.5 p1, 3.6.1 p2, 3.6.1 
p1, 3.7 p1, 3.7.1 p1, 3.7.1 p2 

OpenSSH PAM Conversation 
Memory Scrubbing Weakness 

Medium CyberNotes-2003-24 

OpenSSH2243 MacOS X 10.x, 
Unix 

OpenSSH 3.1 p1, 3.2, 3.2.2 p1, 
3.2.3 p1, 3.3 p1, 3.3, 3.4 p1, 3.4, 
3.5, 3.6.1p2, 3.6.1 p1, 3.6.1 

OpenSSH Remote Root 
Authentication Timing 

Side-Channel 

Medium CyberNotes-2003-10 

OpenSSH2244 Unix OpenSSH 3.4 p1, 3.6.1 p1 OpenSSH-portable Enabled PAM 
Delay Information Disclosure 

 
CVE Name: CAN-2003-0190 

Medium CyberNotes-2003-10 

OpenSSH2245, 2246, 2247, 

2248 

 

More vendors issue 
advisories2249, 2250 

Unix OpenSSH 3.7 p1, 3.7.1 p1 Multiple Portable OpenSSH 
PAM Vulnerabilities 

 
CVE Names: CAN-2003-0786,   

CAN-2003-0787 

Medium/High 
 

(High if root access 
can be obtained) 

CyberNotes-2003-20 
CyberNotes-2003-21 

OpenSSL Project 2251, 

2252, 2253, 2254, 2255 

 

More vendors release 
upgrades 2256, 2257 

 

More updates 
issued2258, 2259, 2260 

Unix OpenSSL 0.9.6i, 0.9.6h, 0.9.6g, 
0.9.6e, 0.9.6d, 0.9.6c, 0.9.6b, 
0.9.6a, 0.9.6, 0.9.7a, 0.9.7 

OpenSSL Side Channel 
Leakage 

 
CVE Name: CAN-2003-0131 

Medium CyberNotes-2003-06 
CyberNotes-2003-07 
CyberNotes-2003-09 

Opera Software2261 Windows Opera Web Browser 7.0 3win32, 
7.10, 7.11b, 7.11 

Multiple Opera Denial of Service Low CyberNotes-2003-14 

Opera Software2262 Multiple Opera Web Browser 7.20 Beta 1 
build 2981 

Opera  
Client Policy Circumvention 

Medium CyberNotes-2003-15 

Opera Software2263 Windows, Unix Opera Web Browser 7.11, 7.20 Opera  
HREF Malformed Buffer 

Overflow 
 

CVE Name: CAN-2003-0870 

High CyberNotes-2003-22 

Opera Software2264 
 
Upgrade now 
available2265 

Windows 
95/98/ME/ NT 
4.0/2000, XP 

Opera Web Browser 6.0 win32- 
6.0.5 win32, 7.0 win3- 7.0 3win32, 
7.10 

Opera 6/7 Remote Denial of 
Service 

Low CyberNotes-2003-09 
CyberNotes-2003-10 

Opera Software2266 Windows 
95/98/ME/ NT 
4.0/2000, XP 

Opera Web Browser 7.10 Opera 7.10 Permanent Denial of 
Service 

Low CyberNotes-2003-09 

Opera Software2267 Windows Opera Web Browser 7.0 win32 Opera Cross-Domain Scripting High CyberNotes-2003-03 
 

Opera Software2268 Windows Opera Web Browser 7.0 win32 Opera Error Message History 
Disclosure 

Medium CyberNotes-2003-03 

Opera Software2269 Windows Opera Web Browser 7.0 win32 Opera Image Rendering HTML 
Injection 

Medium CyberNotes-2003-03 

Opera Software2270 Windows 
95/98/ME/ NT 
4.0/2000, XP 

Opera Web Browser 7.0 3win32, 
7.0 2win32, 7.0 1win32, 7.10 

Opera JavaScript Console  
Code Execution  

High CyberNotes-2003-09 

Opera Software2271 Windows Opera Web Browser 7.0 win32 Opera JavaScript Console 
Attribute Injection 

High CyberNotes-2003-03 

Opera Software2272 Windows 
95/98/ME/ NT 
4.0/2000, XP 

Opera Web Browser 6.0.1 win32 Opera JavaScript Java Method 
Access 

High CyberNotes-2003-08 

Opera Software2273 Windows Opera Web Browser 6.0.5 win32 Opera Long Filename Download 
Buffer Overrun 

High CyberNotes-2003-06 

Opera Software2274 Windows Opera Web Browser 7.10, 7.11, 
7.11b, 7.11j, 7.20, 7.20 Beta 1 
build 2981, 7.21 

Opera Multiple MIME Type File 
Dropping 

High CyberNotes-2003-23 
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Opera Software2275 Multiple Opera Web Browser 6.0.5 win32, 
7.0 win32 Beta 1&2, 7.0 win32, 
7.01win32 

Opera opera.Plugin Context 
Native Method Denial Of Service 

Low  CyberNotes-2003-04 

Opera Software2276 Windows, Unix Opera Web Browser 7.22 Opera Skin Zip File Buffer 
Overflow & Directory Traversal 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-24 

Opera Software2277 
 
Opera 6.06 released 
with same 
vulnerability2278 

Multiple 
  

Opera Web Browser 6.0.5 win32, 
7.0 win32 Beta 1&2 
 

Opera Username Remote 
Buffer Overflow 

High CyberNotes-2003-04 
CyberNotes-2003-07 

Opera Software2279 Windows 
95/98/ME/ NT 
4.0/2000, XP, 
Unix 

Opera Web Browser 6/0, 6.0 
win32, 6.0.1, 6.0.1 win32, 6.0.1 
Linux, 6.0.2 win32, 6.0.2 Linux, 
6.0.3 win32, 6.0.3 Linux, 6.0.4 
win32, 6.0.5 win32, 6.10 Linux, 7.0 
win32, 7.0 1win32 

Opera Web Browser Cross-Site 
Scripting 

High CyberNotes-2003-05 

Opera Software2280 Windows Opera Web Browser 7.10, 7.11, 
7.11j, 7.11b, 7.20, 7.20 Beta 1 
build 2981, 7.21 

Opera Web Browser Opera: URI 
Handler Directory Traversal 

Medium CyberNotes-2003-23 

Opera Software2281 Windows Opera Web Browser 7.0 win32 Opera Web History Object 
Information Disclosure 

Medium CyberNotes-2003-03 

OptiSoft2282 Windows Blubster 2.5 Blubster Remote Denial of 
Service 

Low CyberNotes-2003-18 

Oracle Corporation2283 Multiple Oracle9i Enterprise Edition 9.2.0.1, 
Personal Edition 9.2.0.1, Standard 
Edition 9.2.0.1 

Multiple Oracle XDB FTP / 
HTTP Services  

Buffer Overflows 

High CyberNotes-2003-17 

Oracle Corporation2284 Windows NT 
4.0/2000, XP, 
Unix 

Oracle 9i Application Server 9.0.2 Oracle 9i Application Server 
DAV_PUBLIC Format String 

 
CVE Name: CAN-2002-0842 

 

High CyberNotes-2003-04 

Oracle Corporation2285 Windows NT 
4.0/2000 

Oracle 9i Application Server 9.0.2, 
9.0.2 release 2, Release 2 9.0.2 .0.0 

Oracle 9i Application Server 
Information Disclosure 

Medium CyberNotes-2003-01 

Oracle Corporation2286 Multiple Oracle 9i Application Server 
1.0.2.2, 1.0.2.1s, 1.0.2, Release 2 
9.0.2 .0.1, Release 2 9.0.2 .0.0 

Oracle 9i Application Server 
Sample Scripts Information 

Disclosure 

Medium CyberNotes-2003-01 

Oracle Corporation2287 Windows NT 
4.0/2000 

Oracle 9i Application Server 1.0.2 
.2 

Oracle 9I Default Permissions Medium CyberNotes-2003-01 

Oracle Corporation2288 Windows NT 
4.0/2000, XP, 
Unix, 
OpenVMS 

Applications 10.7, 11.0, E-Business 
Suite 11i 11.1-11.8 

Oracle Applications ‘FNDWRR 
CGI’ Remote Buffer Overflow 

High CyberNotes-2003-15 

Oracle Corporation2289 Windows NT 
4.0/2000, XP, 
Unix 
OpenVMS 

Oracle7 7.3.3, 7.3.4, Oracle8 
8.0.1-8.0.6, 8.1.5-8.1.7, Oracle8i 
8.0 x, 8.0.6.3, 8.0.6, 8.1 x, 8.1.5, 
8.1.6, 8.1.7.1, 8.1.7.4, 8.1.7, 
Oracle9i 9.0, 9.0.1, 9.0.1.2- 
9.0.1.4, 9.0.2, 9.2.0.1, 9.2.0.2, 
Oracle9i Release 2 9.2.1, 9.2.2 

Oracle Buffer Overflow High CyberNotes-2003-09 

Oracle Corporation2290 Unix Oracle9i Enterprise Edition 9.0.1, 
9.2.0.4, Oracle9i Personal Edition 
9.0.1, 9.2.0.4, Oracle9i Standard 
Edition 9.0, 9.0.1.4, 9.0.1.3. 
9.0.1.2, 9.0.1, 9.0.2, 9.2 .0.4 

Oracle Database Server  
Buffer Overflows 

High CyberNotes-2003-22 

Oracle Corporation2291 Windows NT 
4.0/2000, XP, 
Unix 

Oracle8 8.0.6, Oracle 8i  8.1.7,  
Oracle9i 9.0, 9.0.1.3, 9.0.1.2, 9.0.1, 
Oracle9i Release 2 9.2.2, 9.2.1 

Oracle Database Server 
DIRECTORY Buffer Overflow 

High CyberNotes-2003-04 

Oracle Corporation2292 Windows NT 
4.0/2000, XP, 
Unix 

Oracle8 8.0.6, Oracle 8i  8.1.7, 
8.1.7.1, Oracle9i 9.0, 9.0.1.3, 
9.0.1.2, 9.0.1, 9.0.2, Oracle9i 
Release 2 9.2.2, 9.2.1 

Oracle Database Server 
ORACLE.EXE Buffer Overflow 

High CyberNotes-2003-04 
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Oracle Corporation2293 Windows NT 
4.0/2000, XP, 
Unix 

Oracle8 8.0.6, Oracle 8i 8.1.7.1, 
8.1.7, Oracle9i 9.0, 9.0.1.3, 9.0.1 
.2, 9.0.1, 9.0.2, Oracle9i Release 2 
9.2.2, 9.2.1 

Oracle Database Server 
TO_TIME STAMP_TZ Buffer 

Overflow 

High CyberNotes-2003-04 

Oracle Corporation2294 Windows NT 
4.0/2000, XP, 
Unix 

Oracle8 8.0.6, Oracle 8i  8.1.7, 
Oracle9i 9.0, 9.0.1.3, 9.0.1.2, 9.0.1, 
9.0.2, Oracle9i Release 2 9.2.2, 
9.2.1 

Oracle Database Server 
TZ_OFFSET Buffer Overflow 

High CyberNotes-2003-04 

Oracle Corporation2295 Windows NT 
4.0/2000, 
Unix 

Oracle Applications 10.7, 11.0, 
E-Business Suite 10.7, 11.0, 
E-Business Suite 11i 11.1-11.8 

Oracle E-Business Suite 
RRA/FNDFS File Disclosure 

Medium CyberNotes-2003-08 

Oracle Corporation2296 Windows NT 
4.0/2000, Unix 

Oracle Files 9.0.3.1.0-9.0.3.3.0 Oracle Files Restricted Content 
Access 

Medium CyberNotes-2003-22 

Oracle Corporation2297 Multiple Oracle9i 9.0, 9.0.1, 9.0.1.2, 9.0.1.3, 
9.0.2 

Oracle Startup Script 
LD_LIBRARY_PATH 

High CyberNotes-2003-01 

Oracle Corporation2298 Windows NT 
4.0/2000, XP,  
OpenVMS, 
Unix 

Oracle9i Client Edition 9.0.1,  
9.2.0.1, 9.2.0.2, Oracle9i Enterprise 
Edition 9.0.1, 9.2.0.1, 9.2.0.2, 
Oracle9i Personal Edition 9.0.1, 
9.2.0.1, 9.2.0.2, Oracle9i Standard 
Edition 9.0, 9.0.1- 9.0.1.4 
9.0.2, 9.2.0.1, 9.2.0.2 

Oracle XML Database Remote 
Buffer Overflow 

Low CyberNotes-2003-17 

Oracle Corporation2299 Windows NT 
4.0/2000, Unix 

Oracle9i Application Server 9.0.2 
-9.0.2.3, Oracle9i Application 
Server Portal 3.0.9.8.5, 9.0.2 .3 - 
9.0.2 .3B 

Oracle9iAS Portal Component 
Unauthorized Access 

Medium CyberNotes-2003-23 

Oracle Corporation2300 Windows Oracle9i 9.0.2 Oracle9iAS Web Cache 
Administration Plaintext 

Password 

Medium CyberNotes-2003-09 

Oracle Corporation2301 Windows NT 
4.0/2000, XP, 
Unix, 
OpenVMS 

Applications 10.7, 11.0, E-Business 
Suite 11i 11.1-11.8 

AOL/J Setup Test Suite 
Information Disclosure 

Medium CyberNotes-2003-15 

Oracle Corporation 
2302 
 
Oracle updates 
bulletin2303 

Windows NT 
4.0/2000, XP, 
Unix, 
OpenVMS 

Oracle9i Release 2; Oracle9i 
Release 1 Oracle8i (8.1.x all 
releases) 

Oracle Database Server 
EXTPROC Buffer Overflow 

High CyberNotes-2003-15 
CyberNotes-2003-19 

ORIGO Inc.2304 Multiple ASR-8100 ADSL Router 3.21,  
ASR-8400 ADSL Router 

Origo ADSL Router Remote 
Administrative Interface 

Configuration 

Medium CyberNotes-2003-22 

Orplex Consulting, 
Inc.2305 

Windows Guest Book Guest Book ‘Addentry.asp’ Code 
Injection 

High CyberNotes-2003-08 

Orville-Write2306 Unix Orville-Write 2.53 Orville-Write Multiple Buffer 
Overflows 

 
CVE Name: CAN-2003-0441 

High CyberNotes-2003-13 

OsCommerce2307 Windows, 
Unix 

osCommerce 2.2 cvs OsCommerce Authentication 
Bypass 

Medium CyberNotes-2003-08 

OsCommerce2308 Windows, 
Unix 

OsCommerce 2.1, 2.2ms1 OsCommerce Cross-Site Scripting High CyberNotes-2003-07 

OsCommerce2309 Windows, 
Unix 

osCommerce 2.2 cvs OsCommerce Remote Denial of 
Service 

Low CyberNotes-2003-08 

Osh2310 Unix osh 1.7 osh Buffer Overflows High CyberNotes-2003-13 
OSSIM2311 Multiple os-sim 0.1-alpha - 0.3-alpha Multiple Unspecified OSSIM 

SQL Injection 
Medium/High 

 
(High if arbitrary 

code can be 
executed) 

CyberNotes-2003-19 

Outblaze2312 Multiple Webmail Webmail Authentication Bypass Medium CyberNotes-2003-06 
Owl2313 Windows, Unix Owl Intranet Engine 0.7 Owl Intranet Engine 

Authentication Bypass 
Medium CyberNotes-2003-10 
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Owl2314 Windows, Unix Owl Intranet Engine 0.6, 0.7, 0.71 Owl Intranet Engine Cross-Site 
Scripting 

High CyberNotes-2003-11 

Oyvind Gronnesby,2315 Unix mod_mylo 0.1, 2.0, 2.1 Mod_Mylo Apache Module 
REQSTR Remote Buffer 

Overflow 
 

CVE Name: CAN-2003-0651 

High CyberNotes-2003-16 

Pablo Software 
Solutions2316 

Windows Baby FTP Server 1.2 Baby FTP Server Directory 
Traversal 

Low/ Medium  
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-12 

Pablo Software 
Solutions2317 

Windows FTP Server 1.2 FTP Server Anonymous Users & 
Plaintext Password Storage 

Medium CyberNotes-2003-12 

Padl Software2318 Unix pam_ldap Build 161 PAM_LDAP PAM Filter Access 
Restriction Failure 

Medium CyberNotes-2003-18 

Palm Inc.2319 Windows HotSync Manager 4.0.4 HotSync Manager Remote Denial 
of Service 

Low CyberNotes-2003-02 

Palm Inc.2320 Multiple Palm OS 3.3, 3.5 h, 3.5.2, 4.0, 4.1, 
5.0 

PalmOS MemoPad Memo Hiding 
Bypass 

Medium CyberNotes-2003-14 

Palm, Inc.2321 Multiple Palm OS 3.3, 3.5 h, 3.5.2, 4.0, 4.1 PalmOS Remote  
Denial of Service 

Low CyberNotes-2003-10 

pan. Rebelbase.com 

2322 
Unix Pan 0.9.7, 0.11.4, 0.14.2 Pan Long Author Address  

Remote Denial of Service 
 

CVE Name: CAN-2003-0855 

Low CyberNotes-2003-24 

Pastel Software (Pty) 
Ltd. 2323 

Windows 
95/98/ME/ NT 
4.0 

Pastel Accounting 6.0, 6.1, 6.12 Pastel Accounting ACCUSER. 
DAT Information Storage 

Medium CyberNotes-2003-05 

Paul L Daniels2324 Unix Ebola 0.1.4 Ebola Buffer Overflow High CyberNotes-2003-25 
Paul Sheer2325 Unix SheerDNS 1.0 SheerDNS Buffer Overflow & 

Directory Traversal 
Low/ Medium/High 

 
(Low if a DoS; 

Medium if sensitive 
information can be 
obtained; and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-08 

Paul Smith Computer 
Services 2326 

Windows VPOP3 2.0f, 2.0 e VPOP3 WebAdmin Cross-Site 
Scripting 

High CyberNotes-2003-22 

PBLang2327 Windows, Unix PBLang 4.0 
 PBLang 4.56 (4.5 RC 2) 

PBLang Bulletin Board System 
IMG Tag HTML Injection 

High CyberNotes-2003-16 

PBLang2328 Windows, Unix PBLang 4.0 PBLang Cross-Site Scripting High CyberNotes-2003-16 
Pedestal Software2329 Windows NT 

4.0/2000 
Integrity Protection Driver 1.2, 1.3,  Integrity Protection Driver 

Symbolic Link Bypass 
High CyberNotes-2003-01 

Pedro L Orso2330 Unix CHETC PASSWD 1.12 CHETC PASSWD Password 
Utility 

High CyberNotes-2003-01 

People Soft2331 Windows NT 
4.0/2000, Unix 

People Tools 8.4, 8.10-8.20, 
8.40-8.43 

PeopleBooks ‘psdoccgi.exe’ 
Remote 

Denial of Service  
 

CVE Name: CAN-2003-0627 

Low CyberNotes-2003-24 

People Soft2332 Windows NT 
4.0/2000, Unix 

People Tools 8.4, 8.10-8.20, 
8.40-8.43 

PeopleBooks psdoccgi.exe 
Directory Traversal  

 
CVE Name: CAN-2003-0626 

Medium CyberNotes-2003-24 

People Soft2333 Multiple People Tools 8.14-8.18 PeopleSoft Gateway 
Administration Servlet 

 
CVE Name: CAN-2002-1252 

Medium CyberNotes-2003-02 
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People Soft2334 Windows NT 
4.0/2000, Unix 

People Tools 8.4, 8.10-8.20, 
8.40-8.43 

PeopleSoft IScript Remote 
Cross-Site Scripting 

 
CVE Name: CAN-2003-0629 

High CyberNotes-2003-24 

People Soft2335 Windows NT 
4.0/2000, Unix 

People Tools 8.4, 8.10-8.20, 
8.40-8.43 

PeopleTools Gateway 
Administration Servlet Path 

Disclosure 
 

CVE Name: 
CAN-2003-0628 

Medium CyberNotes-2003-24 

People Soft2336 Windows NT 
4.0/2000, Unix 

People Tools 8.4, 8.10-8.20, 
8.40-8.43 

PeopleTools IClient Servlet 
Arbitrary Code Execution 

High CyberNotes-2003-24 

People Soft2337 Unix People Tools 8.4, 8.10- 8.19, 
8.40-8.42 

PeopleTools Multiple 
Vulnerabilities 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-21 

People Soft2338 Windows NT 
4.0/2000, 
Unix 

People Tools 8.10 PeopleTools Scheduler Transfer 
Remote Command Execution 

 
CVE Name: CAN-2003-0104 

High CyberNotes-2003-06 

Perception2339 Windows LiteServe 1.25, 1.28, 2.0 2, 2.0, 
2.0.1, 2.2 

LiteServe GET Buffer Overflow High CyberNotes-2003-23 

PGPi2340 Windows  PGPDisk 6.0.2i PGPDisk Switched User 
Unauthorized Access 

Medium CyberNotes-2003-22 

Phil Ward2341 Windows philboard 1.14 Philboard Administrative Access 
& Database Access 

Medium/High 
 

(High if 
administrative 
access can be 

obtained) 
 

CyberNotes-2003-12 

Phorum2342 Windows, Unix Phorum 3.4-3.4.2 Phorum Message Form Field 
HTML Injection Variant 

High CyberNotes-2003-10 

Phorum2343 Windows, Unix Phorum 3.4-3.4.2 Phorum Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-10 

Phorum 2344 Windows, 
Unix 

Phorum 3.2.4-3.2.8, 3.3.1 a, 3.3.1, 
3.3.2 a, 3.3.2b3, 3.3.2, 3.4 

Phorum Cross-Site Scripting High CyberNotes-2003-08 

PHP2345 MacOS X 10.x, 
Unix 

PHP 4.0- 4.0.7, 4.1.0-4.1.2, 4.2.0- 
4.2.3, 4.3, 4.3.1 

PHP  PHPInfo Cross-Site 
Scripting 

High CyberNotes-2003-12 

PHP2346 MacOS X 10.x, 
Unix 

PHP 4.0-4.0.7, 4.1.1, 4.1.2, 
4.2.0-4.2.3, 4.3- 4.3.2 

PHP DLOpen Information 
Disclosure 

Medium CyberNotes-2003-17 

PHP2347 Unix PHP 4.3, 4.3.1, 4.3.2 PHP Safe_Mode_ Include_Dir 
Bypass 

Medium CyberNotes-2003-15 

PHP2348 MacOS X 10.X, 
Unix 

PHP 4.0-4.0.7, 4.1.0- 4.1.2, 
4.2.0-4.2.3, 4.3, 4.3.1 

PHP socket_recv(), socket_ 
recvfrom(), & emalloc() 

Vulnerabilities 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 

PHP2349 MacOS X 10.x, 
Unix 

PHP 4.1.0-4.1.2, 4.2.0-4.2.3, 4.3, 
4.3.1 

PHP STR_Repeat Buffer 
Overflow 

High CyberNotes-2003-07 

PHP2350 
 
RedHat releases 
patch2351 
 
More patches 
released2352, 2353, 2354 

MacOS X 10.x, 
Unix 

PHP 4.1.2, 4.2.0-4.2.3 PHP wordwrap() Buffer 
Overflow 

 
CVE Name: CAN-2002-1396 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 
CyberNotes-2003-03 
CyberNotes-2003-04 
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PHP2355 MacOS X 10.x, 
Unix 

PHP 4.0, 4.0.1,  pl1&pl2, 4.0.2- 
4.0.6, 4.0.7, rc1-rc3, 4.1.0-4.1.2, 
4.2.0-4.2.3, 4.3-4.3.2 

PHP4 Base64_ Encode() Integer 
Overflow 

Medium CyberNotes-2003-20 

PHP Arena2356 Windows, Unix paBox 1.6 PABox Password Reset & 
Administrative Control Panel 

High CyberNotes-2003-14 

PHP Arena2357 Unix paFileDB 1.1.3, 2.1.1, 3.0 Beta 3.1, 
3.0, 3.1 

paFileDB Arbitrary File 
Execution 

High CyberNotes-2003-16 

PHP Arena2358 Unix paFileDB 3.0, 3.0 Beta, 3.1 PAFileDB. PHP  
Input Validation 

High CyberNotes-2003-07 

PHP Group2359 Unix PHP 4.3.1 PHP openlog() Buffer Overflow Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 

PHP Group 2360 Unix PHP 4.3, 4.3.1 PHP socket_iovec_ alloc() Integer 
Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 

PHP Group Ware2361 
 
Patches now 
available2362, 2363 

 

Debian issues 
patches2364 

Windows, 
Unix 

PHPGroupWare 0.9.14 .003 Multiple PHPGroup Ware 
HTML Injection 

High CyberNotes-2003-14 
CyberNotes-2003-15 
CyberNotes-2003-16 

PHP Group Ware2365, 

2366 
Unix PHPGroupWare 0.9.12, 0.9.13, 

0.9.14 .005, 0.9.14 .003 
PHPGroupWare Unspecified 

Remote File Include 
High CyberNotes-2003-15 

PHP Group2367, 2368 Windows, 
Unix 

PHP 4.3 PHP CGI SAPI Code Execution High CyberNotes-2003-04 

PHP Outsourcing 2369 Windows, 
Unix 

IdeaBox 1.0 IdeaBox Remote Code Execution High CyberNotes-2003-10 

PHP Prayer Board2370 Windows, Unix PHP Prayer Board 0.51 PHP Prayer Board Code 
Execution 

High CyberNotes-2003-21 

PHP Recipe Book2371 Windows NT 
4.0/2000, Unix, 
MacOS X 

PHPRecipeBook 1.24-1.27, 1.30, 
1.30a, 1.31, 2.04-2.06, 2.10-2.17  

PHPRecipe Book Unspecified 
Cross-Site Scripting/ HTML 

Injection 

High CyberNotes-2003-23 

php WebSite 
Development Team 2372 

Windows, Unix phpWebsite 0.7.3, 0.8.2, 0.8.3, 
0.9.3 

PHP Website Calendar Module Medium CyberNotes-2003-17 

php WebSite 
Development Team 2373 

Windows, Unix phpWebsite 0.7.3, 0.8.2, 0.8.3, 
0.9.3 

PHP Website Multiple Module 
Cross-Site Scripting 

High CyberNotes-2003-17 

PhPay2374 Windows, Unix phPay 2.2 PHPay Multiple Path Disclosure 
& Cross-Site Scripting 

Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-08 

PHP-Banner 
Exchange2375 

Multiple PHP-Banner Exchange 1.2 PHP-Banner Exchange Path 
Disclosure 

Medium CyberNotes-2003-11 

phpBB Group2376 Windows, Unix PhpBB 2.0.6 phpBB ‘search.php’ Input 
Validation 

High CyberNotes-2003-25 

phpBB Group2377 Windows, Unix phpBB 1.4.0-1.4.4 PHPBB Auth.PHP File Disclosure Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-04 

phpBB Group2378 Windows, Unix phpBB 2.0.0-2.0.5 phpBB Profile.PHP SQL Injection High CyberNotes-2003-23 
phpBB Group2379 
 
Vendor issues code 
modification2380 

Windows, 
Unix 

phpBB 2.0.0-2.0.4 PHPBB Theme_Info. CFG File 
Include 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 
CyberNotes-2003-14 
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phpBB Group2381 
 
Fix now available2382 

Windows, 
Unix 

phpBB 2.0.6 PHPBB URL BBCode 
Cross-Site Scripting 

High CyberNotes-2003-19 
CyberNotes-2003-20 

phpBB Group2383 Windows, 
Unix 

phpBB 2.0.4, 2.0.5 phpBB Viewtopic.PHP Cross-Site 
Scripting 

High CyberNotes-2003-13 

phpBB Group2384 Multiple phpBB 2.0.3 phpBB2  
Input Validation 

Medium CyberNotes-2003-02 

phpBB Group2385 Unix phpBB 2.0.0-2.0.2 PHPBB2 Page_Header. PHP SQL 
Injection 

High CyberNotes-2003-04 

php-board2386 Windows, 
Unix 

php-board 1.0 PHP-Board User Password 
Disclosure 

Medium CyberNotes-2003-04 

PHP-Coolfile2387 Windows, Unix PHP-Coolfile 1.4 PHP-Coolfile Unauthorized 
Remote Administrative Access 

High CyberNotes-2003-23 

PhpGACL2388 Windows, Unix phpGACL 3.0.2, 3.1.0b4,  3.1.0b3, 
3.1.0b2, 3.1.0b, 3.1.0, 3.1.1b3, 
3.1.1 b2, 3.1.1 

PHPGACL Debugging 
Information Disclosure 

Medium CyberNotes-2003-18 

PHP-Gastebuch2389 Windows, Unix PHP-Gastebuch 1.60 Beta Multiple PHP-Gastebuch 
Information Disclosure 

Medium CyberNotes-2003-16 

phpinfo. net 2390 Windows, Unix Les Visiteurs 2.0, 2.0.1 Les Visiteurs Remote File Include 
Vulnerabilities 

High CyberNotes-2003-22 

PHPKIT2391 Windows, Unix PHPKIT 1.6.03, 1.6.02 PHPKit Include.PHP Cross-Site 
Scripting 

High CyberNotes-2003-23 

PhpLinks2392 Multiple phpLinks 2.x phpLinks Access Control Medium CyberNotes-2003-03 
PhpLinks2393 Unix phpLinks 2.1.2 PHPLinks HTML Injection High CyberNotes-2003-02 
phpMy Admin2394 
 
Upgrades now 
available2395 

Windows, 
Unix 

phpMy Admin 2.0-2.0.5, 
2.1-2.2.6, 2.3.1, 2.3.2, 2.4.0, 2.5.0, 
2.5.1 

PHPMyAdmin Multiple Cross-
Site Scripting 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 
CyberNotes-2003-16 

phpMy News Letter2396 Unix phpMy NewsLetter 0.6.10 phpMyNews Letter Remote File 
Include 

High CyberNotes-2003-03 

PHPMy Pub2397 Multiple PHPMyPub 1.2 .0 PHPMyPub Unauthorized 
Administrative Access 

High CyberNotes-2003-02 

PHPOutsourcing2398 Windows, Unix Zorum 3.0-3.4 Zorum Cross-Site Scripting High CyberNotes-2003-17 
PHPOutsourcing2399 Windows, Unix Zorum 3.4 Zorum Path Disclosure Medium CyberNotes-2003-17 
PHPOutsourcing2400 
 
Upgrade now 
available2401 

Multiple Zorum 3.0-3.2 Zorum PHP Includes High CyberNotes-2003-02 
CyberNotes-2003-03 

PhpPass2402 Unix phpPass 2 phpPass AccessControl.PHP SQL 
Injection 

High CyberNotes-2003-02 

PhpPortals2403 Windows, Unix vbPortal 2.0 alpha 8.1 vbPortal 'auth.inc.php' SQL 
Injection 

High CyberNotes-2003-19 

PhpPortals 2404 Windows, Unix vbPortal 2.0 alpha 8.1 vbPortal Friend.PHP Remote E-
Mail Relaying 

Medium CyberNotes-2003-24 

PhpSecureSite2405 Multiple phpSecure Site .4, .5 PHPSecureSite SQL Injection Medium CyberNotes-2003-17 
phpSys Info2406 
 
Upgrade now 
available2407 
 
Debian issues 
advisory2408 

Unix phpSysInfo 2.1 phpSysInfo File Disclosures Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-08 
CyberNotes-2003-09 
CyberNotes-2003-14 

Pi32409 Unix Pi3Web 1.0.3, 2.0, 2.0.1 Pi3Web Malformed GET Request 
Denial of Service 

Low CyberNotes-2003-10 

Pierre Chifflier2410 Windows 2000, 
XP, 
Unix 

wzdftpd 0.1 rc5 wzdftpd Login Remote Denial of 
Service 

Low CyberNotes-2003-20 

Pierre Chifflier2411 Unix wzdftpd 0.1, 0.1 rc4 WZDFTPD Remote Denial of 
Service 

Low CyberNotes-2003-14 

Pierre-Yves 
Legendre2412 

Windows, Unix Py-Membres 4.0-4.2 Py-Membres Secure.PHP 
Unauthorized Access 

High CyberNotes-2003-18 
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Piolet Networks2413 Windows Piolet 1.0.5 Piolet Client Remote  
Denial of Service 

Low CyberNotes-2003-18 

PLANET Technology 
Corp.2414 

Multiple WGSD-1020 WGSD-1020 Switch 
Unauthorized Remote 
Administrative Access 

High CyberNotes-2003-21 

Platform2415 Windows NT 
4.0/2000, 
Unix 

Platform LSF 4.0, 4.2¸ 5.0, 5.1 Platform Load Sharing Facility 
Escalated Privileges 

Medium CyberNotes-2003-11 

Pleasure Net 
Consulting Inc.2416 

Windows, 
Unix 

InstaBoard 1.3 InstaBoard Index.CFM Input 
Validation 

High CyberNotes-2003-08 

Plptools2417 Unix plptools 0.6 PLP Tools plpnfsd Syslog() Calls High CyberNotes-2003-03 
Plug and Play 
Software2418 

Windows NT 
4.0/2000, XP 

Web Server 1.0 002c Multiple Web Server Remote  
Buffer Overflows 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-20 

Plug and Play 
Software2419 

Windows NT 
4.0/2000, XP 

Plug and Play Web Server 1.0002c Plug and Play Remote  
Denial of Service 

Low CyberNotes-2003-23 

Plug and Play 
Software2420 

Windows NT 
4.0/2000, XP 

Plug and Play Web Server 1.0 002c Plug and Play Web Server 
Directory Traversal & Buffer 

Overflow 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-19 

Pmachine2421 Windows, Unix PMachine 1.0, 2.0-2.2.1 pMachine ‘search/index. php’ Medium/High   
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 

Pmachine2422 Windows, 
Unix 

PMachine 2.2.1 PMachine Lib.Inc.PHP Script High CyberNotes-2003-13 

Point Clark 
Networks2423 

Unix Clark Connect Linux 1.2 ClarkConnect ‘clarkconnectd' 
Remote Information Disclosure 

M<edium CyberNotes-2003-05 

Polycom2424 
 
Fix should be 
available2425 
 

Multiple MGC-100,  MGC-25 5.51.21, 
5.51.211, MGC-50 

Polycom MGC Systems Remote 
Administration Denial of 

Service 

Low CyberNotes-2003-15 
CyberNotes-2003-18 

Polycom2426 Windows NT View Station FX/VS 4000 4.2 ViewStation Administrative 
Password Plaintext Storage 

Medium CyberNotes-2003-01 

Polyspaston Limited 

2427 
Unix C-Cart 1.0 C-Cart Information Disclosure Medium CyberNotes-2003-17 

PoPToP Development 
Team2428 

Unix PPTP Server 1.1.4 –b1-b3 PPTP BCRELAY sprintf() Buffer 
Overflow 

High CyberNotes-2003-10 

PoPToP 
Development Team 
2429 
 
Debian issues 
advisory2430 
 
SuSE issues 
advisory2431 

Unix PPTP Server 1.0.1, 1.1.2- 1.1.4-b2 
 

PoPToP PPTP Remote  
Buffer Overflow 

 
CVE Name: CAN-2003-0213 

High CyberNotes-2003-08 
CyberNotes-2003-09 
CyberNotes-2003-12 

Posadis Team2432 Unix Posadis 0.50.4 - 0.50.8 Posadis DNS Remote Denial of 
Service 

Low CyberNotes-2003-04 

Positive Software2433 Unix H-Sphere 2.0 6, 2.0 5, 2.0, 2.1- 2.3 
RC3 

H-Sphere HTML Template 
Inclusion Cross-Site Scripting 

High CyberNotes-2003-12 

Positive Software2434 Unix H-Sphere 2.3 RC3 H-Sphere Multiple Vulnerabilities High CyberNotes-2003-01 
Positive Software2435 Unix H-Sphere 2.3 RC3 H-Sphere Remote Buffer Overrun high CyberNotes-2003-01 
PostgreSQL2436 
 
Mandrake issues 
upgrade2437 

Multiple Postgre SQL 6.3.2, 6.5.3, 7.1, 
7.1.1, 7.1.2, 7.2 

PostgreSQL cash_words Buffer 
Overflow 

 
CVE Name: CAN-2002-1397 

High CyberNotes-2003-04 
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PostgreSQL2438 
 
Mandrake issues 
upgrade2439 

Multiple Postgre SQL 6.3.2, 6.5.3, 7.1, 
7.1.1, 7.1.2, 7.2, 7.2.1 

PostgreSQL lpad() & rpad() 
functions Buffer Overflow 

 
CVE Name: CAN-2002-0972 

Low CyberNotes-2003-04 

PostgreSQL2440 Unix Postgre SQL 7.2 PostgreSQL Remote  
Denial of Service 

Low CyberNotes-2003-06 

PostgreSQL2441 
 
Mandrake issues 
upgrade2442 

Multiple Postgre SQL 6.3.2, 6.5.3, 7.1, 
7.1.1, 7.1.2, 7.2, 7.2.1 

  PostgreSQL Repeat Function 
Buffer Overflow 

 
CVE Name: CAN-2002-1400 

High CyberNotes-2003-04 

PostgreSQL2443 
 
Vendors issue 
advisories2444, 2445 

 

More advisories 
issued2446, 2447,2448, 2449, 

2450 

 

More advisories 
issued2451, 2452 

 

Turbo Linux issues 
advisory2453 

Unix Postgre SQL 7.2-7.2.4, 7.3-7.3.3 PostgreSQL To_Ascii() Buffer 
Overflow 

 
CVE Name: CAN-2003-0901 

High CyberNotes-2003-20 
CyberNotes-2003-22 
CyberNotes-2003-23 
CyberNotes-2003-24 
CyberNotes-2003-25 

PostgreSQL 2454, 2455 

 

Mandrake issues 
upgrade2456 

Unix Postgre SQL 6.3.2, 6.5.3, 7.0.3, 
7.1-7.1.3, 7.2.1 

PostgreSQL  TZ Environment 
& SET TIME ZONE 

Environment Variables Buffer 
Overflows 

 
CVE Name: CAN-2002-1402 

Low/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-02 
CyberNotes-2003-04 

PostgreSQL 2457, 2458 

 

Mandrake issues 
upgrade2459 

Unix Postgre SQL 6.3.2, 6.5.3, 7.0.3, 
7.1-7.1.3, 7.2-7.2.3 

PostgreSQL path_encode() & 
circle_poly Buffer Overflows 

 
CVE Name: CAN-2002-1401 

Low/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-02 
CyberNotes-2003-04 

PostgreSQL2460, 2461 

 

Mandrake issues 
upgrade2462 

Unix Postgre SQL 6.3.2, 6.5.3, 7.0.3, 
7.1-7.1.3, 7.2, 7.2.1 

PostgreSQL Date Parser Buffer 
Overflow 

 
CVE Name: CAN-2002-1398 

Low/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-02 
CyberNotes-2003-04 

PostgreSQL2463, 2464 

 

Mandrake issues 
upgrade2465 

Unix Postgre SQL 6.3.2, 6.5.3, 7.0.3, 
7.1-7.1.3, 7.2-7.2.3 

PostgreSQL path_add() Buffer 
Overflow 

Low/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-02 
CyberNotes-2003-04 

PostNuke 
Development Team2466 

Windows, Unix PostNuke Phoenix 0.723 PostNuke ‘Modules.PHP’ 
Multiple Cross-Site Scripting 

High CyberNotes-2003-13 

PostNuke 
Development Team2467 

Windows, Unix PostNuke 0.7, 0.62-0.64, 0.70-0.72, 
0.703, 0.72, PostNuke Phoenix 
0.721- 0.723 

PostNuke Downloads / 
Web_Links Modules Cross-Site 

Scripting 

High CyberNotes-2003-17 

PostNuke 
Development Team2468 

Windows, 
Unix 

PostNuke Phoenix 0.722 PostNuke Phoenix SQL Injection 
& Directory Traversal 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-06 

PostNuke 
Development Team2469 

Windows, 
Unix 

PostNuke Phoenix 0.721- 0.723 PostNuke Phoenix Main Modules 
Multiple Path Disclosure 

Medium CyberNotes-2003-11 

PostNuke 
Development Team2470 

Windows, 
Unix 

PostNuke Phoenix 0.721- 0.723 PostNuke Phoenix Rating System 
Denial Of Service 

Low CyberNotes-2003-11 

PostNuke 
Development Team2471 

Unix PostNuke 0.721, PostNuke Phoenix 
0.722, 0.72 

PostNuke Sensitive Information 
Disclosure 

Medium CyberNotes-2003-07 

PpoPn2472 Windows, 
Unix 

P-News 1.16 P-News Remote Administrative 
Access 

High CyberNotes-2003-11 

Prishtina Soft2473 Windows Prishtina FTP 1.0, 
1.1, 1.2 

Prishtina Remote Denial of 
Service 

Low CyberNotes-2003-11 
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Privacy ware2474 Multiple  Private firewall 3.0 Private firewall Firewall Filter 
Circumvention 

Medium CyberNotes-2003-11 

ProFTPD Project2475 
 
Debian issues 
advisory2476 

Unix ProFTPD 1.2 pre1-pre11, 
1.2.0rc1- 1.2.0rc3, 1.2-1.2.9 rc1 

ProFTPD ‘mod_sql’ Module High CyberNotes-2003-13 
CyberNotes-2003-14 

ProFTPD Project2477, 

2478, 2479, 2480, 2481, 2482, 2483 

 

Exploit scripts 
published2484 

Unix ProFTPD 1.2.7, rc1-rc3, 1.2.8, 
rc1&rc2, 1.2.9 rc1&rc2 

ProFTPD ASCII File Transfer  
Remote Buffer Overflow 

 
CVE Name: CAN-2003-0831 

High CyberNotes-2003-20 
CyberNotes-2003-21 

Progress Software 
Corporation2485 

Windows NT 
4.0/2000, Unix 

4GL Compiler 9.1 D06 4GL Compiler Datatype Buffer 
Overflow 

High CyberNotes-2003-13 

Progress Software 
Corporation2486 

Windows NT 
4.0/2000, 
Unix 

Database 9.1 D Progress Database ‘BINPATHX’ 
Buffer Overflow 

High CyberNotes-2003-08 

Progress Software 
Corporation2487 

Unix Progress Database 8.3V, 8.3E, 
8.3D, 9.1D, 9.1C, 9.1B 

Progress Database Configuration 
File Verification 

Medium CyberNotes-2003-08 

Progress Software 
Corporation2488 

Windows NT 
4.0/2000, 
Unix 

Database 8.3V, 8.3E, 8.3 D, 
9.1B-9.1 D  

Progress Database DLC 
Environment Variable  

High CyberNotes-2003-08 

Progress Software 
Corporation 2489 

Windows NT 
4.0/2000, Unix 

Progress Database 9.1, 9.1 B, 9.1 
C, 9.1 D, D05, D06 

Progress Database DBAgent  High CyberNotes-2003-13 

Progress Software 
Corporation 2490 

Windows NT 
4.0/2000, Unix 

Progress Database 9.1, 9.1 B, 9.1 C 
, 9.1 D, D05, D06 

Progress Database dlopen() 
Function  

High CyberNotes-2003-13 

Protegrity2491 Windows 2000 Secure. Data 2.2.3.7, 2.2.3.8 Secure.Data Multiple 
Buffer Overflows 

Medium CyberNotes-2003-06 

ProtWare Inc.2492 Windows HTML Guardian 6.3 ProtWare HTML Guardian 
Encryption 

Medium CyberNotes-2003-07 

Proxomitron2493 Multiple Proxo-mitron Proxomitron Remote Denial o 
Service 

Low CyberNotes-2003-13 

Proxy2.de2494 Windows, Unix Advanced Poll 2.0.2 Multiple Advanced Poll PHP 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 

Psunami Bulletin 
Board2495 
 
Exploit scripts have 
been published.2496 

Multiple Psunami Bulletin Board 0.2, 
0.2.1, 0.3, 0.3.1, 0.4, 0.5, 0.5.1, 
0.5.2 

Psunami Bulletin Board 
Psunami.CGI Remote 
Command Execution 

High CyberNotes-2003-02 
CyberNotes-2003-13 

PY-Livredor2497 Unix PY-Livredor 1.0 PY-Livredor Cross-Site Scripting High CyberNotes-2003-05 
Py-Membres2498 Windows Py-Membres 4.0 Py-Membres Remote SQL 

Injection 
High CyberNotes-2003-08 

Python Publishing 
Accessories2499 

Windows, Unix Python Publishing Accessories 
0.2.1 

Python Publishing Accessories 
Cross-Site Scripting 

High CyberNotes-2003-19 

Python Software 
Foundation2500 

Unix Python 2.2.2, 2.3 Python Cross-Site Scripting High CyberNotes-2003-08 

QNX Software 
Systems Ltd.2501 

QNX Demodisk 4.0 QNX Demo Web Server 
Directory Traversal 

Medium CyberNotes-2003-13 

qt-dcgui2502 Unix qt-dcgui 0.2, 0.2.1 qt-dcgui Remote Directory 
Parsing F 

Medium CyberNotes-2003-03 

Quad Comm, Inc.2503 Windows Q-Shop 2.5 Q-Shop Credential Validation High CyberNotes-2003-14 
Qualcomm2504 Windows Eudora 6.0.1 Eudora Attachment 

LaunchProtect  
Medium CyberNotes-2003-24 

Qualcomm2505 Windows 
95/98/ME/ NT 
4.0/2000, 
MacOS 8.1 
or later 

Eudora 5.0.2 Eudora Attachment Remote  
Denial of Service 

Low CyberNotes-2003-06 

Qualcomm2506 Multiple Eudora 5.2 Eudora E-mail Message Deletion Medium CyberNotes-2003-03 
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Qualcomm2507 Windows 
95/98/NT 
4.0/2000 

Eudora 5.0.2, 5.0.2-Jr2, 5.1, 5.1 –J, 
5.1 -Jr3, 5.1.1, 5.2, 5.2 .0.9, 5.2.1, 
6.0 

Eudora Encrypted E-mail 
Attachment/ 

Image Storage 

Medium CyberNotes-2003-23 

Qualcomm2508 Windows 
95/98/NT 
4.0/2000 

Eudora5.1, 5.1-J, 5.1.1, 5.2 .0.9, 
5.2, 5.2.1 

Eudora Reply-to-all  
Buffer Overflow 

High CyberNotes-2003-23 

Qualcomm2509 Windows 
95/98/NT 
4.0/2000 

Eudora 5.0.2, 5.0.2-Jr2, 5.1, 5.1 –J, 
5.1 -Jr3, 5.1.1, 5.2, 5.2 .0.9, 5.2.1, 
6.0 

Eudora Spoofed Attachment Line  
Remote Denial of Service 

Low CyberNotes-2003-23 

Qualcomm2510 Unix qpopper 3.1, 4.0.4 Qpopper Authentication 
Information Disclosure 

Medium CyberNotes-2003-06 

Qualcomm2511 Unix qpopper 4.0 b14, 4.0-4.0.5, 4.0.5 
fc2 

Qpopper Poppassd Command 
Execution 

High CyberNotes-2003-09 

Qualcomm2512 Multiple Eudora 5.2.1 Qualcomm Eudora File 
Attachment  

High CyberNotes-2003-11 

Qualcomm2513, 2514 
 
SuSE issues 
upgrade2515 

Unix qpopper 4.0.1 Qpopper Remote Memory 
Corruption 

High CyberNotes-2003-06 
CyberNotes-2003-07 

Quality On Line Ltd. 
2516 
 
Upgrade now 
available2517 

Windows IRCXpro Server 1.0 IRCXpro Server ‘Settings.INI’ 
Password Storage 

Medium CyberNotes-2003-12 
CyberNotes-2003-16 

Quality Programming 
Corporation2518 

Windows Mega-Browser 0.3 MegaBrowser Multiple 
Vulnerabilities 

Medium CyberNotes-2003-12 

Ralf Hoffmann2519 Unix Worker filemanager 2.7 & prior Filemanager Directory Creation 
Race Condition 

Medium CyberNotes-2003-10 

RARLAB2520 Windows NT FAR 1.65, 1.70 beta 1&4 FAR File Manager Denial of 
Service 

Low CyberNotes-2003-04 

RARLAB2521 Windows UnRar 2.71, WinRar 2.90, 3.0.0, 
3.10, beta 5, beta 3, 3.11, 3.20 

WinRAR Compressed File Size  Low CyberNotes-2003-19 

RAV AntiVirus 2522 Multiple Online Virus Scan Online Virus ‘update()’ Function  
Remote Buffer Overflow 

High CyberNotes-2003-16 

RAV AntiVirus 2523 Windows RAV AntiVirus Online Virus Scan RAV AntiVirus Online Virus 
Scan Remote  Buffer Overflow 

High CyberNotes-2003-15 

rcII Project2524 Unix ircII 20021103, 20020912, 
20020403 

ircII Multiple  Vulnerabilities Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-06 

Real Networks2525 
 
Upgrade now 
available2526 

Windows NT 
4.0/2000, XP,  
Unix 

Helix Universal Server 8.01, 9.01, 
9.0, Real Server 7.0, 7.0.1, 7.0.2, 
8.0 Beta, 8.0, 8.01, 8.02, G21.0 

Helix Universal Server  
Remote Buffer Overflow 

High CyberNotes-2003-18 
CyberNotes-2003-19 
 

Real Networks2527 Multiple Helix Universal Server 9.0 Helix Universal Server Multiple 
Buffer Overflow Vulnerabilities 

High CyberNotes-2003-01 

Real Networks2528 Windows Helix Universal Server 8.01, Real 
Server 5.0, 7.0, 7.0.1, 7.0.2, 8.0 
Beta, 8.0 1, 8.0 

Real Networks Helix Universal 
Server/Real Server Buffer 

Overflow 

High CyberNotes-2003-05 

Real Networks2529 Unix RealOne Player Alpha for Linux 
2.2 

RealOne Player Insecure 
Configuration File Permission 

Local Privilege Escalation 

Medium CyberNotes-2003-19 

Real Networks2530 Windows 
95/98/ME/ NT 
4.0/2000, XP,  
Unix 

RealOne Desktop Manager, 
Enterprise Desktop 6.0.11.774, 
RealOne Player 6.0.11.853, 
6.0.11.841, 6.0.11.830, 6.0.11.818, 
2.0, RealOne Player Gold for 
Windows 6.0.10 .505 

RealOne Player Insecure 
Temporary File Handling 

High CyberNotes-2003-21 
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Real Networks2531  
 
Proof of Concept 
exploit published2532 
 
Exploit has been 
published2533 

Windows 
95/98/ME/ NT 
4.0/2000, XP, 
Unix 

RealOne Desktop Manager, 
RealOne Enterprise Desktop 
6.0.11.774, RealOne Player 
6.0.11.853, 6.0.11.841, 6.0.11.830, 
6.0.11.818, 2.0, RealOne Player 
Gold for Windows 6.0.10 .505 

RealOne Player SMIL File 
Script Execution 

High CyberNotes-2003-17 
CyberNotes-2003-18 
CyberNotes-2003-21 

Real Networks2534 Windows 
95/98/ME/ NT 
4.0/2000, XP, 
MacOS X, 
Unix 

RealOne Enterprise Desktop 
6.0.11.774, RealOne Player 
9.0.0.297 for OS X, 9.0.0.288 for 
OS X, 6.0.11.853, 6.0.11.841, 
6.0.11.830, 6.0.11.818, 2.0, Gold 
for Windows 6.0.10 .505, 8.0 
Win32, 8.0 Unix, 8.0 Mac 

RealPlayer Buffer Overflow PNG 
Images 

 
CVE Name: CAN-2003-0141 

High CyberNotes-2003-07 

Re-Boot Design2535 Windows ASP Forum 1.1 ASP Forum SQL Injection Medium CyberNotes-2003-20 
RedHat2536 
 
Conectiva issues 
advisory2537 
 
More vendors issue 
advisories2538, 2539, 2540 

 

Turbo Linux issues 
advisory2541 

Unix Enterprise Linux WS 2.1 IA64, 
2.1, ES 2.1 IA64, 2.1, AS 2.1 
IA64, 2.1 

Glibc Getgrouplist Function 
Buffer Overflow 

 
CVE Name: CAN-2003-0689 

Low CyberNotes-2003-18 
CyberNotes-2003-21 
CyberNotes-2003-24 
CyberNotes-2003-25 

RedHat2542 Unix Enterprise Linux WS 2.1 IA64, ES 
2.1 IA64, AS 2.1 IA64 

Glibc Malloc Routine Race 
Condition 

Medium CyberNotes-2003-18 

RedHat2543 Unix Linux 7.1 pseries, iseries, 7.1 i386, 
7.2 ia64, i386, 7.3 i386, 8.0 i386, 
9.0 i386 

Linux IPRoute Spoofed Kernel 
Messages Denial of Service 

Low CyberNotes-2003-24 

RedHat2544 Unix Linux kernel 2.4- 2.4.22 Linux Kernel Denial of Service Low CyberNotes-2003-25 
RedHat2545 
 
Patches now 
available2546, 2547 

Unix Linux 7.1, 7.2, 7.3, 8.0 PAM pam_xauth Elevated 
Privileges 

 
CVE Name: CAN-2002-1160 

Medium CyberNotes-2003-03 
CyberNotes-2003-04 

RedHat2548 Unix PXE Server 2.0 Beta 1 PXE Server Remote Buffer 
Overflow 

High CyberNotes-2003-06 

RedHat2549 Unix RedHat Linux 9.0 i386 Red Hat Linux 9 vsftpd 
Compiling Error  

 
CVE Name: CAN-2003-0135 

Medium CyberNotes-2003-07 

RedHat2550 Unix RedHat Linux 7.1, i386, i586, i686, 
7.2, athlon, i386, i586, i686, 7.3, 
i386, i686, 8.0, i386, i686, 9.0 i386 

Red Hat Linux EXT3 Filesystem 
Data Corruption 

Medium CyberNotes-2003-12 

RedHat2551 
 
Sun issues patches2552 

Unix Linux 7.1, 7.1 k i386, ia64, i386, 
alpha, 7.2, 7.2 ia64, i386, alpha, 
7.3 i386, 8.0 i386, 9.0 i386, 
tcpdump-3.4 -39.i386. rpm, 
tcpdump-3.6.2-12.i386. rpm, 
tcpdump-3.6.2-9.i386. rpm, 
tcpdump-3.6.2-9.ia64. rpm, 
tcpdump-3.6.3-3.i386. rpm, 
tcpdump-3.7.2-.i386.rpm 

Red Hat Linux tcpdump 
Privilege Retention 

 
CVE Name: CAN-2003-0194 

Medium CyberNotes-2003-11 
CyberNotes-2003-12 

RedHat2553 Unix Enterprise Linux WS 2.1 IA64, 2.1, 
ES 2.1 IA64, ES 2.1, AS 2.1 IA64, 
AS 2.1, Linux Advanced Work 
Station 2.1 

Red Hat Linux up2date  Low CyberNotes-2003-11 

RedHat2554 Unix up2date-3.0.7-1.i386.rpm, 3.1.23-
1.i386.rpm, gnome-3.0.7-
1.i386.rpm, gnome-3.1.23-
1.i386.rpm 

Red Hat Linux Up2Date GPG 
Signature Validation 

 
CVE Name: CAN-2003-0546 

Medium CyberNotes-2003-17 
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RedHat2555 Unix Linux 8.0 i386 Red Hat Linux User Mode Linux 
SetUID Installation 

 
CVE Name: CAN-2003-0019 

Medium CyberNotes-2003-04 

RedHat2556 Unix Linux 7.2, 7.2 ia64, 7.3, 8.0 Red Hat useradd Insecure Mail 
Spool Permissions 

 
CVE Name: CAN-2002-1509 

Medium CyberNotes-2003-04 

RedHat2557 Unix Linux 6.2-i386, 7.0-i386, 7.1-i386, 
7.2 - i386, ia64, 7.3-i386, 8.0-i386 

RedHat  FTP Pipe 
 

CVE Name: CAN-2003-0041 

High CyberNotes-2003-03 

RedHat2558 Unix httpd-2.0.40-21.5.i386. rpm RedHat Apache Directory Index 
Default Configuration 

Medium CyberNotes-2003-22 

RedHat2559 Unix iptables-1.2.1a-1.i386.rpm, 
iptables-1.2.3-1.i386.rpm, iptables-
1.2.5-3.i386.rpm, iptables-1.2.6a-
2.i386.rpm, iptables-ipv6-1.2.1a-
1.i386.rpm, iptables-ipv6-1.2.3-
1.i386.rpm, iptables-ipv6-1.2.5-
3.i386.rpm, iptables-ipv6-1.2.6a-
2.i386.rpm 

RedHat Linux IPTables Firewall 
Failure 

Medium CyberNotes-2003-18 

Rediff2560 Multiple Bol 2.0.2 Bol Remote Denial of Service Low CyberNotes-2003-02 
Regents of University 
of California2561 

Unix bsd-games 2.9, 2.12-2.14 BSD-Games Monop Player Name  
Buffer Overrun 

High CyberNotes-2003-18 

Regents of University 
of Texas System 2562 

Unix moxftp 2.2 moxftp ‘Welcome’ Banner  
Remote Buffer Overflow 

High CyberNotes-2003-05 

Remi Lefebvre 2563 Multiple atftp 0.7cvs ATFTP Timeout Command Line 
Buffer Overflow 

High CyberNotes-2003-13 

Renaud Deraison2564 Unix Nessus 2.0-2.0.5 Nessus LibNASL Arbitrary Code 
Execution 

High CyberNotes-2003-11 

Replicom2565 Windows NT ProxyView ProxyView Default Password High CyberNotes-2003-03 
Research In Motion2566 Windows Blackberry Enterprise Server 2.1, 

3.5, 3.6 
Multiple Blackberry Enterprise 

Server 
Low/ Medium 

 
(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-19 

Research Triangle 
Software, Inc.2567 

Windows 
95/98/ME/ 
NT/2000, XP 

Crypto Buddy 1.0, 1.2 CryptoBuddy Multiple Passphrase 
Encryption Vulnerabilities 

Medium CyberNotes-2003-04 

RhinoSoft2568 Windows FTP Voyager 9.1 .0.3, 10.0 .0.0 FTP Voyager Remote LIST 
Buffer Overflow 

High CyberNotes-2003-12 

Rit Research Labs2569 Windows 
95/98/ME/ NT 
4.0/2000, XP 

The Bat! 1.043, 1.041, 1.039, 
1.035- 1.037,  1.032, 1.031, 1.029, 
1.028, 1.015, 1.011, 1.1, 1.5, 1.14, 
1.15, 1.17-1.19, 1.21, 1.22, 
1.31-1.36, 1.39, 1.41-1.49, 1.51, 
1.52, 1.53 d, 1.101, 2.01, 2.0 

The Bat! Insecure Default 
Permissions 

Medium CyberNotes-2003-22 

Rit Research Labs2570 Windows TinyWeb 1.9 TinyWeb Server Remote  
Denial of Service 

Low CyberNotes-2003-21 

Rob Kaper, 2571 Unix monopd 0.8.2 monopd Remote Denial of 
Service 

Low CyberNotes-2003-24 

Robert Krawitz 2572, 2573 Unix escputil 1.15.2 2 ESCPUtil Printer Name 
Command Buffer Overflow 

High CyberNotes-2003-02 

Roberto Beltrame2574 Windows, Unix PHP-Proxima PHP-Proxima ‘autohtml.php’ 
Information Disclosure 

Medium CyberNotes-2003-10 

Rockliffe2575 Windows NT 
4.0/2000 

MailSite 5.3.4 Mailsite Attachment Disclosure Medium CyberNotes-2003-14 

Roundup2576 Unix Roundup 0.5-0.5.7 Roundup ‘Client.PY’ Cross-Site 
Scripting  

High CyberNotes-2003-16 

RPM2577 Multiple RPM Package Manager 4.1 RPM Package Manager FTP 
NLST Data Remote  

Denial of Service 

Low CyberNotes-2003-12 
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RSA Security2578 Windows NT 
4.0/2000, Unix 

ClearTrust Server 4.7.1 
 ClearTrust Server 4.6.1.1 

ClearTrust Login Page Cross-Site 
Scripting 

High CyberNotes-2003-06 

RSA Security2579 Windows ACE/Agent for Web 5.0, 
ACE/Agent for Windows 5.0 

RSA SecurID ACE Agent Cross-
Site Scripting 

 
CVE Name: CAN-2003-0389 

High CyberNotes-2003-13 

Russell Marks2580 
 
Debian issues 
advisory2581 

Unix zblast 1.2 Zblast Buffer Overflow High CyberNotes-2003-12 
CyberNotes-2003-17 

rxvt2582 
 
Vendors release 
upgrades2583, 2584 

Unix rxvt 2.6.1-2.7.9 RXVT Menu Bar Escape 
Sequence Command Execution 

 
CVE Name: CAN-2003-0023 

High CyberNotes-2003-05 
CyberNotes-2003-07 

rxvt2585 
 
Vendors release 
upgrades2586, 2587 

Unix rxvt 2.6.1-2.7.8 RXVT Screen Dump Escape 
Sequence Local File Corruption 

 
CVE Name: CAN-2003-0022 

Medium CyberNotes-2003-05 
CyberNotes-2003-07 

rxvt2588 
 
Vendors release 
upgrades2589, 2590 

Unix rxvt 2.6.1-2.7.8 RXVT Window Title Reporting 
Escape Sequence Command 

 
CVE Name: CAN-2003-0066 

High CyberNotes-2003-05 
CyberNotes-2003-07 

SaarPort. net2591 Windows, 
Unix 

SPChat 0.8 SPChat Cross-Site Scripting High CyberNotes-2003-12 

Sage2592 Windows, 
Unix 

Sage 1.0 beta 3 Sage Path Disclosure & 
Cross-Site Scripting 

Medium/ High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-04 

Sakki2593 Windows Guestbook 1.01 Guestbook HTML Injection High CyberNotes-2003-08 
SalD Ltd.2594 Windows 

95/98/ME NT 
4.0/2000, XP, 
OS/2,  
Unix 

Dr.Web 4.15 Dr.Web Virus Scanner Buffer 
Overflow 

High CyberNotes-2003-06 

Sam Lantinga2595 
 
Exploit script 
published2596 

Unix Maelstrom 3.0.3, 3.0.5, 3.0.6 Maelstrom Server & Player 
Argument Buffer Overflow 

High CyberNotes-2003-11 
CyberNotes-2003-14 

Sambar 
Technologies2597 

Windows 
95/98/ME/ NT 
4.0/2000 

Sambar Server 4.1, 4.2.1, 4.3, & 
4.4 production, 4.3, 4.4 Beta 3, 5.0 
beta1- beta6, 5.1 

Sambar Server ‘search.pl’ Remote 
Denial of Service 

Low CyberNotes-2003-13 

Sambar 
Technologies2598 

Windows 
95/98/ME/ NT 
4.0/2000 

Sambar Server 5.1, 5.2, 5.2 b, 5.3  Sambar Server Cross-Site 
Scripting 

High CyberNotes-2003-02 

Sambar Technologies 

2599 
Windows 
95/98/ME/ NT 
4.0/2000, XP 

Sambar Server 5.1, 5.2, 5.2 b, 5.3 
b4 

Sambar Server Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 

Samba-TNG2600 Unix Samba-TNG 0.3 Samba-TNG Remote  
Root Privileges 

High CyberNotes-2003-07 

Samsung 2601, 2602 Unix ml85p Printer Driver 1.0 ML-85G Race Condition High CyberNotes-2003-02 
Sand-sprite. Com2603 
 
Vendor response2604 

Windows Web Chat 
Server 

Web ChatServer Arbitrary  
Code Execution 

High CyberNotes-2003-17 
CyberNotes-2003-18 
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SANE2605 
 
More advisories 
issued2606, 2607 

 

More advisories 
issues26082609 
 
SuSE issues 
advisory2610 

Unix SANE 1.0.0- 1.0.9, sane-backend 
1.0.10 

Multiple Sane Package Remote 
Vulnerabilities 

 
CVE Names: CAN-2003-0773,  

CAN-2003-0774,  
CAN-2003-0775,  
CAN-2003-0776,  
CAN-2003-0777,  
CAN-2003-0778 

Low/ Medium 
 

(Medium if 
unauthorized access 

or sensitive 
information can be 

obtained) 

CyberNotes-2003-19 
CyberNotes-2003-21 
CyberNotes-2003-22 
CyberNotes-2003-24 

SAP2611 Windows NT 
4.0/2000, XP, 
Unix 

DB 7.3.29, 7.3.00, 7.4, 7.4.3.7 
Beta, 7.4.3 

DB web-tools Multiple 
Vulnerabilities 

 
CVE Names: CAN-2003-0940, 

CAN-2003-0941, 
CAN-2003-0942, 
CAN-2003-0943, 
CAN-2003-0944, 
CAN-2003-0945 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-24 

SAP2612 Unix DB 7.3.00, 7.4  SAP Database Development 
Tools Privilege Escalation 

Medium CyberNotes-2003-09 

SAP2613 Unix DB 7.3.29, 7.4.3.7 Beta SAP Database SDBINST 
Privilege Escalation 

Medium CyberNotes-2003-09 

SAP2614 Windows NT 
4.0/2000, XP, 
Unix 

DB 7.3.29, 7.3.00, 7.4, 7.4.3.7 
Beta, 7.4.3 

SAP DB Privilege Escalation & 
Buffer Overflow  

 
CVE Names: CAN-2003-0938,  

CAN-2003-0939 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-24 

SAP2615 Unix DB 7.3.00,  7.4 SAP DB RPM Install World 
Writable Binary 

Medium CyberNotes-2003-07 

SAP2616 Windows Internet Transaction Server 
4620.2.0.323011 Build 46B. 
323011 

SAP Internet Transaction Server 
Multiple Vulnerabilities  

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-18 

Savant2617 Windows Savant Webserver 3.1 Savant Web Server  
Denial of Service 

Low CyberNotes-2003-20 

Savant2618 Windows Savant Webserver 3.1 Savant Web Server Multiple 
Vulnerabilities  

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

Save-It Software Pty. 
Ltd.2619 

Multiple Byte Catcher FTP 1.0.4 b ByteCatcher FTP Client Buffer 
Overflow 

Low/High 
 

(High if arbitrary 
code is executed) 

CyberNotes-2003-03 

SaveMy Modem2620 Windows, 
Unix 

SaveMy Modem 0.11 SaveMy Modem 
Statusbar_Set_Text Buffer 

Overflow 

High CyberNotes-2003-06 

SB-Software 2621 Windows, 
Unix 

Logan Pro 1.2 Logan Pro HTTP Header  High CyberNotes-2003-05 

Schmolze Studios2622 Unix sdfingerd 1.1 SDFingerD Root Privileges High CyberNotes-2003-13 
SCO2623 Unix Caldera OpenLinux Server 3.1.1, 

Workstation 3.1.1, OpenServer 
5.0.7; 
SCO Unixware 7.1.3 

 DocView File Disclosure 
 

CVE Name: CAN-2003-0658 

Medium CyberNotes-2003-18 

SCO2624 Unix Open Server 5.0.6, 5.0.7 OpenServer Elevated Privileges  Medium CyberNotes-2003-15 
SCO2625 Unix Open Server 5.0.5 OpenServer Insecure Temporary 

File Vulnerabilities 
 

CVE Name: CAN-2003-0872 

Medium CyberNotes-2003-22 
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SCO2626 Unix Open Server 5.0.5-5.0.7 OpenServer 'mana' Process 
Authentication Bypass 

 
CVE Name: CAN-2003-0742  

High CyberNotes-2003-19 

SCO2627 Unix Open UNIX 8.0 OpenUnix X Server World 
Writeable Permissions 

Low/ Medium 
 

(Medium if elevated 
privileges can be 

obtained) 

CyberNotes-2003-06 

SCO2628 Unix Open UNIX 8.0,  UnixWare 7.1.1, 
7.1.3 

SCO X Server World Writeable 
Permissions 

Low/ Medium  
 

(Medium if elevated 
privileges or 

sensitive information 
can be obtained) 

CyberNotes-2003-05 

SCO2629 Unix Open UNIX 8.0, Unixware 7.1.1, 
7.1.3 

UnixWare/ Open UNIX Insecure 
ProcFS Handling 

 
CVE Name: CAN-2003-0937 

Medium CyberNotes-2003-23 

Scott Barr2630 Windows, Unix ScozBook 1.1 BETA ScozBook HTML Injection Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-07 

Script Logic 
Corporation2631 

Windows NT 
4.0/2000, XP 

ScriptLogic 4.01 ScriptLogic Arbitrary Registry  & 
Configuration Modifications & 

Inadequate Access Control 

High CyberNotes-2003-09 

sd2632 Unix Encrypted Virtual Filesystem 0.2 Encrypted Virtual Filesystem 
Local Heap Overrun 

High CyberNotes-2003-11 

Seagull Software2633 Windows NT 
4.0 

J walk 3.2c9 JWalk Application Directory 
Traversal 

Medium CyberNotes-2003-07 

Sebastian Bunka2634 Unix myphpPagetool 0.4.3-1 myphpPage Tool Remote File 
Include 

High CyberNotes-2003-03 

Sebastian 
Hoffmann2635 

Unix BNCWeb BNCWeb ‘BNCquery.pl’ File 
Disclosure 

Medium CyberNotes-2003-25 

Secure Computing2636 Unix Gauntlet Firewall for Unix 6.0 Gauntlet Firewall ‘SQL-GW’ 
Connection Remote Denial of 

Service 

Low/High 
 

(High if  DDoS best 
practices not in 

place) 

CyberNotes-2003-20 

Selom Ofori2637 Windows 2000, 
XP 

FTP Server 2.6 Blackmoon FTP Server Plaintext 
Authentication Credentials 

Medium CyberNotes-2003-11 

Sendmai Consortium 
2638 

Unix Sendmail 8.9.3, 8.12.3, 8.12.9 Sendmail Insecure Temporary 
File Privilege Escalation 

Medium CyberNotes-2003-11 

Sendmail Consortium 
2639 

Unix Consortium Sendmail 8.9.0-8.9.3, 
8.12.1- 8.12.6 

Sendmail check_relay & SMRSH 
Access Bypassing 

 
CVE Name: CAN-2002-1165 

High CyberNotes-2003-01 

SepCity2640 Windows NT Community Wizard 5.1 Community Wizard ‘login.asp’ 
Authentication Bypass 

High CyberNotes-2003-20 

SepCity2641 Multiple Community Wizard 4.9 Community Wizard SQL 
Injection 

Medium CyberNotes-2003-01 

Serious Sam2642 Windows SeriousSam Test 2 2.1a,  
The First Encounter 1.0.5, The 
Second Encounter 1.0.5, The 
Second Encounter demo 

Serious Sam Engine  
Remote Denial of Service 

Low CyberNotes-2003-23 

SETI2643 Multiple SETI@ home 3.03-3.07 SETI@home Client Program 
Multiple Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-08 

Seyeon Tech Co.2644 Multiple Flex WATCH Network Video 
Server Model 132 

FlexWATCH Network Video 
Server Administrative Access 

High CyberNotes-2003-23 
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SGI2645 Unix IRIX 6.5- 6.5.20, 6.5.2f- 6.5.20f, 
6.5.2m- 6.5.20m 

IRIX ‘PIOCS-WATCH’ Denial of 
Service 

 
CVE Name: CAN-2003-0175 

Low CyberNotes-2003-12 

SGI2646 Unix IRIX 6.5.19, 6.5.20 IRIX IPV6 InetD Scan Denial of 
Service & Snoop 

Low/ Medium 
 

(Medium if elevated 
privileges can be 

obtained) 

CyberNotes-2003-13 

SGI2647 Unix IRIX 5.0-6.5.19 IRIX MediaMail Buffer Overflow Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-11 

SGI2648 Unix IRIX 6.5-6.5.20 IRIX Multiple Name Service 
Daemon 

 
CVE Names: CAN-2003-0176,  

CAN-2003-0177,  
CAN-2003-0572, 
CAN-2003-0573 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-15 

SGI2649 
 
SGI re-releases 
bulletin2650 

Unix IRIX 6.5-6.5.17, 6.5.13 m- 6.5.17 
m 

IRIX Multiple Vulnerabilities Low/ Medium/High 
 

Low if a Denial of 
Service; Medium if 
files are overwritten 

or elevated 
privileges obtained; 

and High if 
arbitrary code can 

be executed) 

CyberNotes-2003-02 

SGI2651 Unix IRIX 6.5-6.5.19, 6.5.2m- 6.5.19m, 
6.5.2f- 6.5.19f 

IRIX Name Service Daemon  
LDAP Unauthorized Access  

 
CVE Name: CAN-2003-0174 

Medium CyberNotes-2003-09 

SGI2652 Unix IRIX 6.5- 6.5.21, 6.5.17 m- 6.5.21 
m, 6.5.17 f- 6.5.21 f 

IRIX Name Service Daemon  
Buffer Overflow 

 
CVE Name: CAN-2003-0575 

High CyberNotes-2003-16 

SGI2653 Unix IRIX 6.5.21m, 6.5.21f, 6.5.21 IRIX NFS Export Security Bypass 
 

CVE Name: CAN-2003-0680 

Medium CyberNotes-2003-19 

SGI2654 
 
SGI issues another 
advisory2655 

Unix IRIX 6.5-6.5.16, 6.5.17 m- 6.5.19 
m, 6.5.17 f- 6.5.19 f 

IRIX NFSD XDR Decoding 
Remote Denial of Service 

 
CVE Name: CAN-2003-0576 

Low CyberNotes-2003-17 
CyberNotes-2003-19 

SGI2656 Unix IRIX 6.5-6.5.20 IRIX Scheme Login Privilege 
Escalation 

 
CVE Name: CAN-2003-0574 

High CyberNotes-2003-15 

SGI2657 Unix RIX 6.5.21m, 6.5.21 f IRIX Wildcard Entry 
Unauthorized Access 

 
CVE Name: CAN-2003-0683 

Medium CyberNotes-2003-22 

SGI2658 Unix IRIX 6.5-6.5.16, 6.5.17 m - 6.5.21 
m, 6.5.17 f - 6.5.21 f  

SGI IRIX Checkpoint/ Restart 
libcpr File Corruption 

 
CVE Name: CAN-2003-0679 

Medium CyberNotes-2003-17 



NIPC CyberNotes #2003-26 Page 108 of 190 12/31/2003 

Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

SGI2659 
 
SGI updates 
advisory2660 

Unix IRIX 6.5-6.5.22, 6.5.17 m- 6.5.21 
m, 6.5.17 f- 6.5.21 f 

SGI rpc.mountd Multiple 
Vulnerabilities 

 
CVE Name: CAN-2003-0796,  

CAN-2003-0797 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-24 
CyberNotes-2003-25 

SGI2661, 2662, 2663 Unix SGI IRIX 6.5-6.5.19, 6.5m- 
6.5.19m, 6.5f- 6.5.19f; 
xfsdump xfsdump 2.0.0-2.0.5,  

XFSDump Quotas File  
 

CVE Name: CAN-2003-0173 

Medium CyberNotes-2003-08 

Sharman Networks2664 Windows KaZaA Media Desktop 2.0 KaZaA Advertisement Requests 
Denial of Service 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-03 

Sharp Zaurus2665 Windows, 
Unix 

Sharp Zaurus SL-5500, 3.1 ROM, 
SL-600 

Sharp Zaurus Samba Server 
Unauthorized Remote Filesystem 

Access 

Medium CyberNotes-2003-13 

Siemens2666 Multiple Siemens C55, M35 , M45, S35i, 
S55, SL-42 

Siemens M Series SMS Denial of 
Service 

Low CyberNotes-2003-05 

Siemens 
Communications2667 

Multiple Siemens Mobile Phones M45, S45 Siemens Malformed Image 
Attachment Denial of Service 

Low CyberNotes-2003-10 

Sierra Entertainment, 
Inc.2668 

Windows StarSeige Tribes StarSiege Tribes Server Remote 
Denial of Service 

Low CyberNotes-2003-15 

SILC2669 Unix Secure Internet Live Conferencing 
0.9.11 

SILC Server INVITE Command 
Denial of Service 

Low CyberNotes-2003-03 

SILC2670 Unix Secure Internet Live Conferencing 
0.9.11, 0.9.12 

SILC Server SSH2 Authentication 
Password 

Medium CyberNotes-2003-03 

silent Thought 
Software2671 

Windows NT 
4.0 

Simple Web Server 1.0 Simple Web Server Directory 
Traversal 

Medium CyberNotes-2003-13 

Silly Poker2672 Unix Silly Poker 0.25.5 Silly Poker HOME Environment 
Variable Buffer Overflow 

High CyberNotes-2003-20 

Simon Tatham2673 Windows 
95/98/NT 
4.0/2000 

PuTTY 0.48, 0.49, 0.53, 0.53b Putty Authentication Password  
 

CVE Name: CAN-2003-0048 

Medium CyberNotes-2003-03 

Simple Media2674 Windows, Unix SimpleBBS 1.0.6 SimpleBBS Users.php Insecure 
File Permissions 

Medium CyberNotes-2003-06 

SIPS2675 Unix SIPS 0.2.2 SIPS User Account authentication Medium CyberNotes-2003-06 
Sircd,org2676 Unix sircd 0.5.2, 0.5.3 SIRCD Server Operator Privilege 

Escalation 
Medium CyberNotes-2003-24 

sircd.org2677 Unix sircd 0.4 .0 Smart IRC Daemon Remote  
Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 

Site-builder2678 Windows, Unix EZ-Web Sitebuilder 1.4 Sitebuilder 'sitebuilder.cgi' 
Directory Traversal File 

Disclosure 

Medium CyberNotes-2003-18 

Six Apart2679 Windows, Unix Movable Type 2.0 Movable Type Arbitrary Code 
Execution 

High CyberNotes-2003-10 

Skunkweb2680 Unix Skunkweb 3.3, 3.4 b1-b3 Skunkweb Cross-Site Scripting & 
Directory Traversal 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-17 

Sky Stream 
Networks2681 

Multiple EMR5000 1.16-118 Edge Media Router-5000 Buffer 
Overflow 

High CyberNotes-2003-01 

Slackware2682 Unix Linux 9.0 Slackware rc.M Runlevel Script 
Unexpected Partition 

Medium  CyberNotes-2003-11 

slocate2683, 2684 

 

Conectiva releases 
upgrade 2685 

Unix slocate 2.6  slocate Buffer Overrun High CyberNotes-2003-03 
CyberNotes-2003-10 
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SLRN Development 
Team2686 

Unix slrn 0.9.6.4, 0.9.6.3, 0.9.6.2-9, 
0.9.6.2, 0.9.7.0- 0.9.7.4 

SLRN XRef Remote 
Buffer Overflow 

High CyberNotes-2003-18 

Small FTPD 2687 Windows SmallFTPD 1.0.2 SmallFTPD Directory Traversal Medium CyberNotes-2003-09 
Small FTPD 2688 Windows SmallFTPD 0.99 SmallFTPD Login & FTP 

Command Remote  
Denial of Service 

Low CyberNotes-2003-09 

SmartFTP2689 Windows SmartFTP 1.0.973 SmartFTP Remote Buffer 
Overflows 

High CyberNotes-2003-12 

SmartMax Software2690 Windows NT 
4.0/2000, XP 

MailMax 5.0.10.7, 5.0.10.6, 5.0 MailMax Password Field Buffer 
Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-08 

SMC2691 Multiple Broadband Router 
SMC7004VWBR 

SMC Router Backup Tool 
Plaintext Password 

Medium CyberNotes-2003-06 

SMC2692 Multiple SMC2404WBR, SMC7004VWBR 
1.21a, SMC7004VWBR 1.22,  
SMC7004VWBR 1.23 

SMC Router Remote Denial of 
Service 

Low CyberNotes-2003-20 

SMC Networks2693 Multiple SMC 7004VWBR 1.22 SMC Wireless Router Packet 
Remote Denial of Service 

 
CVE Name: CAN-2003-0419 

Low CyberNotes-2003-12 

SNAP Innovation2694 Unix PrimeBase SQL Database Server 
4.2 

PrimeBase SQL Database Server 
Insecure Installation & 

Permissions 

Medium CyberNotes-2003-21 

SNAP Innovation 
GmbH2695 

Unix PrimeBase SQL Database Server 
4.2 

PrimeBase SQL Database Server 
Password Storage 

High CyberNotes-2003-24 

Snert. Com2696 Multiple mod_ throttle 3.0 Apache Mod_Throttle Module  
Shared Memory 

Medium CyberNotes-2003-21 

Snitz 
Communications2697 

Windows, Unix Snitz Forums 2000 3.0, 3.1, 3.3.01- 
3.3.03, 3.3 

Snitz Forums 2000 Cross-Site 
Scripting 

High CyberNotes-2003-08 

Snitz Forums 20002698 Windows Snitz Forums 2000 3.3.03 Snitz Forums 2000 
‘Register.ASP’ Arbitrary Code 

Execution 

High CyberNotes-2003-10 

Snitz Forums 20002699 Windows, Unix Snitz Forums 2000 3.4 .03 Snitz Forums Multiple 
Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 

Snort Project2700 Windows, 
Unix 

Snort 1.9.1 Snort Evasion Scan Medium CyberNotes-2003-07 

Snort Project2701 Windows, 
Unix 

Snort 2.0.0rc2 Snort Spoofed Packet TCP State 
Evasion 

Medium CyberNotes-2003-11 

Snort Project2702, 2703 

 

More updates 
issued2704, 2705, 2706 

Unix Snort 1.8-1.8.7, 1.9, 1.9.1; 
Smooth Wall 2.0 beta 4 

Snort TCP Packet Reassembly 
Buffer  Overflow 

 
CVE Name: CAN-2003-0209 

High CyberNotes-2003-08 
CyberNotes-2003-09 

Snort Project2707, 2708, 

2709 

 

More upgrades 
issued2710 

Unix Snort 1.8-1.8.7,  1.9 Snort RPC Preprocessor 
Fragment Reassembly Buffer 

Overflow 
 

CVE Name: 
CAN-2003-0033 

High CyberNotes-2003-05 
CyberNotes-2003-08 

Snowblind2711 Windows Snowblind Web Server 1.0, 1.01 Snowblind Web Server Remote 
 Denial of Service & Directory 

Traversal 

Low/ Medium/High 
 

(Medium if sensitive 
information can be 

obtained; and High if 
arbitrary code can be 

executed)) 

CyberNotes-2003-11 
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Soft Activity. com2712 
 
 

Windows Activity Monitor 2002 2.6 Activity Monitor 2002 Remote  
Denial of Service 

Low CyberNotes-2003-12 

Softrex2713 Windows Tornado www-Server 1.2 Tornado WWW-Server Directory 
Traversal & Buffer Overflow 

Low/ Medium/High 
 

(Low if a DoS, 
Medium if sensitive 
information can be 
obtained, and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-11 

Softshoe2714 Multiple Softshoe Softshoe Parse-file Cross-Site 
Scripting 

High CyberNotes-2003-16 

Software 6022715 Windows 
98/ME/NT 
4.0/2000, XP 

602Pro LAN SUITE 2003 602Pro LAN SUITE 2003 
Information Disclosure 

Medium CyberNotes-2003-20 

Software 6022716 
 
Upgrade now 
available2717 

Windows 
98/ME/NT 
4.0/2000, XP 

602Pro LAN SUITE 2002, 2003 602Pro LAN SUITE 2003 
Multiple Remote Vulnerabilities 

Medium CyberNotes-2003-20 
CyberNotes-2003-21 

Sonic WALL2718 Multiple  Sonic WALL PRO100,  PRO200, 
PRO300 

SonicWALL HTTP POST Denial 
of Service 

Low/High 
 

(High if DDoS best 
practices not in 

place) 

CyberNotes-2003-09 

Spam Assassin2719 Unix Spam Assassin 2.40-2.43 SpamAssassin BSMTP Mode 
Buffer Overflow 

High CyberNotes-2003-03 

Spam Probe2720 Unix SpamProbe 0.8 a SpamProbe Remote Denial of 
Service 

Low CyberNotes-2003-03 

Speak Freely2721 Windows, Unix Speak Freely 7.1 
 Speak Freely 7.5 

Multiple Speak Freely Remote 
Boundary Condition Error 

Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

SPG Partenaires2722 Unix SPG Partenaires 3.0.1 SPGPartenaires Multiple SQL 
Injection 

High CyberNotes-2003-01 

Sphera2723 Windows, 
Unix 

Hosting Director 1.0, 2.0, 3.0 Hosting Director Multiple 
Vulnerabilities  

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 

Splatt.it2724 Windows, 
Unix 

Splatt Forum 4.0 Splatt Forum Module Cross-Site 
Scripting 

High CyberNotes-2003-10 

Splatt.it 2725 Windows, Unix Splatt Forum 3.0-3.2, 4.0, 4.1.1 Splatt Forum Post Icon Cross-Site 
Scripting 

High CyberNotes-2003-15 

Spyke-Online2726 Multiple Spyke PHP Board 2.1 Spyke PHP Board  
Multiple Vulnerabilities 

Medium CyberNotes-2003-12 

SquirrelMail2727 
 
Yellow Dog issues 
update2728 

Unix Squirrel-Mail 1.0.4, 1.0.5, 1.2.0- 
1.2.10 

Multiple SquirrelMail 
Cross-Site Scripting 

 
CVE Name: CAN-2003-0160 

High CyberNotes-2003-09 
CyberNotes-2003-12 

SquirrelMail2729 
 
Upgrades now 
available2730 

Unix Squirrel Mail 1.2.9 SquirrelMail Cross-Site 
Scripting 

 
CVE Name: CAN-2002-1341 

High CyberNotes-2003-05 

SquirrelMail2731 Multiple Squirrel Mail 1.4 SquirrelMail CSS JavaScript 
Expression MSIE Script Code 

Injection 

High CyberNotes-2003-21 

Squished Mosquito, 
Inc. 2732 

Windows, Unix Escapade 0.2.1 Beta Escapade Cross-Site Scripting High CyberNotes-2003-19 
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Srcpd2733 Unix Srcpd 2.0 Srcpd Multiple Vulnerabilities Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-18 

SSH Communications 
Security2734 

Windows, Unix IPSEC Express Toolkit 5.0.0,  
SSH2 3.1-3.1.7, 3.2- 3.2.4 

Secure Shell/IPSEC Express 
Toolkit RSA Signature Forging 

Medium CyberNotes-2003-14 

Stalker Software, 
Inc.2735 

Unix Communigate Pro 4.0 b3, 4.0 b2, 
4.0.1, 4.0.2 

CommuniGate Pro Directory 
Traversal  

Medium CyberNotes-2003-01 

Stalker Software, 
Inc.2736 

Unix Communigate Pro 3.1, 3.2 b7, 3.2 
b5, 3.2.4, 3.3b2, 3.3b1, 3.3.2, 
3.4b3, 4.0b3, 4.0b2, 4.0.1, 4.0.2, 
4.0.3, 4.0.6 

CommuniGate Pro Webmail 
Session Hijacking 

Medium CyberNotes-2003-10 

STALLION 
Networking2737 

Multiple Cyclonic webmail 4.0 Cyclonic Webmail Authentication 
Bypass 

Medium CyberNotes-2003-25 

Stanislav Shalunov2738 Unix stmpclean 0.1 STMPClean Race Condition Medium CyberNotes-2003-01 
Stanley T. Shebs2739 Unix Xconq 7.4.1 XConq 

‘make_default_player_spec()’ 
Buffer Overflow 

 
CVE Name: CAN-2003-0607 

High CyberNotes-2003-16 

Stefan Bethge2740 Multiple nflash 0.7, 0.7.1 NFlash Useradmin. CGI Script 
Code Injection 

High CyberNotes-2003-07 

Stoyan Zhekov2741 Multiple PT News 1.6, 1.7-1.7.7 PT News Unauthorized 
Administrative Access 

High CyberNotes-2003-09 

STSoft2742 Multiple ST FTP Service 3.0 ST FTP Service Directory 
Traversal 

Medium CyberNotes-2003-11 

Stunnel2743 
 
More advisories 
issued2744, 2745, 2746 

Windows 98/ 
2000, Unix 

Stunnel 3.20. 3.10. 3.3, 3.4 a, 
3.7-3.9, 3.11-3.19, 3.21, a, b, c, 
3.22, 3.24, 4.0 

Stunnel Leaked File Descriptor 
 

CVE Name: CAN-2003-0740 

Medium CyberNotes-2003-19 
CyberNotes-2003-25 

Stunnel2747 Unix Stunnel 3.18, 3.19, 3.21, 3.22, 
4.0-4.0 3 

Stunnel SIGCHLD Signal 
Handler 

High CyberNotes-2003-02 

SudBox2748 Multiple SudBox Boutique 1.2 SudBox Boutique ‘login.PHP’  High CyberNotes-2003-11 
Sun Microsystems 
Inc.2749 

Windows, 
Unix 

Java Media Framework (Linux) 
2.1.1, 2.1.1 a- 2.1.1 c, Sun Java 
Media Framework (Solaris) 2.1.1, 
2.1.1 a- 2.1.1 c, Sun Java Media 
Framework (Windows) 2.1, 2.1.1 a- 
2.1.1 c. 

Sun Java Media Framework 
Denial of Service or Unauthorized 

Privileges 

Low/ Medium 
 

(Medium if 
unauthorized 

privileges can be 
obtained) 

CyberNotes-2003-11 

Sun Microsystems 
Inc.2750 

Windows, NT 
4.0/2000, Unix 

Sun ONE Directory Server 5.1, 
SP1, 5.0, SP1&SP2, 4.16, SP1,  

Sun ONE Directory Server  
Denial Of Service 

Low CyberNotes-2003-10 

Sun Microsystems, 
Inc.2751 

Unix Solaris 2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

CDE DTPrintInfo Buffer 
Overflow 

High CyberNotes-2003-25 

Sun Microsystems, 
Inc.2752 

Unix Cobalt RaQ 1.1, 2.0, 3.0, 4.0 Cobalt RaQ ‘Message.CGI’ 
Cross-Site Scripting 

High CyberNotes-2003-21 

Sun Microsystems, 
Inc.2753 

Unix Cobalt RaQ 550 Cobalt RaQ550 Information 
Disclosure 

Medium CyberNotes-2003-24 

Sun Microsystems, 
Inc.2754 

Windows NT 
4.0/2000, Unix 

iPlanet Messaging Server 5.0-5.2 iPlanet Messaging Server 
Cross-Site Scripting 

High CyberNotes-2003-11 

Sun Microsystems, 
Inc.2755 

Windows, Unix Java SDK 1.4.x, 1.3.x, 1.2.x, JRE 
1.4.x, 1.3.x, 1.2.x 

Java Virtual Machine  
Remote Denial of Service 

Low CyberNotes-2003-22 

Sun Microsystems, 
Inc.2756 

Unix JRE (Linux Production Release) 
1.4.1 _02 

Java Virtual Machine Insecure 
Temporary File 

Medium CyberNotes-2003-12 

Sun Microsystems, 
Inc.2757 

Unix Java JRE 1.3.x, 1.4.x, SDK 1.3.x, 
SDK 1.4.x 

Java XML Document Nested 
Entity Remote Denial of Service 

Low CyberNotes-2003-20 
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Sun Microsystems, 
Inc.2758 

Windows, Unix SDK & JRE (Windows Production 
Release) 1.3.1_02 & prior, 
1.3.0_05 & prior, 1.2.2_010 & 
prior, JDK 1.1.8_008 & prior, 
 (Solaris OE Reference Releases) 
SDK & JRE 1.2.2_010 & prior, 
JDK 1.1.8_008 & prior, Solaris OE 
Production Releases SDK & JRE 
1.3.1_02 & prior, 1.3.0_05 & prior, 
1.2.2_10 & prior, JDK 1.1.8_14 & 
prior, (Linux Production Release) 
SDK & JRE 1.3.1_02 & prior, 
1.3.0_05 & prior, 1.2.2_010 & 
prior 

JRE Multiple Vulnerabilities Medium CyberNotes-2003-12 

Sun Microsystems, 
Inc.2759 

Unix Solaris 2.5.1, 2.5.1_x86, 2.6, 
2.6_x86, 7.0, 7.0_x86, 8.0, 
8.0_x86, 9.0, 9.0_x86 Update 2 

Kodak KCMS KCS_OPEN_ 
PROFILE Directory Traversal 

Medium CyberNotes-2003-02 

Sun Microsystems, 
Inc.2760 

Unix Solaris 2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

Multiple Sun Buffer Overflows High CyberNotes-2003-13 

Sun Microsystems, 
Inc.2761 
 
Sun issues patch2762 

Windows NT 
4.0/2000 

ONE Application Server 6.0, 6.5 ONE Application Server 
Connector NSAPI Module 
Remote Buffer Overflow 

 
CVE Name: CAN-2002-0387 

High CyberNotes-2003-06 
CyberNotes-2003-07 

Sun Microsystems, 
Inc.2763 

Unix ONE Application Server 6.5,  SP1 
MU1, SP1, MU1 

ONE Application Server 
Information Disclosure 

Medium CyberNotes-2003-16 

Sun Microsystems, 
Inc.2764 

Windows, 
Unix 

SDK & JRE (Windows Production 
Release) 1.4.0_01 & prior, 
1.3.1_04 & prior, 1.3.0_05 & prior, 
1.2.2_012 & prior, SDK & JRE 
(Solaris Production Release)0 
1.4.0_01 & prior, 1.3.1_04 & prior, 
1.3.0_05 & prior, 1.2.2_12 & prior, 
Solaris Operating Environment 
(OE) Reference Releases  
1.2.2_012 & prior, SDK & JRE 
(Linux Production Release) 
1.4.0_01 & prior, 1.3.1_04 & prior, 
1.3.0_05 & prior, 1.2.2_012 & 
prior 

SDK & JRE Access Control Medium CyberNotes-2003-12 

Sun Microsystems, 
Inc.2765 

Unix Solaris 8.0 Solaris ‘automountd’ Denial of 
Service 

Low CyberNotes-2003-15 

Sun Microsystems, 
Inc.2766 

Unix Solaris 2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86  

Solaris ‘UTMP_ Update’  
Buffer Overflow 

High CyberNotes-2003-12 

Sun Microsystems, 
Inc.2767 

Unix Solaris2.6,  2.6_x86, 7.0, 7.0_x86 Solaris Cachefs Patch Weakness Medium CyberNotes-2003-18 

Sun Microsystems, 
Inc.2768 

Unix Solaris 8.0_x86, 8.0 Solaris Deadlock Condition Low CyberNotes-2003-14 

Sun Microsystems, 
Inc.2769 

Unix Solaris 8.0, 8.0_x86, 9.0, 9.0_x86 Solaris Excessive Output Data 
Denial of Service 

Low CyberNotes-2003-20 

Sun Microsystems, 
Inc.2770 

Unix Solaris 2.6, 2.6_x86, 7.0. 7.0_x86, 
8.0, 8.0_x86 

Solaris FTP Client Information 
Guard 

Medium CyberNotes-2003-05 

Sun Microsystems, 
Inc.2771 

Unix Solaris 8.0, 8.0_x86 Solaris Lofiadm Kernel  
Denial of Service 

Low CyberNotes-2003-09 

Sun Microsystems, 
Inc.2772 

Unix Solaris 2.5.1, 2.5.1_x86, 2.5.1 
_ppc, 2.6, 2.6_x86, 7.0, 7.0_x86 

Solaris lpstat Buffer Overflow 
 

CVE Name: CAN-2003-0091 

High CyberNotes-2003-07 

Sun Microsystems, 
Inc.2773 

Unix Solaris 2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

Solaris Mail Reading Local Race 
Condition 

Medium CyberNotes-2003-04 

Sun Microsystems, 
Inc.2774 

Unix Solaris 9.0, 9.0_x86 Solaris NewTask Privilege 
Elevation 

Medium CyberNotes-2003-07 

Sun Microsystems, 
Inc.2775 

Unix Solaris 7.0, 7.0_x86, 8.0, 8.0_x86, 
9.0, 9.0_x86 

Solaris NFS Server Remote  
Denial of Service 

Low CyberNotes-2003-22 
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Sun Microsystems, 
Inc.2776 

Unix Solaris 2.5.1, 2.6, 7.0, 8.0, 9.0 Solaris PGX32 Libraries  
Root Privileges  

High CyberNotes-2003-24 

Sun Microsystems, 
Inc.2777 

Unix 2.6, 2.6_x86, 7.0, 7.0_x86, 8.0, 
8.0_x86, 9.0, 9.0_x86 

Solaris Pipe Function Denial of 
Service 

Low CyberNotes-2003-21 

Sun Microsystems, 
Inc.2778 

Unix Solaris 2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

Solaris PSIG Denial of Service Low CyberNotes-2003-16 

Sun Microsystems, 
Inc.2779 

Unix Solaris 8.0 Solaris Pv6 Packet Remote Denial 
of Service 

Low CyberNotes-2003-15 

Sun Microsystems, 
Inc.2780 
 
Sun updates 
bulletin2781 
 
Sun releases 
patches2782 

Unix  Solaris 2.6, 7, 8, 9 Solaris Remote Denial of 
Service 

Low CyberNotes-2003-03 
CyberNotes-2003-04 
CyberNotes-2003-06 

Sun Microsystems, 
Inc.2783 

Unix Solaris 2.5.1, 2.5.1_x86, 2.6, 
2.6_x86, 7.0, 7.0_x86 

Solaris RPC AUTH_DES 
Privilege Elevation 

Medium CyberNotes-2003-01 

Sun Microsystems, 
Inc.2784 

Unix Solaris 2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

Solaris RPCbind  
Remote 

Denial of Service 

Low CyberNotes-2003-10 

Sun Microsystems, 
Inc.2785 

Unix Solaris 2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

Solaris Rpcinfo Denial of Service Low CyberNotes-2003-09 

Sun Microsystems, 
Inc.2786 
 
Exploit script has 
been published2787 

Unix Solaris 2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

Solaris Runtime Linker  
Buffer Overflow 

High CyberNotes-2003-16 
CyberNotes-2003-22 

Sun Microsystems, 
Inc.2788 

Unix Solaris2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

Solaris SAdmin Client 
Credentials Remote Root Access 

High CyberNotes-2003-19 

Sun Microsystems, 
Inc.2789 

Unix 2.6, 2.6_x86, 7.0, 7.0_x86, 8.0, 
8.0_x86, 9.0 

Solaris SysInfo System Call 
Kernel Memory Reading 

Medium CyberNotes-2003-21 

Sun Microsystems, 
Inc.2790 

Unix Solaris 8.0, 8.0_x86 Solaris Syslogd UDP Packet 
Denial of Service 

Low CyberNotes-2003-12 

Sun Microsystems, 
Inc.2791 

Unix Solaris 2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

Solaris Telnet Daemon Remote 
Denial Of Service 

Low CyberNotes-2003-12 

Sun Microsystems, 
Inc.2792 

Unix Solaris 9.0 Solaris UFS File System  
Denial of Service 

Low CyberNotes-2003-06 

Sun Microsystems, 
Inc.2793 

Unix Solaris 8.0 Solaris UUCP Buffer Overflow Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-02 

Sun Microsystems, 
Inc.2794 

Unix Solaris 2.5.1, 2.6, 7.0, 8.0,  9.0; 
Veritas File System 3.3.3, 3.4,  
3.5 

Solaris Veritas File System 
Incorrect File Permissions 

Medium CyberNotes-2003-14 

Sun Microsystems, 
Inc.2795 
 
Sun issues patch2796 

Unix Solaris 2.5.1, 2.5.1_x86, 2.6, 
2.6_x86, 7.0, 7.0_x86, 8.0 8.0_x86, 
9.0  

Solaris Wall Spoofed Message  Medium CyberNotes-2003-09 
CyberNotes-2003-01 

Sun Microsystems, 
Inc.2797 

Unix Solstice X.25 9.1, 9.2 Solstice Remote Denial of Service 
& Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 

Sun Microsystems, 
Inc.2798 

Unix Cluster 2.2 Sun Cluster Database High 
Availability Insecure Password 

Storage 

Medium CyberNotes-2003-11 

Sun Microsystems, 
Inc.2799 

Unix Cluster 2.2, 3.0, 3.1 Sun Cluster TCP Port Conflict  
Denial of Service 

Low CyberNotes-2003-25 
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Sun Microsystems, 
Inc.2800 

Windows, Unix Java Plug-In 1.4.2 _01 Sun Java Cross-Site Applet 
Sandbox Security Model 

Violation 

Medium CyberNotes-2003-22 

Sun Microsystems, 
Inc.2801 

Unix JRE (Linux Production Release) 
1.4.2 _02, 1.4.2,  
SDK (Linux Production Release) 
1.4.2 _02, 1.4.2 

Sun Java Installation File 
Corruption 

Medium  CyberNotes-2003-23 

Sun Microsystems, 
Inc.2802 

Windows Java Plug-In 1.4, 1.4.2_02, 
1.4.2_01 

Sun Java Unauthorized Access Medium CyberNotes-2003-22 

Sun Microsystems, 
Inc.2803 

Windows, 
Unix 

JRE (Linux Production Release),  
(Solaris Production Release), 
(Windows Production Release) 
1.2.2, 1.2.2_010, 1.2.2_011, 
1.2.2_13, 1.3, 1.3_02, 1.3_05, 
1.3.1, 1.3.1_01, 1.3.1_03, 1.3.1_05, 
1.4, 1.4.0_02; SDK (Linux 
Production Release), (Solaris 
Production Release), (Windows 
Production Release) 1.2.2_010, 
1.2.2_011, 1.2.2 _13, 1.3_02, 
1.3_05, 1.3.1_01, 1.3.1_03, 
1.3.1_05, 1.4, 1.4.0_02 

Sun Java Virtual Machine Illegal 
Access To Object Methods 

High CyberNotes-2003-03 

Sun Microsystems, 
Inc.2804 
 
HP issues advisory2805 

Windows, 
Unix 

SDK & JRE 1.4.1_03  & prior, 
SDK & JRE 1.3.1_08  & prior, 
SDK  & JRE 1.2.2_015  & prior 

Sun Java Virtual Machine Slash 
Path Security Model 

Circumvention 

Medium/ High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 
CyberNotes-2003-23 

Sun Microsystems, 
Inc.2806 
 
Jetty software also 
affected2807 

Windows, 
Unix 

Java Web Start 1.0, 1.0.1, 
1.0.1_01, 1.0.1_02, 1.2; JRE 
(Linux Production Release),  
(Solaris Production Release), 
(Windows Production Release) 
1.3, 1.3_1.3, 1.3_02, 1.3_05, 1.3.1, 
1.3.1_01, 1.3.1_03, 1.3.1_05, 1.4, 
1.4.1; JSSE 1.0.3; SDK (Linux 
Production Release), (Solaris 
Production Release), (Windows 
Production Release)  1.3_02, 
1.3_05, 1.3.1_01, 1.3.1_03, 
1.3.1_05, 1.4, 1.4.0_02, 1.4, 1.4.1; 
Jetty 4.2.4-4.2.6 

Sun JSSE/Java Plug-In/Java 
Web Start Incorrect Certificate 

Validation 

Medium CyberNotes-2003-03 
CyberNotes-2003-04 

Sun Microsystems, 
Inc.2808 

Unix SunMC 2.1.1, 3.0, 3.5 Sun Management Center Error 
Message Information Disclosure 

Medium CyberNotes-2003-22 

Sun Microsystems, 
Inc.2809 

Unix SunMC 2.1.1, 3.0, 3.0RR Sun Management Center Insecure 
File Permissions 

Medium CyberNotes-2003-13 

Sun Microsystems, 
Inc.2810 

Unix SunMC Change Manager 1.0 Sun Management Center 
PamVerifier Buffer Overflow 

High CyberNotes-2003-12 

Sun Microsystems, 
Inc.2811 

Windows NT 
4.0/2000, Unix 

iPlanet Directory Server 5.0, 5.1, 
SP1&SP2; Sun ONE Directory 
Server 5.1, SP1&SP2, 5.0, 
SP1&SP2, 

Sun One / IPlanet Administration 
Server Directory Traversal & 
Insufficient Authentication 

Medium CyberNotes-2003-17 

Sun Microsystems, 
Inc.2812 

Unix ONE Application Server 7.0 
Standard Edition, 7.0 Platform 
Edition 

Sun One Application Server 
LDAP Unauthorized Access 

Medium CyberNotes-2003-20 

Sun Microsystems, 
Inc.2813 
 
Updates  available2814 

Windows 2000, 
XP 

Sun One Application Server 7.0 
Standard Edition, 7.0 Platform 
Edition 

Sun ONE Application Server 
Multiple Vulnerabilities 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-11 
CyberNotes-2003-12 

Sun Microsystems, 
Inc.2815 

Unix Sun ONE Integration Server EAI 
Edition 3.0,  Unified Development 
Server 5.0 

Sun ONE Unified Development 
Server Recursive Document Type 

Definition Denial of Service 

Low CyberNotes-2003-02 

Sun Microsystems, 
Inc.2816 

Windows NT 
4.0/2000 

ONE Web Server 6.0,  SP3-SP5 Sun One/IPlanet Web Server 
Windows Denial of Service 

Low CyberNotes-2003-17 
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Sun Microsystems, 
Inc.2817 

Unix Sun Ray Server Software 1.2, 1.3 Sun Ray Smart Card Removal 
Session Logout Failure 

Medium CyberNotes-2003-09 

Sun Microsystems, 
Inc.2818 

Multiple Performance Suite 4.0, Utilization 
Suite 4.0 

Sun SAM-FS File System Denial 
of Service 

Low CyberNotes-2003-20 

Sun Microsystems, 
Inc.2819 

Unix Solaris 7.0_x86 Sun Sendmail  ".forward" 
Constructs 

Low/High 
 

(High if root access 
can be obtained) 

CyberNotes-2003-06 

Sun Microsystems, 
Inc.2820 

Unix Solaris 2.5, 2.5.1, 2.6, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

Sun Solaris 'at' Command Race 
Condition 

Medium CyberNotes-2003-03 

Sun Microsystems, 
Inc.2821 

Unix Solaris 2.5.1, 2.5.1_x86, 2.6, 
2.6_x86, 7.0, 7.0_x86, 8.0, 
8.0_x86, 9.0 

Sun Solaris Remote 
Denial of Service 

Low CyberNotes-2003-04 

Sun Microsystems, 
Inc.2822 

Unix Solaris 2.6,  2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0 

Sun Solaris UTMP_Update 
Buffer Overflow 

High CyberNotes-2003-02 

Sun Microsystems, 
Inc.2823 

Unix Solaris 2.6, 2.6_x86, 7.0, 7.0_x86, 
8.0, 8.0_x86, 9.0, 9.0_x86 

Sun Solaris XSun Direct Graphics 
Access  

Low/ Medium 
 

(Medium if elevated 
privileges can be 

obtained) 

CyberNotes-2003-25 

Sun Microsystems, 
Inc.2824 

Unix StorEdge 3310 SCSI Array,  
StorEdge T3 

Sun StorEdge T3 Security Scan 
Master Controller Failure 

Low CyberNotes-2003-20 

Sun Microsystems, 
Inc.2825 
 
Sun issues 
workaround2826 

Unix SUN Wlldap 11.8 Sun SUNWlldap Library  
Buffer Overflow 

High CyberNotes-2003-06 
CyberNotes-2003-07 

Sun ONE/ iPlanet2827 Windows NT 
4.0/2000, Unix 

iPlanet Web Server 4.1, SP1- SP12, 
6.0, SP1-SP5; 
Sun ONE Web Server 4.1, SP10- 
SP12, 6.0, SP1-SP5; 

Sun ONE/iPlanet Web Server 
Remote 

Denial of Service 

Low CyberNotes-2003-25 

Super-M2828 Windows Son hServer 0.2 Son hServer Directory Traversal Medium CyberNotes-2003-11 
Surf Control2829 Multiple E-Mail Filter for SMTP 4.6 E-Mail Filter Nested Zip File 

Filter Bypass 
Medium CyberNotes-2003-15 

Surf Control2830 Windows 2000 SurfControl Web Filter for 
Microsoft ISA Server 4.2.0.1,             
SurfControl Web Filter for 
Windows NT/2000 4.2 .0.1 

SurfControl Web Filter Directory 
Traversal 

Medium CyberNotes-2003-13 

Surfboard2831 Unix Surfboard httpd 1.1.8 Surfboard Web Server Directory 
Traversal & Denial of Service 

Low/ Medium CyberNotes-2003-25 

SurfStats International 
Ltd. SurfStats2832 

Windows SurfStats Log Analyzer 6.7 .0.3 SurfStats Log Analyzer 
Insufficient Sanitization 

High CyberNotes-2003-05 

SuSE2833 Unix Linux 8.1, Enterprise Server 8, 
Office Server, Open exchange 
Server 4 

Linux 'susehelp' Input Validation High CyberNotes-2003-03 

 SuSE2834 Unix  SuSE Linux 8.1 SuSE gfxmenu Password 
Circumvention 

Medium CyberNotes-2003-01 

SuSE2835 Unix Linux Professional 7.3 SuSE Linux JavaRunt 
Configuration File  

Medium CyberNotes-2003-21 

SuSE2836 
 
Exploit script 
published.2837 

Unix Linux Professional 8.2 SuSE Linux SuSEWM 
Configuration File  

Medium CyberNotes-2003-21 
CyberNotes-2003-25 

SuSE2838 Unix Linux 9.0 SuSE XScreenSaver Package 
Multiple Vulnerabilities 

Low/ Medium 
 

(Medium if sensitive 
information can be 

obtained) 

CyberNotes-2003-25 

Sustain-able 
Softworks2839 

MacOS X IPNet MonitorX, IPNet SentryX IPNetSentryX / IPNet MonitorX 
Helper Tools 

Medium CyberNotes-2003-17 

Sux Services2840 Unix Sux Services 0.2 Sux Services SQL Injection Medium CyberNotes-2003-06 



NIPC CyberNotes #2003-26 Page 116 of 190 12/31/2003 

Vendor Operating 
System Software Name Common 

Name Risk* CyberNotes Issue 

Sybase2841 Windows NT 
4.0, Unix 

Adaptive Server Enterprise 12.5 
Win, 12.5 Linux 

Adaptive Server  
Remote  

Denial of Service  
 

CVE Name: CAN-2003-0327 

Low CyberNotes-2003-24 

Sybase2842 Windows NT 
4.0/2000, 2003, 
XP 

Adaptive Server Anywhere 9.0 Adaptive Server Anywhere 
Multiple Remote Buffer Overflow 

Vulnerabilities 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-25 

Sygate2843 Windows Sygate Personal Firewall Pro 5.0 SyGate Firewall Bypass  Medium CyberNotes-2003-03 
Symantec2844 Windows NT 

4.0/2000, 
Unix 

Enterprise Firewall 7.0 Solaris, 7.0 
NT/2000 

Enterprise Firewall HTTP 
Blocking Bypass 

 
CVE Name: CAN-2003-0106 

Medium CyberNotes-2003-07 

Symantec2845 Windows NT 
4.0/2000, 
Unix 

Enterprise Firewall 6.5.2 NT/2000, 
7.0 Solaris, 7.0 NT/2000, Gateway 
Security 5110, 5200, 5300, Raptor 
Firewall 6.5 Windows NT, 6.5.3 
Solaris, Veloci Raptor 1000, 1100, 
1200, 1300, 500, 700 

Enterprise Firewall RealAudio 
Proxy Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-01 

Symantec2846 
 
Workaround 
available2847 

Windows 
98/ME/NT 
2.0/2000, XP 

Norton AntiVirus 2002, 2003 Norton AntiVirus ‘DeviceIo 
Control()’ Function 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-16 
CyberNotes-2003-17 

Symantec2848 Windows 
98/ME/NT 
4.0/2000, 
XP 

Norton AntiVirus 2002 Norton Antivirus 2002 Email 
Scanner Buffer Overflow 

High CyberNotes-2003-04 

Symantec2849 Windows 2000, 
XP 

Norton Internet Security 2003, 
2003 Professional Edition, Personal 
Firewall 2003 

Norton Internet Security  
ICMP Packet  

Denial of Service 

Low CyberNotes-2003-02 

Symantec2850 Windows Norton Internet Security 2003 6.0.4 
.34 

Norton Internet Security  
Cross-Site Scripting 

High CyberNotes-2003-22 

Symantec2851 Windows 
95/98/NT 4.0 

Pc-Anywhere 9.0.1 9.2 PCAnywhere Chat Client 
Elevated Privileges 

Medium CyberNotes-2003-24 

Symantec2852 Windows Pc Anywhere 10.0, 10.5 11.0 PCAnywhere SYSTEM Privileges 
 

CVE Name: 
CAN-2003-0936 

High CyberNotes-2003-24 

Symantec2853 Windows NT 
4.0/2000, XP 

Quarantine Server 2.6, 3.2, 3.11; 
Norton AntiVirus Corporate 
Edition version 7.61 

Quarantine Server Denial of 
Service 

Low CyberNotes-2003-16 

Symantec2854 Windows XP Norton AntiVirus Corporate 
Edition 7.60.build 926 

Symantec NAVCE Floppy Disk 
Scan Failure 

High CyberNotes-2003-14 

Symantec2855 Windows  RuFSI Utility Class Symantec RuFSI ActiveX Control 
Buffer Overflow 

High CyberNotes-2003-13 

Symbol 
Technologies2856 

Multiple PDT 8100 PDT 8100 Default WEP Keys 
Configuration 

 
CVE Name: CAN-2003-0934 

Medium CyberNotes-2003-23 

Synkron.web2857 Windows Synkron. web 3.5, 3.0 Synkron.Web Cross-Site 
Scripting 

High CyberNotes-2003-12 

Synthetic2858 Windows, Unix Reality Sympoll 1.5 Reality SymPoll Cross-Site 
Scripting 

High CyberNotes-2003-23 

TANne2859 Unix TANne 0.6.17 TANne SysLog Format String High CyberNotes-2003-01 
Tarantella Inc. 2860 Unix Enterprise 3 3.0, 3.0 1,  3.10, 3.11, 

3.20, 3.30 
Enterprise Redirected Keypress  Medium CyberNotes-2003-13 
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TCLHttpd 2861 Unix TCLHttpd 3.4.2 TCLHttpd Information Disclosure 
& Cross-Site Scripting 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-20 

tcptrace route2862 Unix tcptrace route 1.2 tcptraceroute Failure To 
Relinquish Root  

 
CVE Name: CAN-2003-0489 

Medium CyberNotes-2003-13 

teapop2863 Unix teapop 0.3.4, 0.3.5 Teapop Authentication Modules 
 

CVE Name: CAN-2003-0515 

Medium CyberNotes-2003-14 

tefonline.net2864 Unix MyGuest book 3.0 MyGuestbook Multiple 
Vulnerabilities 

High CyberNotes-2003-05 

Tel-Condex 
Software2865 

Windows Simple WebServer 2.13.31027 
build 3289 

Simple Webserver Directory 
Traversal 

Medium CyberNotes-2003-23 

Tel-Condex 
Software2866 

Windows SimpleWebServer 2.12.30210 build 
3285 

Simple Webserver HTTP Referer 
Remote Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 

Telindus2867 Multiple 1120 ADSL Router 6.0.x Telindus ADSL Router 
Encryption Scheme 

Medium CyberNotes-2003-05 

Tellurian2868 Windows 9x, 
NT 4.0 

TftpdNT 1.8, 2.0 TftpdNT Remote 
Buffer Overflow 

High CyberNotes-2003-18 

TextPortal2869 Unix TextPortal 0.8, 0.77, 0.76 TextPortal Password Weakness High CyberNotes-2003-11 
The Creative 
Assembly Limited2870 

Windows Medieval: Total War 1.0, 1.1 Medieval Total War Remote 
Denial of Service Vulnerabilities 

Low CyberNotes-2003-21 

The DSPAM Project 

2871 
Unix DSPAM 2.6.5 .1 DSPAM 2.6.5 DSPAM Insecure Default 

Permissions  
High CyberNotes-2003-19 

The Uptimes 
Project2872 

Unix upclient 5.0b7 Upclient Buffer Overflow High CyberNotes-2003-11 

The XMB Group2873 Multiple Forum 1.8,  SP1 XMB Forum Code Execution  High CyberNotes-2003-12 
The XMB Group2874 Windows, Unix Forum 1.8 XMB Forum Members.PHP SQL 

Injection 
Medium CyberNotes-2003-09 

Thomas Boutell2875 Multiple cgic 2.0, 2.0.1 CGIC CGICookie String  
Buffer Overflow 

Medium CyberNotes-2003-08 

Thomas Krebs2876 Windows NT 
4.0/2000 

Nite Server 1.83 Nite Server Directory Traversal  Medium CyberNotes-2003-02 

Thomson2877 Multiple Speed Touch 510 ADSL Router SpeedTouch DSL Router Denial 
of Service 

Low CyberNotes-2003-24 

Thomson2878 Multiple TCM 305 Cable Modem, 315 
Cable Modem 

Thomson Cable Modem Remote  
Denial of Service 

Low CyberNotes-2003-24 

Thunder stone 
Software2879 

Windows NT 
4.0 

Texis 3.0 TEXIS Texis.EXE Information 
Disclosure 

Medium CyberNotes-2003-06 

ThWboard 2880 Windows, Unix ThWboard 2.8, 2.81 ThWboard Cross-Site Scripting High CyberNotes-2003-23 
Tight VNC2881 
 
Upgrade issued2882, 2883, 

2884 

Multiple TightVNC 1.2 .0, 1.2.1 TightVNC Repeated Challenge  Medium CyberNotes-2003-05 

TildeSlash2885 Unix Monit 1.4, 1.4.1, 2.0, 2.1, 2.1.1, 
2.2, 2.2.1, 2.3, 2.4, 2.4.1- 2.4.3, 3.0, 
3.1, 3.2, 4.0, 4.1 

Monit  
Remote 

Denial of Service & Buffer 
Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-24 

Tim Stoehr2886 Unix Rogue 985.0 Rogue  
‘Save Game’ Buffer Overflow 

High CyberNotes-2003-05 

Tincan LTD.2887 Multiple PHPlist 2.6.2 PHPList Remote  
Code Execution 

High CyberNotes-2003-24 

Tmax Soft Co. Ltd 2888 Windows, Unix JEUS 3.1.4 p1 JEUS  
Cross-Site Scripting 

High CyberNotes-2003-13 
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Tolis Group2889 Unix BRU 17.0 BRU Improper Command-line 
Parsing 

High CyberNotes-2003-15 

Tom Hombergs2890  Windows, Unix pod.board 1.1 Pod.Board ‘Forum_ Details.PHP’ 
& ‘New_Topic. php’ 

High CyberNotes-2003-13 

Tomasz Kojm2891 Unix Clam AntiVirus 0.60 p, 0.60 Clam AntiVirus E-mail Address 
Logging Format String 

High CyberNotes-2003-23 

Tomi Manninen2892 Unix LinuxNode 0.3 LinuxNode Remote Buffer 
Overflows 

High CyberNotes-2003-18 

Tower Toppler2893 Unix Tower Toppler 0.99.1 Tower Toppler Buffer Overflow High CyberNotes-2003-06 
Tower Toppler2894 Multiple Tower Toppler 0.96 Tower Toppler Buffer Overflow High CyberNotes-2003-14 
Trend Micro2895 Multiple Damage Cleanup Server 1.0,  

HouseCall 5.5, 5.7 
Multiple Trend Micro HouseCall 
ActiveX Control Remote Buffer 

Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

Trend Micro2896 Windows 
95/98/ME/ NT 
3.1.4.0/2000 

OfficeScan Corporate Edition 3.0, 
3.5, 3.11, 3.13, 3.54, Corporate 
Edition for Windows NT Server 
3.0, 3.1.1, 3.5, 3.11, 3.13, Virus 
Buster Corporate Edition 3.52-3.54 

OfficeScan CGI Directory 
Insufficient Permissions 

Medium CyberNotes-2003-02 

Trend Micro2897 Multiple ScanMail for Microsoft Exchange 
3.8 

ScanMail For Exchange 
Authentication Bypass 

Medium CyberNotes-2003-02 

Trend Micro2898 Windows NT 
4.0/2000 

Virus Control System 1.8 Virus Control System Denial Of 
Service 

Low CyberNotes-2003-02 

Trend Micro2899 Windows NT 
4.0/2000 

Virus Control System 1.8 Virus Control System Information 
Disclosure 

Medium CyberNotes-2003-02 

Tridion2900 Multiple Tridion R5 SP2 Tridion R5 Information 
Disclosure 

Medium CyberNotes-2003-09 

Tritanium Scripts2901 Windows, Unix Tritanium Bulletin Board 1.2.3 Tritanium Bulletin Board 
Unauthorized Access 

Medium CyberNotes-2003-23 

True North 
Software2902 
 
Another exploit 
published2903 

Windows IA WebMail Server 3.0,  3.1 IA WebMail Server  
Remote Buffer Overflow 

High CyberNotes-2003-23 
CyberNotes-2003-24 

Truelogik2904 Windows, Unix Truegalerie 1.0 Truegalerie Unauthorized 
Administrative Access & 
Information Disclosure 

Medium/High 
 

(High if 
administrative 
access can be 

obtained) 

CyberNotes-2003-09 

TSguestbook2905 Windows, Unix TSguest-book 2.1 TSguestbook Cross-Site Scripting High CyberNotes-2003-18 
ttCMS2906 Multiple ttCMS 2.3, 2.2, 1.1 ttCMS / ttForum Index.PHP 

Instant-Messages  
High CyberNotes-2003-11 

ttCMS2907 Multiple ttCMS 2.3, 2.2 ttCMS ‘Header.PHP’ Remote File 
Include 

High CyberNotes-2003-11 

Turbo Soft, Inc.2908 Windows 
95/98/ME/ NT 
4.0/2000, XP 

TurboFTP 3.85 Build 304 TurboFTP Receive Buffer 
Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

Tutos2909 Unix Tutos 1.1 Tutos Multiple Vulnerabilities High CyberNotes-2003-13  
Twilight Utilities2910 
 
Exploit scripts have 
been published2911 

Windows 2000, 
XP 

TW_Web Server 1.0 TW-Web Server  
Denial of Service 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-08 
CyberNotes-2003-09 

Twilight Utilities 2912 Windows WebServer 1.3.3 .0 Twilight WebServer GET 
Request Buffer Overflow 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 

Type speed2913 Unix Typespeed 0.4, 0.4.1 Typespeed Local Buffer Overflow High CyberNotes-2003-01 
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Typo32914 Multiple Typo3 3.5b5 Typo3 Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-05 

U.S. Robotics2915 Multiple Broadband-Router 8000A/8000-2 
2.5 

Broadband-Router GET Request  
Denial of Service 

Low CyberNotes-2003-05 

U-Foot2916 Unix Liquid War 5.4.5 Liquid War HOME Environment 
Variable Buffer Overflow 

High CyberNotes-2003-19 

Ultimate PHP 
Board2917 

Unix Ultimate PHP Board Ultimate PHP 
Board 1.9 

Ultimate PHP Board Arbitrary 
PHP Execution 

High CyberNotes-2003-11 

Unichat Networks, Inc. 
2918 

Windows Unichat Unichat Remote 
Denial of Service & Room Name 

Manipulation 

Low CyberNotes-2003-23 

United Admins2919 Multiple AdminMod 2.50.25 a, 2.50.50 AdminMod Plugin Remote 
Format String 

High CyberNotes-2003-02 

United Admins2920 Multiple ClanMod 1.80.19 Beta, 1.81.11 
Beta 

ClanMod ‘cm_log’  Format String High CyberNotes-2003-02 

United Admins 2921 Multiple StatsMe 2.6.9, 2.6.16 Beta, 2.6.17 
Beta unstable, 2.6.19 Beta 

StatsMe Plug-in Buffer Overflow 
& Format String 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-02 

University of 
Cambridge2922 

Unix Exim 3.0, 3.3, 3.3 1, 3.3 2, 
3.11-3.22, 3.30-3.36, 4.10, 4.20 

Exim EHLO/HELO Remote  
Buffer Overflow 

 
CVE Name: CAN-2003-0698 

High CyberNotes-2003-18 

University of 
Kansas2923 
 
More patches 
released2924, 2925 
 
Vendors issue 
upgrades2926, 2927, 2928 

Multiple Lynx 2.8.2 rel.1- 2.8.4 rel.1, 2.8.5 
dev.8 

Lynx Command Line URL 
CRLF Injection 

 
CVE Name: CAN-2002-1405 

Medium CyberNotes-2003-04 
CyberNotes-2003-05 

University of 
Minnesota2929 
 
This software is no 
longer maintained2930 
 
Debian issues 
advisory2931 

Unix gopherd 1.12, 2.0.3, 2.0.4, 2.3, 
2.3.1, 3.0.0-3.0.5 

GopherD Buffer Overflows 
 

CVE Name: CAN-2003-0805 

High CyberNotes-2003-15 
CyberNotes-2003-17 
CyberNotes-2003-20 

University of 
Minnesota2932 

Unix gopherd 2.0.3, 2.0.4 2.3, 2.3.1, 
3.0.0- 3.0.5 

GopherD Do_Command Remote 
Buffer Overflow 

High CyberNotes-2003-16 

University of 
Washington2933, 2934, 

2935, 2936, 2937 

 

Turbo Linux issues 
advisory2938 
 
SGI issues advisory2939 

Unix Pine 3.98, 4.0.2, 4.0.4, 4.10, 4.20, 
4.21, 4.30, 4.33, 4.44, 4.50, 4.52, 
4.543, 4.56 

Pine Buffer Overflow & Integer 
Overflow 

 
CVE Names: CAN-2003-0720,  

CAN-2003-0721 

High CyberNotes-2003-19 
CyberNotes-2003-21 
CyberNotes-2003-22 

Unreal2940 Multiple Unreal IRCd 3.1.1, 3.1.3, 3.2 .0 
beta 10 

Unreal IRCD Denial of Service Low CyberNotes-2003-14 

Upload Lite2941 Windows Upload Lite 3.22 Upload Lite Arbitrary File Upload High CyberNotes-2003-06 
URLogy2942 Windows NT 

4.0/2000 
a.shop.Kart 2.0.3 A.ShopKart Multiple SQL 

Injection 
Medium CyberNotes-2003-02 
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Valve Software2943 
 
Another exploit script 
published2944 

Windows 
98/NT 4.0 

Half-Life 1.1 .0.8, 1.1.0.9, 1.1.1.0  Half-Life Client Connection 
Routine Remote Buffer 

Overflow 

High CyberNotes-2003-16 
CyberNotes-2003-17 

Valve Software2945 Windows 
98/NT 4.0 

Half-Life 1.1.0.9, 1.1.0.8, 1.1.1 .0 Half-Life Client Server Message 
Format String 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-02 

Valve Software2946 Windows, Unix Half-Life Dedicated Server 3.1.0.4- 
3.1.0.9 Linux, 3.1, 3.1.1.1d Linux, 
3.1.1.1c1 Linux, 3.1.1.0 Linux, 
3.1.3, 4.1.0.6 -4.1.0.9 Win32, 
4.1.0.4 Win32, 4.1.1.1c1 Win32, 
4.1.1.0 Win32 

Half-Life Dedicated Server 
Information Disclosure & Denial 

of Service  

Low/ Medium 
 

(Medium is sensitive 
information can be 

obtained) 

CyberNotes-2003-24 

Valve Software2947 Windows 
98/ME/NT 
4.0/2000, Unix 

Half-Life 1.1 .0.8, 1.1.0.9, 1.1.0.4 
Windows, 1.1.0.4 Linux, 1.1.1.0, 
Half-Life Dedicated Server 
3.1.1.1c1 Linux, 4.1.1 .1a Win32 

Half-Life Dedicated Server 
Multiplayer Request Buffer 

Overflow & Denial of Service 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-16 

Valve Software2948 Windows 
95/98/SE/ NT 
4.0 

Half-Life 1.1.0.9, 1.1.0.8, 1.1.0.4 
Windows, 1.1.1 .0 

Half-Life Format String High CyberNotes-2003-20 

Valve Software2949 Unix Half-Life Dedicated Server 3.1.1 .0 
Linux 

Half-Life HLTV Remote Denial 
of Service 

Low CyberNotes-2003-02 

Van Dyke 
Technologies2950 

Windows 
95/98/NT 
4.0/2000 

SecureCRT 3.4.7, 4.0.2; 
SecureFX 2.0.4, 2.1.2; 
ETunnel 1.0.2 

SecureCRT, SecureFX, Entunnel 
Authentication Password  

 
CVE Name: CAN-2003-0047 

Medium CyberNotes-2003-03 

VBulletin2951 Windows VBulletin 3.0 beta 2 VBulletin ‘Register.PHP’ Code 
Execution 

High CyberNotes-2003-16 

VChat2952 Unix VChat 2.0 VChat Message Disclosure Medium CyberNotes-2003-07 
Venturi Wireless2953 Multiple Venturi Client 2.1 Venturi Client Unauthorized 

Connection Proxying 
Medium CyberNotes-2003-11 

Verilink2954 Multiple NetEngine 6100-4 NetEngine Broadband Router 
TFTP Packet Remote Denial of 

Service 

Low CyberNotes-2003-10 

Veritas Software2955 Unix Bare Metal Restore 3.1, 3.1.1, 3.2, 
3.2.1 

Bare Metal Restore for Tivoli 
Storage Manager Remote Root 

Access 

High CyberNotes-2003-05 

Verity Inc.2956 Windows, Unix K2 Toolkit 2.20 Verity K2 Toolkit Cross-Site 
Scripting 

High CyberNotes-2003-14 

VieNuke2957 Multiple VieBoard 2.6 Beta 1 VieNuke VieBoard SQL Injection Medium CyberNotes-2003-23 
Vignette2958 
 
Upgrade information 
issued2959 

Windows NT 
4.0/2000, Unix 

Content Suite V5-V7,  
StoryServer 4.0, 4.1, 5.0, 6.0 

Multiple Vignette Cross-Site 
Scripting Vulnerabilities 

 
CVE Name: CAN-2003-0404 

High CyberNotes-2003-11 
CyberNotes-2003-13 

Vignette2960 Windows, 
Unix 

StoryServer 4.1, 6.0 StoryServer Information 
Disclosure 

 
CVE Name: CAN-2002-0385 

Medium CyberNotes-2003-08 

Vignette2961 
 
Upgrade information 
issued2962 

Windows NT 
4.0/2000, Unix 

Content Suite V5-V7,  
StoryServer 4.0, 4.1, 5.0, 6.0 

Vignette Login Template 
Information Leakage 

 
CVE Name: CAN-2003-0402 

Medium CyberNotes-2003-11 
CyberNotes-2003-13 

Vignette2963 
 
Upgrade information 
issued2964 

Unix Content Suite V7, V6,  
StoryServer 4.0, 4.1, 5.0, 6.0 

Vignette Memory Disclosure 
 

CVE Name: CAN-2003-0400 
 

Medium CyberNotes-2003-11 
CyberNotes-2003-13 
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Vignette2965 
 
Upgrade information 
issued2966 

Windows NT 
4.0/2000, Unix 

Content Suite V5-V7,  
StoryServer 4.0, 4.1, 5.0, 6.0 

Vignette NEEDS Command 
 

CVE Name: CAN-2003-0405 

High CyberNotes-2003-11 
CyberNotes-2003-13 

Vignette2967 
 
Upgrade information 
issued2968 

Windows NT 
4.0/2000, Unix 

Content Suite V7, V6,  
StoryServer 4.0, 4.1, 5.0, 6.0 

Vignette SSI Injection 
 

CVE Name: CAN-2003-0398 

High CyberNotes-2003-11 
CyberNotes-2003-13 

Vignette2969 
 
Upgrade information 
issued2970 

Windows NT 
4.0/2000, Unix 

Content Suite V5-V7,  
StoryServer 4.0, 4.1, 5.0, 6.0 

Vignette Template 
Remote Denial of Service 

 
CVE Name: CAN-2003-0403 

Low CyberNotes-2003-11 
CyberNotes-2003-13 

Vignette2971 
 
Upgrade information 
issued2972 

Windows NT 
4.0/2000, Unix 

Content Suite V5-V7,  
StoryServer 4.0, 4.1, 5.0, 6.0 

Vignette Template Information 
Leakage 

 
CVE Name: CAN-2003-0401 

Medium CyberNotes-2003-11 
CyberNotes-2003-13 

Vignette2973 
 
Upgrade information 
issued2974 

Windows NT 
4.0/2000, Unix 

Content Suite V7, V6,  
StoryServer 4.0, 4.1, 5.0, 6.0 

Vignette Unauthorized Legacy 
Tool Access 

 
CVE Name: CAN-2003-0399 

 

Medium CyberNotes-2003-11 
CyberNotes-2003-13 

VIM Development 
Group2975 

Unix VIM 5.0-5.8, 6.0, 6.1 VIM ModeLines Arbitrary 
Command Execution 

High CyberNotes-2003-01 

VIM Development 
Group2976 
 
Mandrake releases 
patch2977 
 
Sun releases 
upgrade2978 

Unix VIM 5.0-5.8, 6.0, 6.1 VIM ModeLines Arbitrary 
Command Execution 

 
CVE Name: CAN-2002-1377 

High CyberNotes-2003-02 
CyberNotes-2003-03 
CyberNotes-2003-10 

Virtual 
Programming2979 

Windows VP-ASP 5.0 Virtual Programming VP-ASP 
shopexd.asp SQL Injection 

High CyberNotes-2003-15 

Virtual 
Programming2980 

Windows 
95/98/NT 
4.0/2000, XP 

VP-ASP 4.0, 5.0 VP-ASP ‘shopsearch’ & 
'shopdisplay products' Scripts 

SQL Injection 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-25 

Visual Mining, Inc.2981 Windows NT 
4.0/ 2000, XP, 
Unix 

Netcharts XBRL Server 4.0 Netcharts Server Chunked 
Encoding Information Leakage 

Medium CyberNotes-2003-04 

Vivisimo, Inc.2982 Windows, Unix Clustering Engine Vivisimo Clustering Engine 
Cross-Site Scripting 

High CyberNotes-2003-22 

Vladimir Litovka2983 Unix Minimalist 2.2 Minimalist Unspecified mote 
Command Execution 

 
CVE Name: CAN-2003-0902 

High CyberNotes-2003-24 

VMware Inc.2984 Unix VMware Workstation For Linux 
File Deletion 

VMware Workstation For Linux  
File Deletion 

Medium CyberNotes-2003-17 

VMWare, Inc.2985 
 
Upgrade now 
available2986 

Unix GSX Server 2.5.1,  VMWare 
Workstation 4.0 

VMware GSX Server/ 
Workstation Host Operating 

System Compromise 

High CyberNotes-2003-15 
CyberNotes-2003-16 

VMWare, Inc.2987 Unix VMWare Workstation 4.0 VMware Workstation 4.0 
Insecure Temporary 

Medium CyberNotes-2003-14 

VPOP Mail2988 Unix VPOPMail 0.9 VPOPMail ‘vpopmail.php’ 
Remote Command Execution 

High CyberNotes-2003-06 

vpop3d2989 Unix vpop3d Vpop3d Local/Remote Denial of 
Service  

 

Low CyberNotes-2003-18 
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W3M2990, 2991, 2992, 2993, 

2994 
Windows, 
Unix 

W3M 0.2-0.2.5.1, 0.3--0.3.2; 
w3mmee 0.3.p23.3, w3mmee-ssl 
0.3.p23.3 

W3M Cross-Site Scripting 
 

CVE Names: CAN-2002-1335, 
 CAN-2002-1348 

High CyberNotes-2003-04 

W-Agora2995 Unix W-Agora 4.1.5 W-Agora Configuration 
Filesystem Vulnerabilities 

High CyberNotes-2003-01 

wap-serv.com2996 Windows 
98/NT 4.0/2000 

WapServ Enterprise 1.0, Lite 1.0, 
Pro 1.0 

WapServ Multiple Remote  
Denial of Service Vulnerabilities 

Low CyberNotes-2003-18 

Washington 
University2997 

Unix wu-ftpd 2.6.0-2.6.2 Wu-Ftpd S/Key  
Remote Buffer Overflow 

High CyberNotes-2003-22 

Washington 
University2998 

Unix wu-ftpd 2.5.0, 2.6.0-2.6.2 Wu-Ftpd SockPrintf() Remote  
Buffer Overflow 

High CyberNotes-2003-20 

Watch Guard2999 Windows 2000 ServerLock 2.0, 2.0.1, 2.0.2 ServerLock Access Control High CyberNotes-2003-15 
Web Calendar3000 Unix Web Calendar 0.9.8, 0.9.11, 0.9.15, 

0.9.16, 0.9.19- 0.9.41 
WebCalendar Directory Traversal  Medium CyberNotes-2003-15 

Web Drive Limited 3001 Windows, Unix PHP WEB CHAT 2.0 Web Chat Cross-Site Scripting High CyberNotes-2003-07 
Web Wiz Forums3002 Windows Web Wiz Forums 6.34, 7.0 1, 7.5 Web Wiz Forum Unauthorized 

Private Forum Access 
Medium CyberNotes-2003-23 

Web Wiz Guide3003 Windows Forum 6.34, 7.0 beta1, 7.0 Web Wiz Forum Information 
Disclosure 

Medium CyberNotes-2003-08 

Web Wiz Guide3004 Windows Web Wiz Forums 7.01 Web Wiz Forums Cross-Site 
Scripting 

High CyberNotes-2003-24 

Web Wiz Guide3005 Windows Site News 3.6 Web Wiz Site News Information 
Disclosure 

High CyberNotes-2003-08 

Web Wiz Guide3006 Windows Web Wiz Forums 7.01 Wiz Forums Multiple Cross-Site 
Scripting 

High CyberNotes-2003-22 

Webcam Now3007 Multiple Webcam Now WebcamNow Plaintext Password 
Storage 

Medium CyberNotes-2003-13 

Web-cyradm3008 
 
Upgrade now 
available3009 

Unix Web-cyradm 0.5.1,  0.5.2 Web-cyradm Remote Denial of 
Service 

Low CyberNotes-2003-01 
CyberNotes-2003-03 

Webdev3010 
 
Upgrade now 
available3011 

Windows, 
Unix 

Webchat 0.77 Webchat Defines.PHP Remote 
File Include 

High CyberNotes-2003-05 
CyberNotes-2003-06 

Web-ERP3012 Unix Web-ERP 0.1.4 Web-ERP Configuration File  Medium CyberNotes-2003-05 
Webfroot3013 Unix Shoutbox 2.32 & prior Shoutbox Directory Traversal & 

Code Injection 
Medium/High 

 
(High if arbitrary 

code can be 
executed) 

CyberNotes-2003-12 

Webfroot3014 Windows, Unix 
 

Shoutbox 2.32 Shoutbox Expanded.PHP Remote 
Command Execution 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

Webfs3015 
 
Exploit scripts 
published3016. 

Unix WebFS 1.1.7-1.1.9, 1.17 Webfs Information Disclosure 
& Buffer Overflow 

 
CVE Names: CAN-2003-0832, 

CAN-2003-0833 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-20 
CyberNotes-2003-24 

WebFS3017 Unix WebFS 1.17, 1.18  WebFS Request-URI Buffer 
Overflow 

 
CVE Name: CAN-2003-0445 

High CyberNotes-2003-13 

WEB-GATE, Inc. 3018 Multiple WebEye SPD, E20, E104, E10, 
B106, B101 

WebEye Information Disclosure Medium CyberNotes-2003-25 

WebJeff3019 Multiple File manager 1.6 Filemanager Directory Traversal 
& Authentication Storage 

Medium CyberNotes-2003-13 
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Websense3020 Windows NT 
4.0/2000, 2003, 
Unix 

Websense Enterprise 4.3, 4.4, 5.0 
1, 5.1 

Websense Enterprise Blocked 
Sites Cross-Site Scripting 

High CyberNotes-2003-25 

WebShots3021 Multiple WebShots Desktop WebShots Desktop Screen Saver 
Password Bypassing 

Medium CyberNotes-2003-01 

Web-washer  AG 3022 Windows Web washer Classic 2.2.1, 3.3 
build 44 

WebWasher Classic Error 
Message Cross-Site Scripting 

High CyberNotes-2003-24 

Wedgetail 
Communications3023 

Windows, Unix JCSI SSO suite 1.1 JSCI SSO Pattern Matching 
Access Validation 

Medium CyberNotes-2003-17 

WeOnly Do! 
Software3024 

Windows WodFTP Server 1.1 .0.4 WodFTPServer FTP Command 
Remote Buffer Overflow 

 
 

High CyberNotes-2003-20 

Wietse Venema3025, 3026, 

3027, 3028, 3029, 3030, 3031 
Unix Postfix 20011115, 20010228, 

19991231, 19990906, 1.0.21, 
1.1.11- 1.1.13 

Multiple Postfix Denial of Service 
 

CVE Names:CAN-2003-0468, 
CAN-2003-0540 

Low CyberNotes-2003-16 

William LeFebvre3032 Unix top 1.0, 1.2-1.8, 2.0 pre, 2.0, 2.0.11 Top Buffer Overflow High CyberNotes-2003-15 
Winace3033 
 
Another exploit script 
published3034 

Unix UnAce 2.2 UnAce Buffer Overflow High CyberNotes-2003-23 
CyberNotes-2003-24 

Windowmaker3035 
 
RedHat issues 
upgrade3036 

Unix Windowmaker 0.20.1-3, 0.52-2, 
0.53, 0.61, 0.61.1, 0.62, 0.62.1, 
0.63, 0.63.1, 0.64, 0.65, 0.80 

Window Maker Image 
Handling Buffer Overflow 

 
CVE Name: CAN-2002-1277 

High CyberNotes-2003-03 

WinMX3037 Multiple WinMX 2.6 WinMX Plaintext Password 
Storage 

Medium CyberNotes-2003-12 

WinRar3038 Windows WinRar 2.90, 3.0.0, 3.10 WinRar Archive File Buffer 
Overflow 

High CyberNotes-2003-02 

Wintel Corporation 3039 Windows 
98/NT 
4.0/2000, XP 

Wide Chapter 3.0 WideChapter HTTP Request 
Buffer Overflow 

High CyberNotes-2003-19 

Wireless Tools For 
Linux3040 
 
Exploit script has 
been published3041 
 
More exploits 
published3042 

Unix Wireless Tools Versions 19-26 IWConfig Command Line 
Buffer Overflow 

Medium CyberNotes-2003-22 
CyberNotes-2003-23 
CyberNotes-2003-24 

With Enterprise Pty 
Ltd.3043 

Windows Witango Tango Server 2000, 
Witango Server 5.0.1.061 

Witango Server Remote Cookie 
Buffer Overflow 

High CyberNotes-2003-15 

Woltlab3044 Windows, Unix MOD Guthaben-hack 1.3 MOD Guthabenhack Input 
Validation 

High CyberNotes-2003-16 

Wop poware Pty 
Ltd.3045 

Windows PostMaster 3.16.1, 3.17.1 PostMaster Proxy Service Cross-
Site Scripting 

High CyberNotes-2003-24 

Word Press3046 Unix WordPress 0.7, 0.71, WordPress 
(B2) 0.6.2.1, 0.6.2 

WordPress Multiple Blog.Header. 
PHP SQL Injection 

High CyberNotes-2003-21 

Wordit Limited 2000 

3047 
Windows, 
Unix 

Logbook 098b3 Logbook Logbook.pl Remote 
Command Execution 

High CyberNotes-2003-06 

Word-Press3048 Windows, 
Unix 

WordPress 0.7 WordPress ‘abspath’ & ‘posts’ 
parameters 

High CyberNotes-2003-12 

Working Resources 
Inc.3049 

Windows 
94/98/ME/ NT 
4.0/2000, XP 

BadBlue Enterprise Edition 1.5, 
1.5.6 Beta, 1.6 Beta, 1.7, 1.7.2, 
1.7.3, 1.7.4, 2.15, Personal Edition 
1.5.6 Beta, 1.6 Beta, 1.7, 1.7.2, 
1.7.3, 1.7.4, 2.15 

BadBlue ‘ext.dll’ Remote  
Command Execution 

High CyberNotes-2003-09 

Working Resources 
Inc.3050 

Windows 
95/98/ME/ NT 
4.0/2000, XP 

BadBlue Enterprise Edition 1.7, 
1.7.2-1.7.4, 2.0-2.2, 2.15, Personal 
Edition 1.7, 1.7.2-1.7.4, 2.0-2.2, 
2.15, 2.16 

BadBlue Unauthorized HTS 
Access 

High CyberNotes-2003-11 
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World Flash3051 Multiple News Ticker Gold M5.30i News Ticker Remote Buffer 
Overrun 

High CyberNotes-2003-18 

WREN SOFT3052 Windows Zoom Search Engine 2.0 Build: 
1018 

Zoom Search Engine Cross-Site 
Scripting 

High CyberNotes-2003-21 

X2 Studios, Ltd. 3053 Unix XMMS Remote 0.1 XMMS Remote Arbitrary 
Command Execution 

High CyberNotes-2003-10 

Xaos3054 Unix Xaos 3.0 Xaos Language Option Local 
Buffer Overflow 

High CyberNotes-2003-12 

Xavi3055 Multiple X7028r DSL Router Xavi DSL Router Denial of 
Service 

Low CyberNotes-2003-15 

XBlast3056 Unix XBlast 2.6.1 XBlast ‘HOME’ Environment 
Variable Buffer Overflow 

High CyberNotes-2003-16 

XBlock Out3057 
 
Vendor issues 
upgrade3058 

Unix xbl 1.0k, 1.0i XBlockOut Buffer Overflow 
 

CVE name: CAN-2003-0535 

High CyberNotes-2003-14 
CyberNotes-2003-15 

XBlock Out 3059 Unix xbl 1.0k, 1.0i XBlockOut XBL Multiple Buffer 
Overflow 

Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 

X-CD-Roast3060 Unix X-CD-Roast 0.98 alpha10- alpha14  X-CD-Roast Insecure File 
Creation  

Medium CyberNotes-2003-23 

XFree863061 Unix XFree86 X11R6 4.3 XFree86  
Font Library Integer Overflows 

High CyberNotes-2003-18 

XFree863062 Unix XFree86 X11R6 4.3 XFree86 ‘XLOCAL EDIR’ 
Remote Buffer Overflow  

High CyberNotes-2003-20 

XFree863063 
 
Conectiva issues 
advisory3064 

Unix X11R6 4.2.0, 4.2.1 XFree86 XLOCALE DIR Local 
Buffer Overflow 

High CyberNotes-2003-05 
CyberNotes-2003-14 

Xfree863065 Unix XFree86 X11R6 4.0, 4.0.1, 4.0.3, 
4.1.0, 4.2.0, 4.2.1 

Xterm Loop-Based Escape 
Sequence Denial of Service 

 
CVE Name: CAN-2003-0071 

Low CyberNotes-2003-05 

Xfree863066 Unix XFree86 X11R6 4.0, 4.0.1, 4.0.3, 
4.1.0, 4.2.0, 4.2.1 

XTerm Window Title Reporting  
Escape Sequence 

 
CVE Name: CAN-2003-0063 

High CyberNotes-2003-05 

xfstt3067 
 
Debian issues 
advisory3068 

Unix xfstt 1.4 xfstt Memory Corruption 
 

CVE Name: CAN-2003-0625 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 
CyberNotes-2003-16 

xfstt3069 
 
Debian issues 
advisory3070 

Unix xfstt 1.4 xfstt Remote Buffer Overflow 
 

CVE Name: CAN-2003-0581 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-15 
CyberNotes-2003-16 

Ximian 3071, 3072 

 

Conectiva issues 
upgrade3073  

Unix Evolution 1.0.3-1.0.8, 1.1.1, 
1.2-1.2.2 
 

Evolution Multiple Remote 
Vulnerabilities 

 
CVE Names: CAN-2003-0128,  

CAN-2003-0129,  
CAN-2003-0130  

Low/ Medium/High 
 

(Low if a DoS; 
Medium if security 

policies can be 
bypassed; and High 

if arbitrary code 
can be executed) 

CyberNotes-2003-06 
CyberNotes-2003-07 
CyberNotes-2003-11 
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Xinetd3074 
 
Vendors issue 
advisories3075, 3076, 3077 

 

More patches 
released3078 

Unix Xinetd 2.3-2.3.10 Xinetd Remote Denial of  
Service 

 
CVE Name: CAN-2003-0211 

Low CyberNotes-2003-09 
CyberNotes-2003-11 
CyberNotes-2003-12 

Xmame3079 Multiple Xmame 0.62.1, 0.62.2, 0.66.1, 
0.66.2, 0.67.1, 0.67.2, 0.68.1, 
0.69.1 

Xmame Buffer Overflow High CyberNotes-2003-12 

XMB3080 Windows, Unix Forum 1.8, 1.8 SP1 XMB Forum Multiple Cross-Site 
Scripting And HTML Injection 

High CyberNotes-2003-13 

Xmb-forum. com 3081 Windows, 
Unix 

Forum 1.8, 1.8 SP1 XMB Forum Cross-Site Scripting High CyberNotes-2003-11 

Xonic.ru3082 Unix News 1.0 News script.php Remote 
Command Execution 

High CyberNotes-2003-08 

Xoops3083 Windows,  
Unix 

Xoops 1.3.5-1.3.9, 2.0, 2.0.1 Xoops  
MyText Sanitizer Arbitrary Code 

High CyberNotes-2003-09 

Xoops3084 Windows, 
Unix 

Xoops 1.3.8, 1.3.9 Xoops ‘glossaire-aff.php’ 
Cross-Site Scripting 

 

High CyberNotes-2003-08 

Xoops3085 Windows, Unix Xoops 1.0 RC3.0.5, RC3, RC1, 
1.3.5- 1.3.10 

Xoops BBCode Cross-Site 
Scripting 

High CyberNotes-2003-17 

Xoops3086 Windows, Unix Xoops 1.0 RC3 XOOPS Information Disclosure Medium CyberNotes-2003-01 
Xoops3087 Windows, Unix Xoops 1.3.5- 1.3.10, 2.0-2.0.3, 

2.0.5 
Xoops Multiple Vulnerabilities Medium CyberNotes-2003-25 

Xoops3088 Windows, 
Unix 

Xoops 2.0 XOOPS XoopsOption 
Information Disclosure 

High CyberNotes-2003-07 

Xoops3089 Windows, 
Unix 

Xoops Tutorials Module 2.0 Xoops/ E-Xoops Tutorials 
Module Upload Function 

High CyberNotes-2003-13 

Xpressions Interactive 
Inc.3090 

Multiple eVision,  Flower-Link, trueonnect, 
Website Integration 

Xpressions Interactive ‘login.asp’ 
script & Information Disclosure 

Medium/High 
 

(High if 
administrative 
access can be 

obtained) 

CyberNotes-2003-12 

XShisen3091 Windows, Unix XShisen 1.5.1 Xshisen -KCONV & 
XSHISENLIB Buffer Overflows 

High CyberNotes-2003-21 

Xynph FTP Server3092 Multiple Xynph FTP Server 1.0 Xynph FTP Directory  Traversal Medium CyberNotes-2003-02 
YaBB SE3093 Windows, Unix YaBB SE 1.1.3, 1.4.1, 1.5.1 RC1, 

1.5 .0, 1.5.1 
YaBB SE ‘$language’ Variable High CyberNotes-2003-09 

YaBB SE3094 Multiple YaBB SE Forum 1.5.1 & prior YaBB SE Forum 'News.php' 
Remote Code Execution 

High CyberNotes-2003-03 

YaBB SE3095 
 
Workaround 
available3096 

Unix YaBB SE 1.4.1, 1.5 .0 YABB SE Packages.PHP 
Remote File Include 

High CyberNotes-2003-02 
CyberNotes-2003-05 

YaBB SE3097 Unix YaBB SE 1.4.1 YABB SE Reminder.PHP 
Cross-Site Scripting 

High CyberNotes-2003-02 

Yahoo!3098 Windows Webcam ActiveX Control 2.0 
.0.107 

Webcam ActiveX Control 
‘TargetName’ Buffer Overflow 

High CyberNotes-2003-19 

Yahoo!3099 Multiple Messenger 5.5.1249, 5.5, 5.6.1355, 
5.6.0. 1347, 5.6 

Yahoo! Messenger ‘ypager.exe’ 
Cross-Site Scripting 

High CyberNotes-2003-25 

Yahoo!3100 Windows Messenger 5.6.0. 1347, 5.6 Yahoo! Messenger Buffer 
Overflow 

High CyberNotes-2003-25 

Yahoo!3101 Windows Messenger 5.6 Yahoo! Messenger File Transfer  
Remote 

Buffer Overrun 

Low/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-22 

yMonda Limited3102 Windows Comment Board 1.0 u Comment Board Cross-Site 
Scripting 

High CyberNotes-2003-20 
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yMonda Limited3103 Windows Thread-IT Message Board 1.6 Thread-IT Cross-Site Scripting High CyberNotes-2003-20 
yMonda Limited3104 Windows Thread-ITSQL 2.0 Thread-ITSQL Cross-Site 

Scripting 
High CyberNotes-2003-20 

Yong-guang Zhang3105 Unix Debian hztty 2.0-5.2 Debian hztty Multiple Buffer 
Overflow Vulnerabilities 

 
CVE Name: CAN-2003-0783 

High CyberNotes-2003-20 

Young ZSoft3106 Windows NT 
4.0/2000, XP 

CMail Server 4.0.2003.03.27, 
4.0.2002.11.24 

CMailServer E-Mail Headers  
Buffer Overflows  

High CyberNotes-2003-10 

Zendocs3107 Windows, Unix zenTrack 2.2-2.2.2, 2.3-2.3.2, 2.4, 
2.4 .1 

zenTrack Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-12 

zkfingerd3108 Unix zkfingerd 0.9.1, 2.0.1, 2.0.2 ZKFingerD Format String High CyberNotes-2003-14 
zkfingerd3109 Unix zkfingerd 0.9.1 zkfingerd Format String 

Vulnerabilities 
High CyberNotes-2003-01 

Zone Labs3110 Windows 
95/98/ME/ NT 
4.0/2000, XP 

ZoneAlarm 2.1-2.6, 3.0, 3.1 ZoneAlarm TrueVector Device 
Driver 

High CyberNotes-2003-16 

Zope3111 Unix Zope 2.5.1, 2.6.1 Zope Multiple Vulnerabilities Medium/High 
 

(High if arbitrary 
code can be 
executed) 

CyberNotes-2003-13 

ZyXel3112 Multiple Prestige 642, 642M, 642M-I, 
642ME, 642R, 642R-I, 645 

DSL Modem Default Remote 
Administration Password 

Medium CyberNotes-2003-03 

 
 

 Viruses  
 
The following table provides the reader with a year-end summary of the top ten high threat viruses, as 
reported to various anti-virus vendors and virus incident reporting organizations. For the purposes of 
collecting and collating data, infections involving multiple systems at a single location are considered a 
single infection.  It is therefore possible that a virus has infected hundreds of machines but has only been 
counted once. To limit the possibility of infection, readers are reminded to update their anti-virus 
packages as soon as updates become available.  The table lists the viruses by ranking (number of sites 
affected), common virus name, type of virus code (i.e., boot, file, macro, multi-partite, script), and 
approximate date first found.  During the year, a number of anti-virus vendors have included information 
on Trojan Horses and Worms.  NOTE:  At times, Viruses and Trojans contain names or content that may be 
considered offensive. 
 

Ranking Common Name Type of Code Date 

1 W32/Klez Worm January 2002 

2 W32/Sobig  Worm January 2003 

3 W32/Bugbear File September 2002 

4 W32/Yaha  Worm February 2002 

5 W32.Mimail Worm July 2003 

6 Elkern  File Infector  October 2001 
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7** JS/NoClose  Trojan  May 2002 

7** W32/Swen Worm September 2003 

7** Worm_Msblast.A Worm August 2003 

8 W32/Lovegate  Virus February 2003 

9 Funlove File November 1999 

10** W32/Avril Worm January 2003 

10** W32/SQLSlammer Worm January 2003 
 
 

Trojans  
 
“Trojan Horse programs”, or Trojans, have become increasingly popular as a means of obtaining 
unauthorized access to computer systems.  The increasing number of Trojans in 2003 gains added 
significance due to recent testing conducted to determine the ability of anti-virus software to detect Trojans.  
According to the test results, a number of popular anti-virus products failed to detect or had limited 
detection capabilities against current popular Trojans.  Testing also indicates that detection of a baseline 
Trojan does not necessarily mean the anti-virus software can detect a variant.  Readers should contact their 
anti-virus vendors to obtain specific information on Trojans and their variants that their software detects. 
 
The following table provides the reader with a summary list of Trojans that have received write-ups in 
during the past year in CyberNotes.  A version number is provided where relevant.  NOTE:  At times, 
Trojans may contain names or content that may be considered offensive. 
 

Trojan Version CyberNotes Issue # 

A97M/AcceV N/A CyberNotes-2003-18 
AdwareDropper-A A CyberNotes-2003-04 
Adware-SubSearch.dr dr CyberNotes-2003-14 
Afcore.q N/A CyberNotes-2003-20 
AIM-Canbot N/A CyberNotes-2003-07 
AprilNice N/A CyberNotes-2003-08 
Backdoor.Acidoor N/A CyberNotes-2003-05 
Backdoor.Amitis N/A CyberNotes-2003-01 
Backdoor.Amitis.B B CyberNotes-2003-11 
Backdoor.AntiLam.20.K K CyberNotes-2003-10 
Backdoor.AntiLam.20.Q 20.Q CyberNotes-2003-18 
Backdoor.Apdoor N/A CyberNotes-2003-12 
Backdoor.Asoxy N/A CyberNotes-2003-24 
Backdoor.Assasin.D D CyberNotes-2003-01 
Backdoor.Assasin.E E CyberNotes-2003-04 
Backdoor.Assasin.F F CyberNotes-2003-09 
Backdoor.Augudor N/A CyberNotes-2003-23 
Backdoor.Badcodor N/A CyberNotes-2003-12 
Backdoor.Beasty N/A CyberNotes-2003-02 
Backdoor.Beasty.B B CyberNotes-2003-03 
Backdoor.Beasty.C C CyberNotes-2003-05 
Backdoor.Beasty.Cli Cli CyberNotes-2003-10 
Backdoor.Beasty.D D CyberNotes-2003-06 

                                                                 
** Note: Two Viruses tied for this position 
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Backdoor.Beasty.dr dr CyberNotes-2003-16 
Backdoor.Beasty.E E CyberNotes-2003-06 
Backdoor.Beasty.G G CyberNotes-2003-16 
Backdoor.Beasty.Kit N/A CyberNotes-2003-18 
Backdoor.Bigfoot N/A CyberNotes-2003-09 
Backdoor.Bionet.404 404 CyberNotes-2003-23 
Backdoor.Bmbot N/A CyberNotes-2003-04 
Backdoor.Bridco N/A CyberNotes-2003-06 
Backdoor.CamKing N/A CyberNotes-2003-10 
Backdoor.CHCP N/A CyberNotes-2003-03 
Backdoor.Ciadoor.B B CyberNotes-2003-24 
Backdoor.Cmjspy N/A CyberNotes-2003-10 
Backdoor.Cmjspy.B B CyberNotes-2003-14 
Backdoor.CNK.A A CyberNotes-2003-10 
Backdoor.CNK.A.Cli Cli CyberNotes-2003-10 
Backdoor.Colfuser N/A CyberNotes-2003-01 
Backdoor.Coreflood.dr Dr CyberNotes-2003-19 
Backdoor.Cow N/A CyberNotes-2003-01 
Backdoor.CrashCool N/A CyberNotes-2003-19 
Backdoor.Cybspy N/A CyberNotes-2003-01 
Backdoor.Daemonize N/A CyberNotes-2003-21 
Backdoor.Dani N/A CyberNotes-2003-04 
Backdoor.Darmenu N/A CyberNotes-2003-05 
Backdoor.Death.Cli Cli CyberNotes-2003-10 
Backdoor.Deftcode N/A CyberNotes-2003-01 
Backdoor.Delf.Cli Cli CyberNotes-2003-10 
Backdoor.Delf.F F CyberNotes-2003-07 
Backdoor.Dister N/A CyberNotes-2003-23 
Backdoor.DMSpammer N/A CyberNotes-2003-22 
Backdoor.Dragonqq N/A CyberNotes-2003-25 
Backdoor.Drator N/A CyberNotes-2003-01 
Backdoor.Dsklite N/A CyberNotes-2003-14 
Backdoor.Dsklite.cli cli CyberNotes-2003-14 
Backdoor.Dvldr N/A CyberNotes-2003-06 
Backdoor.EggDrop N/A CyberNotes-2003-08 
Backdoor.Evilbot.B B CyberNotes-2003-19 
Backdoor.Evilbot.C C CyberNotes-2003-22 
Backdoor.EZBot N/A CyberNotes-2003-18 
Backdoor.Fatroj N/A CyberNotes-2003-10 
Backdoor.Fatroj.Cli Cli CyberNotes-2003-10 
Backdoor.Fluxay N/A CyberNotes-2003-07 
Backdoor.Formador N/A CyberNotes-2003-25 
Backdoor.Frango N/A CyberNotes-2003-22 
Backdoor.Freefors N/A CyberNotes-2003-25 
Backdoor.FTP.Casus N/A CyberNotes-2003-02 
Backdoor.FTP_Ana.C C CyberNotes-2003-07 
Backdoor.FTP_Ana.D D CyberNotes-2003-08 
Backdoor.Fxdoor N/A CyberNotes-2003-10 
Backdoor.Fxdoor.Cli Cli CyberNotes-2003-10 
Backdoor.Fxsvc N/A CyberNotes-2003-16 
Backdoor.Graybird N/A CyberNotes-2003-07 
Backdoor.Graybird.B B CyberNotes-2003-08 
Backdoor.Graybird.C C CyberNotes-2003-08 
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Backdoor.Graybird.D D CyberNotes-2003-14 
Backdoor.Graybird.G G CyberNotes-2003-19 
Backdoor.Grobodor N/A CyberNotes-2003-12 
Backdoor.Guzu.B B CyberNotes-2003-14 
Backdoor.HackDefender N/A CyberNotes-2003-06 
Backdoor.Hale N/A CyberNotes-2003-16 
Backdoor.Haxdoor N/A CyberNotes-2003-25 
Backdoor.Hazzer N/A CyberNotes-2003-20 
Backdoor.Helios.B B CyberNotes-2003-23 
Backdoor.Hethat N/A CyberNotes-2003-01 
Backdoor.Hipo N/A CyberNotes-2003-04 
Backdoor.Hitcap N/A CyberNotes-2003-04 
Backdoor.Hogle N/A CyberNotes-2003-22 
Backdoor.Hornet N/A CyberNotes-2003-01 
Backdoor.IRC.Aladinz N/A CyberNotes-2003-02 
Backdoor.IRC.Aladinz.C C CyberNotes-2003-14 
Backdoor.IRC.Bobbins N/A CyberNotes-2003-18 
Backdoor.IRC.Bot.B B CyberNotes-2003-22 
Backdoor.IRC.Cloner N/A CyberNotes-2003-04 
Backdoor.IRC.Comiz N/A CyberNotes-2003-11 
Backdoor.IRC.Flood.F F CyberNotes-2003-16 
Backdoor.IRC.Hatter N/A CyberNotes-2003-18 
Backdoor.IRC.Jemput N/A CyberNotes-2003-19 
Backdoor.IRC.Lampsy N/A CyberNotes-2003-10 
Backdoor.IRC.PSK PSK CyberNotes-2003-16 
Backdoor.IRC.Ratsou N/A CyberNotes-2003-10 
Backdoor.IRC.Ratsou.B B CyberNotes-2003-11 
Backdoor.IRC.Ratsou.C C CyberNotes-2003-11 
Backdoor.IRC.RPCBot.B: B CyberNotes-2003-18 
Backdoor.IRC.RPCBot.C C CyberNotes-2003-18 
Backdoor.IRC.RPCBot.D D CyberNotes-2003-18 
Backdoor.IRC.RPCBot.F F CyberNotes-2003-19 
Backdoor.IRC.Tastyred N/A CyberNotes-2003-20 
Backdoor.IRC.Whisper N/A CyberNotes-2003-24 
Backdoor.IRC.Yoink N/A CyberNotes-2003-05 
Backdoor.IRC.Yoink.A A CyberNotes-2003-23 
Backdoor.IRC.Zcrew N/A CyberNotes-2003-04 
Backdoor.IRC.Zcrew.B B CyberNotes-2003-19 
Backdoor.Isen.Rootkit N/A CyberNotes-2003-23 
Backdoor.Jittar N/A CyberNotes-2003-21 
Backdoor.Kaitex.D D CyberNotes-2003-09 
Backdoor.Kalasbot N/A CyberNotes-2003-09 
Backdoor.Ketch N/A CyberNotes-2003-25 
Backdoor.Khaos N/A CyberNotes-2003-04 
Backdoor.Kilo N/A CyberNotes-2003-04 
Backdoor.Kodalo N/A CyberNotes-2003-14 
Backdoor.Kol N/A CyberNotes-2003-06 
Backdoor.Krei N/A CyberNotes-2003-03 
Backdoor.Lala N/A CyberNotes-2003-01 
Backdoor.Lala.B B CyberNotes-2003-16 
Backdoor.Lala.C C CyberNotes-2003-16 
Backdoor.Lanfilt.B B CyberNotes-2003-14 
Backdoor.Lassrv N/A CyberNotes-2003-21 
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Backdoor.Lastras N/A CyberNotes-2003-17 
Backdoor.LeGuardien.B B CyberNotes-2003-10 
Backdoor.Litmus.203.c c CyberNotes-2003-09 
Backdoor.LittleWitch.C C CyberNotes-2003-06 
Backdoor.Lixy N/A CyberNotes-2003-21 
Backdoor.Lixy.B B CyberNotes-2003-22 
Backdoor.Longnu N/A CyberNotes-2003-06 
Backdoor.Lorac N/A CyberNotes-2003-17 
Backdoor.Madfind N/A CyberNotes-2003-23 
Backdoor.Marotob N/A CyberNotes-2003-06 
Backdoor.Massaker N/A CyberNotes-2003-02 
Backdoor.MeteorShell N/A CyberNotes-2003-21 
Backdoor.MindControl N/A CyberNotes-2003-14 
Backdoor.Monator N/A CyberNotes-2003-08 
Backdoor.Mots N/A CyberNotes-2003-11 
Backdoor.Mprox N/A CyberNotes-2003-20 
Backdoor.MSNCorrupt N/A CyberNotes-2003-06 
Backdoor.Mxsender N/A CyberNotes-2003-21 
Backdoor.Netdevil.15 15 CyberNotes-2003-15 
Backdoor.NetDevil.B B CyberNotes-2003-01 
Backdoor.NetTrojan N/A CyberNotes-2003-01 
Backdoor.Nibu N/A CyberNotes-2003-16 
Backdoor.Nickser N?A CyberNotes-2003-14 
Backdoor.Ohpass N/A CyberNotes-2003-01 
Backdoor.OICQSer.165 N/A CyberNotes-2003-01 
Backdoor.OICQSer.17 17 CyberNotes-2003-01 
Backdoor.Omygo N/A CyberNotes-2003-19 
Backdoor.Optix.04.d 04.d CyberNotes-2003-04 
Backdoor.OptixDDoS N/A CyberNotes-2003-07 
Backdoor.OptixPro.10.c 10.c CyberNotes-2003-01 
Backdoor.OptixPro.12.b 12.b CyberNotes-2003-07 
Backdoor.OptixPro.13  13 CyberNotes-2003-09 
Backdoor.Peeper N/A CyberNotes-2003-20 
Backdoor.Peers N/A CyberNotes-2003-10 
Backdoor.Plux N/A CyberNotes-2003-05 
Backdoor.Pointex N/A CyberNotes-2003-09 
Backdoor.Pointex.B B CyberNotes-2003-09 
Backdoor.Private N/A CyberNotes-2003-11 
Backdoor.Prorat N/A CyberNotes-2003-13 
Backdoor.PSpider.310 310 CyberNotes-2003-05 
Backdoor.Pspider.310.b 310.b CyberNotes-2003-18 
Backdoor.Queen N/A CyberNotes-2003-06 
Backdoor.Rado N/A CyberNotes-2003-18 
Backdoor.Ranck N/A CyberNotes-2003-18 
Backdoor.Ranck.C C CyberNotes-2003-22 
Backdoor.Ratega N/A CyberNotes-2003-09 
Backdoor.Recerv N/A CyberNotes-2003-09 
Backdoor.Redkod N/A CyberNotes-2003-05 
Backdoor.Remocy N/A CyberNotes-2003-22 
Backdoor.Remohak.16 16 CyberNotes-2003-01 
Backdoor.RemoteSOB N/A CyberNotes-2003-01 
Backdoor.Rephlex N/A CyberNotes-2003-01 
Backdoor.Roxy N/A CyberNotes-2003-16 
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Backdoor.Roxy.B B CyberNotes-2003-20 
Backdoor.RPCBot.E E CyberNotes-2003-19 
Backdoor.Rsbot N/A CyberNotes-2003-07 
Backdoor.SchoolBus.B B CyberNotes-2003-04 
Backdoor.Sdbot.C C CyberNotes-2003-02 
Backdoor.Sdbot.D D CyberNotes-2003-03 
Backdoor.Sdbot.E E CyberNotes-2003-06 
Backdoor.Sdbot.F F CyberNotes-2003-07 
Backdoor.Sdbot.G G CyberNotes-2003-08 
Backdoor.Sdbot.H  H CyberNotes-2003-09 
Backdoor.Sdbot.L L CyberNotes-2003-11 
Backdoor.Sdbot.M M CyberNotes-2003-13 
Backdoor.Sdbot.P P CyberNotes-2003-17 
Backdoor.SDBot.Q Q CyberNotes-2003-21 
Backdoor.Sdbot.R R CyberNotes-2003-21 
Backdoor.Semes N/A CyberNotes-2003-20 
Backdoor.Serpa N/A CyberNotes-2003-03 
Backdoor.Servsax N/A CyberNotes-2003-01 
Backdoor.Sheldor N/A CyberNotes-2003-18 
Backdoor.SilverFTP N/A CyberNotes-2003-04 
Backdoor.Simali N/A CyberNotes-2003-09 
Backdoor.Sincom N/A CyberNotes-2003-21 
Backdoor.Sinit N/A CyberNotes-2003-21 
Backdoor.Sixca N/A CyberNotes-2003-01 
Backdoor.Slao N/A CyberNotes-2003-11 
Backdoor.Smokodoor N/A CyberNotes-2003-21 
Backdoor.Smother N/A CyberNotes-2003-20 
Backdoor.Snami N/A CyberNotes-2003-10 
Backdoor.Snowdoor N/A CyberNotes-2003-04 
Backdoor.Socksbot N/A CyberNotes-2003-06 
Backdoor.Softshell N/A CyberNotes-2003-10 
Backdoor.Sokacaps N/A CyberNotes-2003-18 
Backdoor.Spotcom N/A CyberNotes-2003-24 
Backdoor.Stealer N/A CyberNotes-2003-14 
Backdoor.SubSari.15 15 CyberNotes-2003-05 
Backdoor.SubSeven.2.15 2.15 CyberNotes-2003-05 
Backdoor.Sumtax N/A CyberNotes-2003-16 
Backdoor.Surdux N/A CyberNotes-2003-20 
Backdoor.Syskbot N/A CyberNotes-2003-08 
Backdoor.SysXXX N/A CyberNotes-2003-06 
Backdoor.Talex N/A CyberNotes-2003-02 
Backdoor.Tankedoor N/A CyberNotes-2003-07 
Backdoor.Tinydog N/A CyberNotes-2003-24 
Backdoor.Translat N/A CyberNotes-2003-20 
Backdoor.Trynoma N/A CyberNotes-2003-08 
Backdoor.Turkojan N/A CyberNotes-2003-07 
Backdoor.Udps.10 1 CyberNotes-2003-03 
Backdoor.UKS N/A CyberNotes-2003-11 
Backdoor.Unifida N/A CyberNotes-2003-05 
Backdoor.Upfudoor N/A CyberNotes-2003-01 
Backdoor.Urat.b b CyberNotes-2003-18 
Backdoor.Usirf N/A CyberNotes-2003-21 
Backdoor.Uzbet N/A CyberNotes-2003-15 
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Backdoor.VagrNocker N/A CyberNotes-2003-01 
Backdoor.Vmz N/A CyberNotes-2003-01 
Backdoor.Winet N/A CyberNotes-2003-11 
Backdoor.WinJank N/A CyberNotes-2003-15 
Backdoor.Winker N/A CyberNotes-2003-15 
Backdoor.WinShell.50 N/A CyberNotes-2003-16 
Backdoor.Wollf.16 16 CyberNotes-2003-18 
Backdoor.Xenozbot N/A CyberNotes-2003-01 
Backdoor.Xeory N/A CyberNotes-2003-03 
Backdoor.Xibo N/A CyberNotes-2003-25 
Backdoor.XTS N/A CyberNotes-2003-08 
Backdoor.Zdemon N/A CyberNotes-2003-02 
Backdoor.Zdemon.126 126 CyberNotes-2003-10 
Backdoor.Zdown N/A CyberNotes-2003-05 
Backdoor.Zinx N/A CyberNotes-2003-23 
Backdoor.Zix N/A CyberNotes-2003-02 
Backdoor.Zombam N/A CyberNotes-2003-08 
Backdoor.Zombam.B B CyberNotes-2003-20 
Backdoor.Zvrop N/A CyberNotes-2003-03 
Backdoor-AFC N/A CyberNotes-2003-05 
Backdoor-AOK N/A CyberNotes-2003-01 
BackDoor-AQL N/A CyberNotes-2003-05 
BackDoor-AQT N/A CyberNotes-2003-05 
BackDoor-ARR ARR CyberNotes-2003-06 
Backdoor-ARU ARU CyberNotes-2003-06 
BackDoor-ARX ARX CyberNotes-2003-06 
BackDoor-ARY ARY CyberNotes-2003-06 
BackDoor-ASD ASD CyberNotes-2003-07 
BackDoor-ASL ASL CyberNotes-2003-07 
BackDoor-ASW ASW CyberNotes-2003-08 
BackDoor-ATG ATG CyberNotes-2003-09 
BackDoor-ATM.gen N/A CyberNotes-2003-24 
BackDoor-AUP N/A CyberNotes-2003-11 
BackDoor-AVF AVF CyberNotes-2003-12 
BackDoor-AVH AVH CyberNotes-2003-12 
BackDoor-AVO AVO CyberNotes-2003-12 
BackDoor-AXC AXC CyberNotes-2003-14 
BackDoor-AXQ AXQ CyberNotes-2003-15 
Backdoor-AXR AXR CyberNotes-2003-16 
Backdoor-AZF AZF CyberNotes-2003-20 
BackDoor-BAE BAE CyberNotes-2003-21 
BackDoor-BBO BBO CyberNotes-2003-22 
BDS/AntiPC N/A CyberNotes-2003-02 
BDS/Backstab N/A CyberNotes-2003-02 
BDS/Carufax.a A CyberNotes-2003-25 
BDS/CheckESP N/A CyberNotes-2003-12 
BDS/Ciadoor.10 10 CyberNotes-2003-07 
BDS/Evilbot.A A CyberNotes-2003-09 
BDS/Evolut N/A CyberNotes-2003-03 
BDS/GrayBird.G G CyberNotes-2003-17 
BDS/IRCBot.13856 13856 CyberNotes-2003-25 
BDS/IRCBot.82779 82779 CyberNotes-2003-23 
BDS/PowerSpider.A A CyberNotes-2003-11 
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BDS/Purisca N/A CyberNotes-2003-25 
BDS/SdBot.76870 76870 CyberNotes-2003-21 
BDS/Spyboter N/A CyberNotes-2003-25 
BKDR_LITH.103.A A CyberNotes-2003-17 
Cardown N/A CyberNotes-2003-19 
CoolFool N/A CyberNotes-2003-17 
Daysun N/A CyberNotes-2003-06 
DDoS-Stinkbot N/A CyberNotes-2003-08 
Delude N/A CyberNotes-2003-19 
Desex N/A CyberNotes-2003-20 
DoS-iFrameNet N/A CyberNotes-2003-04 
Download.Aduent.Trojan N/A CyberNotes-2003-18 
Download.Magicon N/A CyberNotes-2003-22 
Download.Trojan.B B CyberNotes-2003-13 
Downloader.BO.B  B CyberNotes-2003-10 
Downloader.BO.B.dr B.dr CyberNotes-2003-10 
Downloader.Dluca N/A CyberNotes-2003-17 
Downloader.Dluca.B B CyberNotes-2003-19 
Downloader.Dluca.C C CyberNotes-2003-20 
Downloader.Dluca.D D CyberNotes-2003-22 
Downloader.Mimail N/A CyberNotes-2003-16 
Downloader.Slime N/A CyberNotes-2003-21 
Downloader.Tooncom N/A CyberNotes-2003-22 
Downloader-BN.b BN.b CyberNotes-2003-13 
Downloader-BO.dr.b N/A CyberNotes-2003-02 
Downloader-BS N/A CyberNotes-2003-02 
Downloader-BW N/A CyberNotes-2003-05 
Downloader-BW.b BW.b CyberNotes-2003-06 
Downloader-BW.c BW.c CyberNotes-2003-07 
Downloader-BW.h BW.h CyberNotes-2003-23 
Downloader-CY CY CyberNotes-2003-16 
Downloader-DM DM CyberNotes-2003-16 
Downloader-DN.b DN.b CyberNotes-2003-17 
Downloader-EB EB CyberNotes-2003-18 
DownLoader-EG EG CyberNotes-2003-20 
Downloader-ES ES CyberNotes-2003-22 
Downloader-EU EU CyberNotes-2003-22 
Downloader-EV EV CyberNotes-2003-22 
ELF_TYPOT.A A CyberNotes-2003-13 
ELF_TYPOT.B B CyberNotes-2003-13 
Enocider N/A CyberNotes-2003-22 
Exploit-IISInjector N/A CyberNotes-2003-03 
Gpix N/A CyberNotes-2003-08 
Hacktool.Keysteal N/A CyberNotes-2003-19 
Hacktool.PWS.QQPass N/A CyberNotes-2003-06 
ICQPager-J N/A CyberNotes-2003-05 
IgetNet.dr dr CyberNotes-2003-21 
IRC.Trojan.Fgt Fgt CyberNotes-2003-22 
IRC/Backdoor.e E CyberNotes-2003-01 
IRC/Backdoor.f f CyberNotes-2003-02 
IRC/Backdoor.g g CyberNotes-2003-03 
IRC/Flood.ap N/A CyberNotes-2003-05 
IRC/Flood.bi N/A CyberNotes-2003-03 
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IRC/Flood.br br CyberNotes-2003-06 
IRC/Flood.bu bu CyberNotes-2003-08 
IRC/Flood.cd cd CyberNotes-2003-11 
IRC/Flood.cm cm CyberNotes-2003-13 
IRC/Fyle N/A CyberNotes-2003-16 
IRC-BBot N/A CyberNotes-2003-16 
IRC-Emoz N/A CyberNotes-2003-03 
IRC-OhShootBot N/A CyberNotes-2003-01 
IRC-Vup N/A CyberNotes-2003-09 
JS.Fortnight.B B CyberNotes-2003-06 
JS.Fortnight.D D CyberNotes-2003-22 
JS.Pun.Trojan N/A CyberNotes-2003-25 
JS.Seeker.J J CyberNotes-2003-01 
JS.Seeker.K K CyberNotes-2003-20 
JS/AdClicker-AB AB CyberNotes-2003-25 
JS/Fortnight.c@M c CyberNotes-2003-11 
JS/Seeker-C C CyberNotes-2003-04 
JS/StartPage.dr dr CyberNotes-2003-11 
JS_WEBLOG.A A CyberNotes-2003-05 
Keylogger.Cone.Trojan N/A CyberNotes-2003-14 
KeyLog-Kerlib N/A CyberNotes-2003-05 
Keylog-Keylf N/A CyberNotes-2003-17 
Keylog-Kjie N/A CyberNotes-2003-12 
Keylog-Mico N/A CyberNotes-2003-20 
Keylog-Perfect.dr dr CyberNotes-2003-09 
Keylog-Razytimer N/A CyberNotes-2003-03 
KeyLog-TweakPan N/A CyberNotes-2003-02 
Keylog-Yeehah N/A CyberNotes-2003-12 
Linux/DDoS-Ferlect N/A CyberNotes-2003-17 
Linux/Exploit-SendMail N/A CyberNotes-2003-05 
Lockme N/A CyberNotes-2003-15 
MouseLog-Ladora   N/A CyberNotes-2003-22 
MultiDropper-FD N/A CyberNotes-2003-01 
OF97/ExeDrop-B N/A CyberNotes-2003-19 
Pac N/A CyberNotes-2003-04 
Petala N/A CyberNotes-2003-20 
PHP.Rumaz.Trojan N/A CyberNotes-2003-23 
ProcKill-AE N/A CyberNotes-2003-05 
ProcKill-AF N/A CyberNotes-2003-05 
ProcKill-AH AH CyberNotes-2003-08 
ProcKill-AJ AJ CyberNotes-2003-13 
ProcKill-Z N/A CyberNotes-2003-03 
Proxy-Guzu N/A CyberNotes-2003-08 
Proxy-Migmaf N/A CyberNotes-2003-14 
Proxy-Regate N/A CyberNotes-2003-22 
PWS-Aileen N/A CyberNotes-2003-04 
PWS-Bugmaf N/A CyberNotes-2003-21 
PWS-Mob N/A CyberNotes-2003-22 
PWS-Moneykeeper N/A CyberNotes-2003-18 
PWS-Sincom.dr dr CyberNotes-2003-17 
PWSteal.ABCHlp N/A CyberNotes-2003-12 
PWSteal.AlLight N/A CyberNotes-2003-01 
PWSteal.Bancos N/A CyberNotes-2003-15 
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PWSteal.Bancos.B B CyberNotes-2003-16 
PWSteal.Bancos.C C CyberNotes-2003-22 
PWSteal.Banpaes N/A CyberNotes-2003-21 
PWSteal.Banpaes.B B CyberNotes-2003-24 
PWSteal.Finero N/A CyberNotes-2003-21 
PWSteal.Firum N/A CyberNotes-2003-22 
PWSteal.Hukle N/A CyberNotes-2003-08 
PWSteal.Kipper N/A CyberNotes-2003-10 
PWSteal.Ldpinch N/A CyberNotes-2003-23 
PWSteal.Lemir.105 105 CyberNotes-2003-10 
PWSteal.Lemir.C C CyberNotes-2003-17 
PWSteal.Lemir.D D CyberNotes-2003-18 
PWSteal.Lemir.E E CyberNotes-2003-20 
PWSteal.Lemir.F F CyberNotes-2003-20 
PWSteal.Nikana N/A CyberNotes-2003-21 
PWSteal.Reanet N/A CyberNotes-2003-21 
PWSteal.Rimd N/A CyberNotes-2003-01 
PWSteal.Rimd.B B CyberNotes-2003-10 
PWSteal.Salira N/A CyberNotes-2003-21 
PWSteal.Senhas N/A CyberNotes-2003-03 
PWSteal.Snatch N/A CyberNotes-2003-10 
PWSteal.Sysrater N/A CyberNotes-2003-12 
PWSteal.Tarno N/A CyberNotes-2003-22 
PWS-Tenbot N/A CyberNotes-2003-01 
PWS-Train N/A CyberNotes-2003-17 
PWS-Truebf N/A CyberNotes-2003-13 
PWS-Watsn N/A CyberNotes-2003-10 
PWS-Wexd N/A CyberNotes-2003-14 
PWS-WMPatch N/A CyberNotes-2003-07 
PWS-Yipper N/A CyberNotes-2003-10 
QDel359 359 CyberNotes-2003-01 
QDel373 373 CyberNotes-2003-06 
Qdel374 374 CyberNotes-2003-06 
Qdel375 375 CyberNotes-2003-06 
Qdel376 376 CyberNotes-2003-07 
QDel378 378 CyberNotes-2003-08 
QDel379 369 CyberNotes-2003-09 
QDel390 390 CyberNotes-2003-13 
QDel391 391 CyberNotes-2003-13 
QDel392 392 CyberNotes-2003-13 
QDial11 1 CyberNotes-2003-14 
QDial15 15 CyberNotes-2003-22 
QDial6 6 CyberNotes-2003-11 
Renamer.c N/A CyberNotes-2003-03 
Reom.Trojan N/A CyberNotes-2003-08 
StartPage-AD.dr   AD.dr CyberNotes-2003-25 
StartPage-G G CyberNotes-2003-06 
Startpage-N N CyberNotes-2003-13 
StartPage-U U CyberNotes-2003-20 
StartPage-W W CyberNotes-2003-22 
Stash N/A CyberNotes-2003-23 
Stealther N/A CyberNotes-2003-16 
Stoplete N/A CyberNotes-2003-06 
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Swizzor N/A CyberNotes-2003-07 
Tellafriend.Trojan N/A CyberNotes-2003-04 
Tr/Decept.21 21 CyberNotes-2003-07 
Tr/Delf.r r CyberNotes-2003-16 
Tr/DelWinbootdir N/A CyberNotes-2003-07 
TR/Fake.YaHoMe.1 N/A CyberNotes-2003-02 
TR/Gaslide.C C CyberNotes-2003-17 
Tr/SpBit.A A CyberNotes-2003-04 
Tr/VB.t T CyberNotes-2003-11 
TR/WinMx N/A CyberNotes-2003-02 
Troj/Apdoor-A A CyberNotes-2003-19 
Troj/Ataka-E E CyberNotes-2003-15 
Troj/Autoroot-A A CyberNotes-2003-16 
Troj/Backsm-A A CyberNotes-2003-19 
Troj/Bdoor-AAG AAG CyberNotes-2003-21 
Troj/Bdoor-RQ RQ CyberNotes-2003-17 
Troj/CoreFloo-C C CyberNotes-2003-22 
Troj/Dloader-BO BO CyberNotes-2003-02 
Troj/Dloader-F F CyberNotes-2003-25 
Troj/DownLdr-DI DI CyberNotes-2003-15 
Troj/Eyeveg-A A CyberNotes-2003-19 
Troj/Golon-A A CyberNotes-2003-15 
Troj/HacDef-084 N/A CyberNotes-2003-24 
Troj/Hackarmy-A A CyberNotes-2003-20 
Troj/Hacline-B B CyberNotes-2003-13 
Troj/IRCBot-C C CyberNotes-2003-11 
Troj/Ircbot-M M CyberNotes-2003-21 
Troj/IRCBot-P P CyberNotes-2003-22 
Troj/Litmus-AS AS CyberNotes-2003-24 
Troj/Manifest-A N/A CyberNotes-2003-03 
Troj/Migmaf-A A CyberNotes-2003-15 
Troj/Mystri-A A CyberNotes-2003-13 
Troj/PcGhost-A A CyberNotes-2003-13 
Troj/Peido-B B CyberNotes-2003-10 
Troj/Qhosts-1 N/A CyberNotes-2003-20 
Troj/QQPass-A A CyberNotes-2003-16 
Troj/Qzap-248 N/A CyberNotes-2003-01 
Troj/SadHound-A N/A CyberNotes-2003-03 
Troj/Sandesa-A A CyberNotes-2003-14 
Troj/Slacker-A A CyberNotes-2003-05 
Troj/Slanret-A N/A CyberNotes-2003-03 
Troj/Sysbug-A A CyberNotes-2003-24 
Troj/TKBot-A A CyberNotes-2003-04 
Troj/Tofger-A A CyberNotes-2003-24 
Troj/Webber-A A CyberNotes-2003-15 
Troj/Webber-C C CyberNotes-2003-23 
Troj/Zana-A A CyberNotes-2003-25 
TROJ_JBELLZ.A A CyberNotes-2003-02 
TROJ_KILLBOOT.B B CyberNotes-2003-01 
TROJ_MSNMASMSG.A A CyberNotes-2003-25 
TROJ_RACKUM.A A CyberNotes-2003-05 
Trojan.Abaxo N/A CyberNotes-2003-20 
Trojan.Ailati N/A CyberNotes-2003-15 
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Trojan.Analogx N/A CyberNotes-2003-17 
Trojan.Androv N/A CyberNotes-2003-23 
Trojan.AprilFool N/A CyberNotes-2003-08 
Trojan.Barjac N/A CyberNotes-2003-05 
Trojan.Bedrill N/A CyberNotes-2003-23 
Trojan.Benuti N/A CyberNotes-2003-25 
Trojan.Bootconf N/A CyberNotes-2003-21 
Trojan.Boxer N/A CyberNotes-2003-19 
Trojan.Cuydoc N/A CyberNotes-2003-21 
Trojan.Dasmin N/A CyberNotes-2003-01 
Trojan.Dasmin.B B CyberNotes-2003-03 
Trojan.Digits N/A CyberNotes-2003-25 
Trojan.Downloader.Aphe N/A CyberNotes-2003-06 
Trojan.Downloader.Inor N/A CyberNotes-2003-02 
Trojan.Framar N/A CyberNotes-2003-25 
Trojan.Fwin N/A CyberNotes-2003-18 
Trojan.Gaslide.Intd N/A CyberNotes-2003-20 
Trojan.Grepage N/A CyberNotes-2003-05 
Trojan.Guapeton N/A CyberNotes-2003-08 
Trojan.Idly N/A CyberNotes-2003-04 
Trojan.Ivanet N/A CyberNotes-2003-02 
Trojan.Kaht N/A CyberNotes-2003-10 
Trojan.Kalshi N/A CyberNotes-2003-21 
Trojan.KillAV.B B CyberNotes-2003-19 
Trojan.KillAV.C C CyberNotes-2003-23 
Trojan.KKiller N/A CyberNotes-2003-01 
Trojan.Lear N/A CyberNotes-2003-10 
Trojan.Loome N/A CyberNotes-2003-22 
Trojan.Mumuboy N/A CyberNotes-2003-13 
Trojan.Mumuboy.B B CyberNotes-2003-20 
Trojan.Myet N/A CyberNotes-2003-12 
Trojan.Myss.B  B CyberNotes-2003-21 
Trojan.Naldem N/A CyberNotes-2003-23 
Trojan.Norio N/A CyberNotes-2003-19 
Trojan.Obsorb N/A CyberNotes-2003-22 
Trojan.OptixKiller N/A CyberNotes-2003-16 
Trojan.Poetas N/A CyberNotes-2003-14 
Trojan.Poldo.B B CyberNotes-2003-02 
Trojan.Poot N/A CyberNotes-2003-05 
Trojan.PopSpy N/A  CyberNotes-2003-11 
Trojan.Progent  N/A CyberNotes-2003-16 
Trojan.ProteBoy N/A CyberNotes-2003-04 
Trojan.PSW.Gip N/A CyberNotes-2003-06 
Trojan.PSW.Platan.5.A N/A CyberNotes-2003-01 
Trojan.PWS.QQPass.D N/A CyberNotes-2003-02 
Trojan.PWS.QQPass.E E CyberNotes-2003-20 
Trojan.Qforager N/A CyberNotes-2003-02 
Trojan.Qforager.Dr N/A CyberNotes-2003-02 
Trojan.Qwe N/A CyberNotes-2003-02 
Trojan.Retsam N/A CyberNotes-2003-22 
Trojan.Sarka N/A CyberNotes-2003-14 
Trojan.Sidea N/A CyberNotes-2003-12 
Trojan.Sinkin N/A CyberNotes-2003-21 
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Trojan.Slog N/A CyberNotes-2003-25 
Trojan.Snag N/A CyberNotes-2003-02 
Trojan.Unblockee N/A CyberNotes-2003-01 
Trojan.Vardo N/A CyberNotes-2003-20 
Trojan.Visages N/A CyberNotes-2003-15 
Trojan.Windelete N/A CyberNotes-2003-14 
TrojanGaslid N/A CyberNotes-2003-18 
Uploader-D D CyberNotes-2003-06 
Uploader-D.b D.b CyberNotes-2003-07 
VBS.Bootconf N/A CyberNotes-2003-23 
VBS.ExitWin N/A CyberNotes-2003-12 
VBS.Flipe N/A CyberNotes-2003-17 
VBS.Kasnar N/A CyberNotes-2003-06 
VBS.Moon.B B CyberNotes-2003-02 
VBS.Noex.Trojan N/A CyberNotes-2003-23 
VBS.StartPage N/A CyberNotes-2003-02 
VBS.Trojan.Lovcx N/A CyberNotes-2003-05 
VBS.Zizarn N/A CyberNotes-2003-09 
VBS/Fourcourse N/A CyberNotes-2003-06 
W32.Adclicker.C.Trojan C CyberNotes-2003-09 
W32.Adclicker.G.Trojan G CyberNotes-2003-22 
W32.Bambo N/A CyberNotes-2003-14 
W32.Benpao.Trojan N/A CyberNotes-2003-04 
W32.CVIH.Trojan N/A CyberNotes-2003-06 
W32.Hostidel.Trojan N/A CyberNotes-2003-24 
W32.Hostidel.Trojan.B B CyberNotes-2003-24 
W32.Laorenshen.Trojan N/A CyberNotes-2003-14 
W32.Noops.Trojan N/A CyberNotes-2003-09 
W32.Petch.B B CyberNotes-2003-23 
W32.Socay.Worm N/A CyberNotes-2003-02 
W32.Spybot.dr dr CyberNotes-2003-15 
W32.Systentry.Trojan N/A CyberNotes-2003-03 
W32.Tofazzol N/A CyberNotes-2003-22 
W32.Trabajo N/A CyberNotes-2003-14 
W32.Xilon.Trojan N/A CyberNotes-2003-01 
W32.Yinker.Trojan N/A CyberNotes-2003-04 
W32/Igloo-15 N/A CyberNotes-2003-04 
W97M.Tabi.Trojan N/A CyberNotes-2003-20 
Woodcot N/A CyberNotes-2003-16 
X97M.Sysbin N/A CyberNotes-2003-22 
Xin N/A CyberNotes-2003-03 
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