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Daily Overview

The Associated Press reports around 64,000 travelers had to be rerouted after bomb threats
against several airlines forced German officials to close Duesseldorf International Airport on
Sunday morning.  (See item 7)

• 

Reuters reports a Massachusetts company recalled 9,230 pounds of ready−to−eat meat and
poultry products, on Friday, because of possible contamination with listeria, an
illness−causing bacteria.  (See item 12)

• 

CNN reports hurricane Isabel dipped just below Category 5 status late Sunday morning, but
the still powerful hurricane with top winds of 155 mph was forecast to hit the U.S. East Coast
by the end of the week.  (See item 23)

• 

DHS/IAIP Update Fast Jump

Production Industries: Energy; Chemical; Defense Industrial Base

Service Industries: Banking and Finance; Transportation ; Postal and Shipping

Sustenance and Health: Agriculture ; Food; Water; Public Health

Federal and State: Government; Emergency Services

IT and Cyber: Information and Telecommunications; Internet Alert Dashboard

Other: General; DHS/IAIP Web Information

Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: Elevated, Cyber: Elevated
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − http://esisac.com]

1. September 12, The Green Bay News−Chronicle (WI) — Test set at Kewaunee nuke plant.
Kewaunee County emergency response agencies will take part in a simulated nuclear power
plant incident September 23−24. The Kewaunee Nuclear Power Plant, located in Carlton,
WI, must demonstrate an ability to respond to a radioactive plume release that might
affect the area. This year, a demonstration will include the evacuation of a fifth−grade class at
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Holy Rosary School to St. Mary's Catholic School in Algoma, a 10−mile move. Local
ambulance, highway and emergency response personnel will also take part. On the second day,
the emergency personnel will have to deal with returning evacuees. The public may see
emergency teams sampling water and soil, hear a test of the siren system and see federal or
governmental vehicles in the area.
Source: http://www.gogreenbay.com/page.html?article=121880

2. September 12, Reuters — Cause of Gulf oil rig collapse being investigated. Investigators on
Friday, September 12, searched for the cause of a Parker Drilling oil rig collapse that sent
41 workers spilling into a shallow part of the Gulf of Mexico a day earlier. The jackup Rig
14J collapsed Thursday, September 11, just before it was to begin drilling operations in 14
feet of water. All 41 workers were rescued by the U.S. Coast Guard and civilian vessels.
Parker Drilling, in a statement, said a malfunction "caused one side of the rig to become
partially submerged in the water." Drilling equipment slid off of the rig's deck. Jackups are rigs
built for operations in shallow waters, with legs that can be extended, or "jacked up," to the
correct height. The rig was located about 5 miles from the Chandeleur Islands off the coast of
southeastern Louisiana.
Source: http://www.forbes.com/markets/newswire/2003/09/12/rtr1080562 .html

3. September 12, Associated Press — Task force releases time line on blackout. Voltage shifts,
line problems and power plant shutdowns were observed "well before" midday and across
several states on the day of the nation's worst blackout, a government task force said Friday,
September 12. A time line released by a U.S.−Canadian task force did not provide any new
indication on what precisely triggered the August 14 blackout, but "many things happened well
before 12 p.m." and some of those problems also "may be relevant in a causal sense to the
blackout," it added. The task force said unusual transmission problems were observed. The
task force said it was looking into whether a voltage collapse in Ohio and Michigan may
be tied to a lack of "reactive power" −− a portion of the energy moving through power
lines that is essential for keeping proper voltage levels and balance. U.S. Secretary of
Energy Spencer Abraham called the establishment of a timeline of what happened on the day of
the blackout a major step toward learning why the blackout occurred. "The critical first step has
been passed," he said. "Now we can focus on to answering the question why."
Source: http://www.washingtonpost.com/wp−dyn/articles/A593−2003Sep12 .html

[Return to top]

Chemical Sector

4. September 12, BBC — Office workers flee fumes leak. Thousands of workers have
evacuated the British Gas building in Cardiff after chemical fumes escaped into the
air−conditioning unit. Eighteen staff are being treated in hospital for breathing in the
fumes −− thought to have been caused after workmen mistakenly mixed two chemicals
used to treat water which got into the ventilation system. On Friday around 1,700 staff
based in Helmont House in Churchill Way − a multi−storey office block −− poured onto the
street along with people working in nearby areas including Station Terrace and Edward Street.
A total of eight ambulances ferried 18 patients to the University of Wales Hospital, for
treatment although their injuries are not believed to be serious. The incident −− currently
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being investigated by the Health and Safety Executive −− is not being treated as
suspicious by police. It is believed contractors working on the air conditioning system were
treating water with what is thought to be the irritant, bromine acid, when this came into contact
with another chemical causing pipes to melt, releasing fumes. The roads affected by the
incident remain closed.
Source: http://news.bbc.co.uk/2/hi/uk_news/wales/south_east/3104236. stm

[Return to top]

Defense Industrial Base Sector

5. September 13, Pacific Daily News (Guam) — 600 participate in Navy air exercises. Navy
exercises being held at Andersen Air Force Base in Guam involve about 600 Navy personnel
and 40 planes. The exercises are being held at Andersen Air Force Base, because it is a
"world−class facility," and the air space over Guam provides for a safe environment for
the training, according to Capt. Patrick Driscoll, commander of the Carrier Air Wing Five.
"[The excercises] allows us to be ready" in case they are deployed, Driscoll said.
Source: http://www.guampdn.com/news/stories/20030913/localnews/24585 8.html

[Return to top]

Banking and Finance Sector

6. September 12, The Register (UK) — E−mail fraudsters target Barclays Bank. Scam e−mails
which attempt to fool Barclays Bank customers into handing over sensitive account information
were sent to thousands of Internet users recently. The fake e−mails, which appear to have
been spammed to users at random, purport to be part of a security check. The e−mail
encourages Barclays customers to enter their personal account details into websites that
turn out to be fraudulent. As is common with such scams, the URL used in the e−mails is
cleverly encoded to disguise the true location of the websites. The destination pages are
designed to look like the genuine Barclays site. Only tell−tale signs, easily overlooked, like the
title of the destination page "Barclays IBank" and the URLs of the fake sites, give the scam
away. A Barclays spokesperson confirmed it was aware of the scam. She advises users to avoid
divulging account information in response to these e−mails. Users are advised to contact the
bank directly if they have any questions or concerns. The bank has informed the police and is
looking to have the offending websites taken off the Internet, she added.
Source: http://www.theregister.co.uk/content/55/32796.html

[Return to top]

Transportation Sector

7. September 14, Associated Press — German airport bomb scare reroutes 64,000. Around
64,000 holiday travelers had to be rerouted after bomb threats against several airlines
forced German officials to close Duesseldorf International Airport. After receiving several
bomb threats called in to the airport switchboard Sunday morning, the facility was shut
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down and terminals evacuated. An airport spokesman says flights were rerouted to Cologne,
Bonn, and other nearby airports. Because of the ongoing investigation, a spokesman for the
German border police, in charge of airport security, could not say which airlines were
threatened nor whether police found any signs of a bomb. The border police have set up an
operations center in the airport and it's not clear yet when it might reopen.
Source: http://www.thewbalchannel.com/travelgetaways/2483038/detail. html

8. September 12, Bay Viewer — U.S. Coast Guard keeps watchful eye on Milwaukee's waters.
U.S. Coast Guard patrols cruise the Lake Michigan shoreline with thoughts of terrorism tucked
in the back of their minds. Since the events of September 11, 2001, the Coast Guard, located
in northeastern Bay View, has increased the number of patrols it runs and expanded its
staff. "It will stay this way as long as it takes (to protect the area)," said Chief Boatswain Mate
and Officer in Charge Daniel Haney. "If we have a terrorist attack we are in good shape." The
six boat drivers are responsible for leading patrols of hot spots, so designated after
September 11. Haney is unable to disclose these locations. "We do random patrols of the
critical infrastructure," he said. "During (heightened security) we do two or three
random patrols instead of one. Critical infrastructures mean bodies of water that could be
tampered with." Federal and city agencies and the U.S. Coast Guard work together to
determine what could be a potential target, he said.
Source: http://www.zwire.com/news/newsstory.cfm?newsid=10154670&titl e=Safe harbor U.S.
Coast Guard keeps watchful eye o...&BRD=1357&PAG=461&CATNAME=Top
Stories&CATEGORYID=410

[Return to top]

Postal and Shipping Sector

9. September 12, South Florida Sun−Sentinel — Bomb found in postal box. A pipe bomb was
discovered inside a post office drop box in Brevard County, FL, on Thursday, and similar
suspicious packages were found at a business several hours later. About 8:45 a.m.
Thursday, postal officials discovered a padded manila envelope with no stamps or return
address inside the drop box in front of the Cape Canaveral post office, U.S. Postal Inspection
Service inspector Ed Moffitt said. The package was addressed to a business, which authorities
would not identify. Postal inspectors X−rayed the package and called in the Brevard
County Sheriff's Office bomb squad, which discovered a pipe bomb about four inches
long and one inch in diameter. The bomb was taken to a remote area and detonated. About
eight hours later, the owner of a furniture manufacturer in West Melbourne, FL, called police to
say that three suspicious packages had been discovered inside a car parked at the warehouse.
Those packages were also padded manila envelopes with no stamps or return address, Moffitt
said. He would not say whether pipe bombs were discovered inside because the
investigation was still under way. Brevard bomb squad officials, postal inspectors, and
other federal agents were interviewing people Thursday but no arrests had been made.
Source: http://www.sun−sentinel.com/news/local/florida/orl−locmpipeb
omb12091203sep12,0,3344767.story?coll=sfla−news−florida

[Return to top]
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Agriculture Sector

10.September 12, USAgNet — Canadian cattle could be bound for Mexico. Shipments of live
Canadian cattle could set sail for Mexico under a new protocol being developed by the
government of Mexico. Though aimed at resuming the cross−border trade in live beef
cattle, the protocol will first address the issue of delivering 15,000 dairy heifers to
Mexican importers, Ted Haney, president of the Beef Export Federation, said Wednesday.
"This is important because it is the first request for live animals of any kind," said Haney. "The
discussions aren't over yet, so the protocol could also include beef animals." The protocol is an
outcome of the bilateral ministerial meetings running in conjunction with World Trade
Organization talks in Cancun, Mexico. Haney said it should provide the United States with
more incentives and motivation to re−examine its own access protocols.
Source: http://www.usagnet.com/news−search.cfm?Id=981

11.September 10, Agricultural Research Service — Sharpshooter biocontrols. Two tiny wasps
from South America are among the top candidates as biological controls for the
glassy−winged sharpshooter, a pest that attacks citrus crops and has caused problems for
grape growers in California. The pest has bred in large numbers in southern California, a
region that lacks most of the insect's natural enemies. Sections of South America, particularly
Chile and Argentina, have climates that are very similar to those of some of California's prime
agricultural areas. Some of those sections of South America also have sharpshooters that are
close relatives of the glassy−winged sharpshooter. In a 2002 search of northern Chile and
northwestern Argentina, Agricultural Research Service (ARS) researchers found more than a
half−dozen natural enemies of South American sharpshooters. Their top two biological control
prospects have turned out to be tiny wasps, Gonatocerus tuberculifemur and G. metanotalis.
These wasps have been known to attack the eggs of a South American sharpshooter,
Tapajosa rubromarginata. This insect is very similar to, albeit slightly smaller than, its
glassy−winged cousin. The scientists also brought back seven other wasps, all of which are
stingless, harmless to humans, and only attack sharpshooter eggs.
Source: http://www.ars.usda.gov/is/pr/2003/030910.htm

[Return to top]

Food Sector

12.September 13, Reuters — Bacteria threat leads to recall. A Massachusetts company
recalled 9,230 pounds of ready−to−eat meat and poultry products because of possible
contamination with listeria, the illness−causing bacteria, the United States Agriculture
Department said on Friday. The recall, by Kayem Foods Inc. of Chelsea, MA, involves food
sold in Connecticut, Florida, Maine, Massachusetts, New Hampshire, New York, Ohio,
Pennsylvania, Rhode Island and Vermont, the agency said. The products were packaged on
September 3, and each package has the establishment number "7839" or "P−7839" inside
the mark of inspection. No illnesses have been reported from the food, the agency said. The
problem was found through routine testing. The agency said the food might be contaminated
with listeria monocytogenes, which can cause miscarriages in addition to serious illnesses for
the elderly, the very young and those with chronic ailments.
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Source: http://www.nytimes.com/2003/09/14/national/14MEAT.html

13.September 11, Agricultural Research Service — Imaging system detects contaminants on
poultry. Agricultural Research Service (ARS) scientists have been granted a patent on an
imaging system that detects contaminants on food surfaces. Using a real−time imaging
system in the processing plant, researchers ARS Poultry Processing and Meat Quality
Research Unit were able to detect feces and recently ingested materials on animal
carcasses with 100 percent accuracy. The system uses hyperspectral imaging to scan the
surface of a poultry carcass, locating hard−to−detect material such as small particles or those in
shadowed areas. This detection system could more reliably detect potential food safety
contaminants, thus reducing processing delays and saving processors money. The system has
the potential for use in many processing situations for the detection of surface
contaminants. Because the system is expected to work with other animal carcasses, a
broad patent application has been filed covering a wide range of poultry and meat
products. An online prototype was used to test the system that operates at 140 birds per
minute, approximating the processing speeds used in U.S. poultry plants.
Source: http://www.ars.usda.gov/is/pr/2003/030911.htm

[Return to top]

Water Sector

14.September 10, NewMexicoChannel.com — State eliminates trees to save water. New Mexico
is trying to kill trees to save water. A helicopter spraying a herbicide along the Rio Grande
near Santo Domingo has finished its work. Its mission was to try and stop the spread of a
water−sucking tree called the salt cedar, officially declared a "noxious weed" in New
Mexico. Work to kill the trees along the Pecos River in southeastern New Mexico began
Tuesday. But there, it's not only the salt cedars under attack, but also Russian olives and other
non−native trees. The state Legislature is spending more than $6 million for the spraying
and also for mechanical salt cedar removal.
Source: http://www.thenewmexicochannel.com/news/2469899/detail.html

[Return to top]

Public Health Sector

15.September 12, Voice of America — WHO urges safety measures against SARS. The World
Health Organization (WHO) is urging medical laboratories to review safety measures
because of fears a Singapore man might have caught Severe Acute Respiratory Syndrome
(SARS) at a laboratory where he works. The call, made at the end of a five−day WHO
conference in the Philippines, comes after a Singapore laboratory worker contracted SARS.
While it is not yet clear how he caught SARS, suspicion has fallen on the facilities where he
worked and a possible lapse in lab safety measures. Countries attending the WHO
conference also called for a review of rules on transporting samples of live SARS virus on
commercial airlines. Research laboratories in Hong Kong, one of the cities hit hardest by
SARS, came under scrutiny Friday, after one university said its research facilities, where SARS
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is studied, does not meet international standards. Another university in the city says it hopes to
build new faculties to culture live SARS virus.
Source: http://www.voanews.com/article.cfm?objectID=CA001B00−D6F4−44
58−97874F87AAB84046

16.September 12, Arizona Republic — HHS Director prods agencies on bioterror spending.
Public health departments should speed up bioterrorism spending, step up smallpox
vaccinations, and train more public health workers to replace the wave eligible for retirement
starting in five years, the nation's top health official said Thursday. Tommy Thompson,
director of the U.S. Department of Health and Human Services (HHS), reminded public
health workers that only about half of the $1.1 billion budgeted by Congress last year has
been spent by states, territories, and metropolitan areas. He noted that his department
recently released an additional $1.4 billion to prepare for public−health emergencies and
is preparing to ask for $5.6 billion for fiscal 2004. The budget request would include money
for the Department of Homeland Security. He also urged public health care workers who
would be asked to investigate smallpox cases to be vaccinated ahead of any release of the
highly contagious virus. Thompson made a pitch for public health workers to train their
replacements, noting that half of all workers will be eligible to retire in five years. It is up
to the current public health workers to convince younger people of "the appeal of public
health," he said.
Source: http://www.azcentral.com/arizonarepublic/local/articles/0912 thompson12.html

17.September 12, Associated Press — Nearly 3,000 ill with West Nile. The number of West
Nile virus infections in the U.S. this year is nearly double the amount from this time last
year, but fewer people have died as a result, federal officials said Thursday. So far this
year, 2,923 people have been infected with the virus and 54 have died. Last year at this
time, there were 1,641 human cases and 72 deaths, the U.S. Centers for Disease Control
and Prevention (CDC) said. "We are still experiencing the upside of the epidemic curve," said
Dr. Julie Gerberding, CDC director. Late August through September is considered the peak
season for the virus, which is spread by mosquitoes. By the end of 2002, 4,156 people were
infected and 284 died in the largest West Nile outbreak in the Western Hemisphere.
Gerberding said the higher number of infections this year may be the result of improved
testing methods and earlier testing. She did not explain the lower death rate, but health
officials have said this year's reported cases tend to be less severe, in part because people with
milder symptoms are more likely to be tested.
Source: http://story.news.yahoo.com/news?tmpl=story&cid=514&e=8&u=/a
p/20030911/ap_on_he_me/west_nile_cdc

[Return to top]

Government Sector

18.September 12, Federal Computer Week — HSARPA unveils first research project. The
Homeland Security Advanced Research Project Agency (HSARPA) intends to release its first
solicitation for research opportunities in the next two weeks. Agency officials want to know
more about detection systems for biological and chemical countermeasures, according to a
pre−solicitation notice. To help potential bidders, the agency will hold a bidders conference
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September 29 at the Marriot Wardman Park Hotel in Washington, DC. Questions about the
announcement are being handled by the U.S. Army Medical Research Acquisition Activity, and
can be e−mailed to don.wheatley@us.army.mil. HSARPA, the external funding arm of the
Homeland Security Department, has an $800 million budget this year to develop new
technologies to fight terrorism. In a recent interview, HSARPA Deputy Director Jane
Alexander said some solicitations may be classified requiring potential bidders to have security
clearances to even see them.
Source: http://www.fcw.com/fcw/articles/2003/0908/web−hsarpa−09−12−0 3.asp

[Return to top]

Emergency Services Sector

19.September 12, Timesunion.com (Albany, NY) — Towns prepare for the worst. Latham or Fort
Hunter, NY, might not appear as likely terrorist targets, but several Capital Region towns are
adopting the stance that no one can be too safe these days. "I don't want to say we were sitting
around with no plan on 9/10, but certainly 9/11 increased our awareness," said Malta
Supervisor David Meager. Local officials are taking pages from the state and federal
emergency management handbooks. They are removing maps of water plants from Web
sites, adding emergency warning sirens throughout the suburbs and putting in place
response plans, just in case. Locally, leaders are spurred by the realization that if terrorists
could strike New York City, they could potentially come through the Capital Region as well.
The Northway, for example, is a popular route to Manhattan from Canada, where terrorists have
tried to sneak into the United States. The benefit to all the planning, Meager and others said,
is readiness not only in case of a terror attack, but in case of natural disasters or accidents
as well. "We're talking not just about terrorism," he said. "That's probably less likely
than a chemical spill on the Northway for us."
Source: http://www.timesunion.com/AspStories/story.asp?storyID=16921
3&category=REGION&BCCode=&newsdate=9/12/2003

[Return to top]

Information and Telecommunications Sector

20.September 11, Sydney Morning Herald (Australia) — Thirty unpatched holes in IE, says
security researcher. As Microsoft releases details of new vulnerabilities, it is yet to tackle
the 30 unpatched holes in Internet Explorer which have been documented by well−known
security researcher Thor Larholm. Larholm, a former black hat and now a senior security
researcher with a private company, said on Friday, September 12, that seven more
vulnerabilities had been added to the list he maintains, all of them having been discovered by
Chinese researcher Liu Die Yu. "One of these new vulnerabilities exploits a new attack
vector that has surfaced in IE lately, namely misdirecting user input," Larholm said.
According to Larholm, "This allows you to redirect a user's mouseclick to (for example) the OK
button on a dialog asking for security confirmation by moving the browser window prior to the
mouse being released. This resurrects the debate on whether to disable some core functionality
to heighten security. Similarly, several of the vulnerabilities that remain unpatched are known
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to be under active investigation by the Microsoft Security Response Center, and I am confident
that a secure patch is being prepared for prompt release."
Source: http://www.smh.com.au/articles/2003/09/11/1063249516080.html

21.September 11, KIRO TV (Seattle, WA) — Voice mail hijacked to accept collect calls from
crooks. The words "Yes, Yes, Yes" usually mean something positive, but not in this case. A
new con uses these three words to rip off voice mail users. Maureen Claridge says she got stuck
with a large phone bill because someone hijacked her voice mail. Maureen's voice mail usually
sounded like this: "This is Maureen; I'm in the office, but on the other line, leave a number and
I'll get back to you as soon as I can." But a crook hacked into it and recorded the words "yes,
yes, yes." The crooks target people who have simple voice mail passwords. They use the
password to hack into the system and change the message to accept collect calls. Then
they ask you a series of questions, usually three, and the answer is "yes, yes, yes." The
voice mail telephone company says small business people are often targeted, because they don't
answer their phones on the weekend. To protect yourself, check your outgoing message from
time to time and change your password to something only you would know.
Source: http://www.kirotv.com/money/2476956/detail.html

Internet Alert Dashboard

Current Alert Levels

AlertCon: 2 out of 4
https://gtoc.iss.net Security Focus ThreatCon: 2 out of 4

http://analyzer.securityfocus.com/

Current Virus and Port Attacks

Virus: #1 Virus in the United States: WORM_LOVGATE.G
Source: http://wtc.trendmicro.com/wtc/wmap.html, Trend World Micro Virus
Tracking Center
[Infected Computers, North America, Past 24 hours, #1 in United States]

Top 10 Target Ports 135 (epmap), 1434 (ms−sql−m), 137 (netbios−ns), 445
(microsoft−ds), 80 (www), 593 (http−rpc−epmap), 1433
(ms−sql−s), 139 (netbios−ssn), 21 (ftp), 17300
(Kuang2TheVirus)
Source: http://isc.incidents.org/top10.html; Internet Storm Center

[Return to top]

General Sector

22.September 14, Associated Press — Man arrested in $1 million arson fires. Federal agents
arrested a 25−year−old member of a co−op dedicated to peace and environmentalism in
connection with arson fires and vandalism that did $1 million in damage to a Hummer
dealership. Joshua Thomas Connole, of Pomona, was arrested at home Friday, said Cpl. Rudy
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Lopez, a West Covina police spokesman. He was booked for investigation of felony arson and
vandalism and jailed $825,000 bail. The fires August 22 gutted a parts warehouse and
destroyed 20 Hummer H2 sport utility vehicles at a West Covina dealership. Another 20
Hummers and several Chevrolet Tahoe SUVs were badly damaged by fire and spray paint.
Three other dealerships and at least four privately owned vehicles in the area also were
damaged during the vandalism spree. Words such as "ELF," "Fat, Lazy Americans" and "I
(heart) pollution" were painted on the SUVs. "ELF" stands for Earth Liberation Front, a
loose association of militant environmentalists. The group, which has taken responsibility
for other acts of arson and vandalism, claimed in an unsigned e−mail that the SUV fires
were "ELF actions." In a phone interview from jail with the Los Angeles Times, Connole
denied involvement in the vandalism.
Source: http://www.cnn.com/2003/US/West/09/13/suv.arson.ap/index.htm l

23.September 14, CNN — Hurricane Isabel predicted to hit U.S. "We feel pretty confident that
someone will (get hit)," said Eric Blake, a specialist at the National Hurricane Center told
Reuters. "We're forecasting a major hurricane for the United States East Coast." Hurricane
center forecasters said they expected the storm to hit the U.S. East Coast by the end of the
week, but added that air currents and condition could push it further north before landfall.
"Landfall along the U.S. Mid−Atlantic coast somewhere between North Carolina and
New Jersey between four or five days is appearing more and more likely," the hurricane
center said. Before its dip Sunday, Isabel had twice reached the Category 5 threshold of 156
mph. Forecasters said the storm would likely experience a gradual weakening. Category 5 is the
highest rating for a hurricane. Max Mayfield, hurricane center director, advised residents to
take time to check their hurricane plans and know what to do should Isabel strike their
community.
Source: http://www.cnn.com/2003/WEATHER/09/14/hurricane.isabel/index .html

24.September 12, CBS News — U.S. says Iran broke nuclear treaty. The United States
suggested Iran was violating the Nuclear Nonproliferation Treaty on Tuesday and urged
other nations at a UN atomic energy agency meeting to join in pressing Iran to prove it is
not running a covert nuclear weapons program. In a closely watched address, chief U.S.
delegate Kenneth Brill focused on a report outlining discrepancies between past Iranian
statements on the nature of Tehran's nuclear program and findings by the International Atomic
Energy Agency (IAEA). The report, by IAEA head Mohamed ElBaradei, lists findings of traces
of weapons−grade enriched uranium and other evidence that critics say point to a weapons
program. On Monday, the International Atomic Energy Agency, which is investigating
suspicions of a secret Iranian nuclear weapons program, demanded full disclosure from
Tehran, including acceptance of snap inspections.
Source: http://www.cbsnews.com/stories/2003/09/12/world/main572956.s html
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DHS/IAIP Products &Contact Information

The Department of Homeland Security's Information Analysis and Infrastructure Protection (IAIP) serves as a national critical
infrastructure threat assessment, warning, vulnerability entity. The IAIP provides a range of bulletins and advisories of interest to
information system security and professionals and those involved in protecting public and private infrastructures. By visiting the
IAIP web−site (http://www.nipc.gov), one can quickly access any of the following DHS/IAIP products:

DHS/IAIP Warnings − DHS/IAIP Assessements, Advisories, and Alerts: DHS/IAIP produces three
levels of infrastructure warnings. Collectively, these threat warning products will be based on
material that is significant, credible, timely, and that address cyber and/or infrastructure dimensions
with possibly significant impact.

DHS/IAIP Publications − DHS/IAIP Daily Reports, CyberNotes, Information Bulletins, and other
publications

DHS/IAIP Daily Reports Archive − Access past DHS/IAIP Daily Open Source Infrastructure
Reports

DHS/IAIP Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
nipcdailyadmin@mail.nipc.osis.gov or contact the DHS/IAIP Daily Report Team at
703−883−6631

Subscription and
Distribution Information

Send mail to nipcdailyadmin@mail.nipc.osis.gov or contact the DHS/IAIP Daily Report
Team at 703−883−6631 for more information.

Contact DHS/IAIP
 To report any incidents or to request information from DHS/IAIP, contact the DHS/IAIP Watch at nipc.watch@fbi.gov
or call 202−323−3204.

DHS/IAIP Disclaimer
 The DHS/IAIP Daily Open Source Infrastructure Report is a daily [Monday through Friday] summary and assessment
of open−source published information concerning significant critical infrastructure issues. This is an internal DHS/IAIP
tool intended to serve the informational needs of DHS/IAIP personnel and other interested staff. Further reproduction or
redistribution for private use or gain is subject to original copyright restrictions of the content. The IAIP provides no
warranty of ownership of the copyright, or of accuracy in respect of the original source material.
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