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» Government Technology reports ten Midwestern states are making arrangements to share
medical personnel and communications capabilities in the event of an emergency. (See item

i7)

» Federal Emergency Management Agency officials say they are rapidly moving personnel,
equipment, and supplies into Florida to assist victims of Hurricanes Frances, while resuming
recovery efforts for those affected by Hurricane Charley. (See_item 20)

» The San Francisco Chronicle reports San Francisco has launched a month—-long training
program for more than 4,000 firefighters, police officers and public health workers, who
would be called to the front lines in the event of a terrorist attack in the city. (See item 22)
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: Elevated, Cyber: Elevated
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) — http://esisac.cqm]

1. September 08, Associated Press — Crude oil supply outpaces demand. Oil prices fell
Tuesday, September 7, as Organization of Petroleum Exporting Countries (OPEC) president,
Purnomo Yusgiantoro, said supplies were growing faster than demand, and traders breathed
easier knowing that petroleum production in the Gulf of Mexico did not suffer as a result of
hurricane Frances. With only a thin margin of spare output capacity worldwide, energy markets
have been jittery all summer due to the possibility of output disruptions in Iraq, Russia and


http://www.whitehouse.gov/homeland
http://esisac.com

Venezuela. Speaking at the World Energy Congress in Sydney, Australia, the OPEC
president said world oil production is running 1.5 million barrels every day above
demand. Analysts have said daily global oil demand is around 82 million barrels.

Source:_http://www.thestar.com/NASApp/cs/ContentServer?pagename=thes
tar/Layout/Article_Typel&c=Article&cid=1094595013660&call_pa
geid=968350072197&c0l=969048863851

2. September 07, Daily Mississippian (MS) — Cat causes blackout. A cat crawled into an
electrical power substation Monday, September 6, and triggered a Lafayette, MS,
county—wide blackout. After getting into the substation’s capacitor bank, the cat stopped the
outgoing power, said Robert Caldwell, a University of Mississippi emergency response
dispatcher. By midnight, parts of the city of Oxford, county, and the entire university had
electricity returned to them, Caldwell said. In the meantime, University Police Department
officers patrolled the university, trying to secure buildings that automatically unlock
when a blackout occurrs.

Source:_http://www.thedmonline.com/vnews/display.v/ART/2004/09/07/41 3db14104441

[Return to to@

Chemical Industry and Hazardous Materials Sector

Nothing to report.
[Return to to@

Defense Industrial Base Sector

3. September 07, Air Force Press News — Civil air patrol volunteers help assess hurricane
damage. Civil Air Patrol (CAP) members are at work in Florida, helping assess damage
from Hurricane Frances. More CAP aircraft and people are on standby to move into affected
areas as soon as weather permits. Seven CAP ground teams are working with the Florida
National Guard and Florida Department of Transportation in the Palm Beach area assessing
damage to identify the areas most critically affected by the storm. With widespread loss of
electricity, the teams are communicating with operations centers by radio and satellite phones.
"Once weather clears enough to allow us to fly, we anticipate using our satellite—transmitted
digital imagery systems to capture images of the affected areas from the air,” said Maj. Gen.
Dwight Wheless, CAP national commander. The system allows CAP members to capture
images from the air with digital cameras, download them to laptop computers onboard
the aircraft and transmit the high—resolution images via satellite phone and e-mail. The
aerial photographs help emergency relief agencies plan and prioritize rescue, repair and cleanup
efforts. CAP is the official civilian auxiliary of the U.S. Air Force.

Source:_http://www.af.mil/news/story.asp?storylD=123008578

[Return to to@

Banking and Finance Sector


http://www.thestar.com/NASApp/cs/ContentServer?pagename=thestar/Layout/Article_Type1&c=Article&cid=1094595013660&call_pageid=968350072197&col=969048863851
http://www.thestar.com/NASApp/cs/ContentServer?pagename=thestar/Layout/Article_Type1&c=Article&cid=1094595013660&call_pageid=968350072197&col=969048863851
http://www.thestar.com/NASApp/cs/ContentServer?pagename=thestar/Layout/Article_Type1&c=Article&cid=1094595013660&call_pageid=968350072197&col=969048863851
http://www.thedmonline.com/vnews/display.v/ART/2004/09/07/413db14104441
http://www.af.mil/news/story.asp?storyID=123008578

4. September 08, The Federal Reserve Board — Federal government helps combat phishing.
The federal bank, thrift and credit union agencies on Wednesday, September 8,
announced the publication of a brochure with information to help consumers identify and
combat a new type of Internet scam known as "phishing." The term is a play on the word
"fishing," and that's exactly what Internet thieves are doing —— fishing for confidential financial
information online, such as account numbers and passwords. With enough information, a con
artist can run up bills on another person's credit card or, in the worst case, even steal that
person's identity. The federal financial regulatory agencies want consumers to know that they
should never respond to such requests. No legitimate financial institution will ever ask its
customers to verify their account information online. Brochure:

http://www.occ.gov/consumer/PhishBrochFINAL-SCREEN.pdf
Source:_http://www.federalreserve.gov/BoardDocs/Press/other/2004/200 40908/default.htm

5. September 08, Finextra Research — Math mystery is prime threat to online security.
Scientists at a conference in the United Kingdom have warned of serious repercussions for
e—commerce and cryptography from the possible resolution of a 150—year old mathematical
theory. In a paper published in June, Louis de Branges claimed to have proved the
Riemann hypothesis, which seeks to explain the apparently random pattern of prime
numbers. Such numbers are the key to Internet cryptography, which is used to secure
Web transactions. Proof of the hypothesis would mean that all cryptic codes could be
breakable, so no Internet transaction would be safe. Speaking at the British Association
science festival in Exeter on Tuesday, September 7, Professor Marcus du Sautoy of Oxford
University, said "the whole of e-commerce depends on prime numbers. If the Riemann
hypothesis is true...the proof should give us more understanding of how the primes work. If it
does, it will bring the whole of e-commerce to its knees, overnight. So there are very big
implications.”

Source:_http://www.finextra.com/topstory.asp?id=12452

6. September 07, CIO Magazine — Nasdagq tests everyone's disaster recovery plans. Recently,
Nasdaq sponsored disaster recovery tests that allowed brokers and service providers to
test their disaster plans in an everyday business setting, rather than in a simulated
environment. In the first test, Nasdaq had customers test connectivity from their backup sites
to Nasdaq's primary site in Connecticut; in the second, customers tested how either their
primary or backup trading systems connected to Nasdaq's backup site in Maryland. Steve
Randich, Nasdaq's executive vice president and CIO, reports that the entire proceedings went
well. The tests were the first Nasdaq offered to its entire customer base. With 9/11 and the
August 2003 Northeast blackout behind them, it's becoming clear to many financial
services companies that their survival depends on that of their trading partners.
Regulators, meanwhile, are pushing securities traders to have proven disaster recovery plans in
place. During the tests, participants worked individually with Nasdaq. Each company was asked
to test whether it could submit orders, update quotes, submit and receive trade execution
reports, and scan the system for executed and unexecuted orders.

Source:_http://www.computerworld.com/securitytopics/security/recover
y/story/0,10801,95734,00.html
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Transportation Sector

7. September 08, Financial Times — Delta Air Lines to cut up to 7,000 jobs. Delta Air Lines
became the latest carrier to announce sweeping job cuts as it warned it would cut about 10 per
cent of its workforce, or between 6,000 to 7,000 jobs, as part of a wider effort to cut $5 billion
out of its annual operating costs by the end of 2006. The move follows a strategic review,
which includes the most extensive restructuring of a route network and airport hubs
undertaken by any of the large “legacy” airlines in the U.S. The plan includes exiting
Dallas Fort Worth, its fourth and smallest hub by early 2005. Gerald Grinstein, chief
executive, said: “We will restructure 51 per cent of our network by January 31, 2005, resulting
in the largest transformation in our schedule in Delta’s history...this is probably the biggest
transformation plan of any carrier in recent time.” Grinstein said the job cuts would come over
the next 18 months. In spite of concerns about the future of Song, Delta’s controversial
low—cost carrier, Grinstein gave it his support and said he would expand it “initially” by a
further 12 aircraft. Grinstein said Delta’s withdrawal from Dallas Fort Worth would help
consolidate its position at its three other hubs, including Atlanta and Salt Lake City.

Source:_http://news.ft.com/cms/s/b541d73e—0199-11d9-8dfb—00000e2511c 8.html

8. September 08, U.S. Newswire — Time to reevaluate airline security. As the third anniversary
of September 11th approaches, the Coalition of Airline Pilots Associations (CAPA), which
represents 22,000 commercial cargo and passenger pilots nationwide, is calling on the
government to carefully re—evaluate America's airline security system. CAPA President, Jon
Safley, stated, "Gaping holes continue to exist in our airline security system." For example, air
cargo provides an area that could easily be exploited by terrorists. Currently cargo carried on
passenger aircraft must come from a "known shipper" and is not inspected. To date, news
accounts have chronicled that at least two individuals have shipped themselves as air cargo
under the "known shipper" program. Other problems high on CAPA's list include the threat
of man—portable air defense missiles (MANPADS), biometric identification for aircrew
members, FAA inspectors, and law enforcement officers, screening airport workers and
their bags, and expanding the Federal Flight Deck Officer program. Federal Flight Deck
Officers are pilots trained to carry weapons to protect the cockpit in case of a terrorist attack.

Source: http://releases.usnewswire.com/GetRelease.asp?id=35840

9. September 07, U.S. Coast Guard — Port of Tampa reopens. At 10:00 p.m. on Tuesday,
September 7, the Port of Tampa reopened after closing on Saturday morning ahead of the
approaching Hurricane Frances. Vessels are currently permitted to enter the port on a controlled
basis during daylight hours. The Coast Guard will coordinate vessel transits with the Port
Heavy Weather Advisory Group and Vessel Movement Control Board due to damage sustained
by aids to navigation during Tropical Storm Frances. The port was closed to shipping to
minimize the chances of damage to port infrastructure and the marine environment and
to allow for the quickest return to normal operations possible. Detailed evaluations of the
port's shipping channel will continue and guidelines for ships' transits will adjust accordingly as
repairs are made to the aids to navigation. The assessments of channels and navigational aids
were done by the Coast Guard Cutter Joshua Applebee, a 175—-foot coastal buoy tender home
ported in St. Petersburg, FL. Assessment flights for the Tampa area are also scheduled from Air
Station Clearwater, FL, and the St. Petersburg Aids to Navigation Team will conduct any
necessary repairs.


http://news.ft.com/cms/s/b541d73e-0199-11d9-8dfb-00000e2511c8.html
http://releases.usnewswire.com/GetRelease.asp?id=35840

Source:_https://www.piersystem.com/external/index.cfim?cid=586&fuseac
tion=EXTERNAL .docview&documentiD=51322

[Return to to@
Postal and Shipping Sector

10.September 08, DM News — Hurricane stymies mail delivery in parts of Florida, Georgia.
Power outages caused by Hurricane Frances continued to hamper mail delivery
operations Tuesday, September 7, in the Central Florida and South Georgia districts, but
facilities gradually were coming back online, the U.S. Postal Service (USPS) said. In
Central Florida, delivery operations resumed Tuesday for the entire district where carriers could
reach delivery points safely, the USPS said. About 110 retail offices in the district are closed
until power can be restored. The following zip codes had no delivery: 32937, Melbourne and
Satellite Beach; 32960 and 32963, Vero Beach Carrier Annex; 32962 and 32965, Vero Beach
Tropic Branch; 34972, 34973 and 34974, Okeechobee; 33480, Palm Beach; and 33438 and
33439, Canal Point. In South Georgia, sporadic power outages affected operations at several
processing plants, including Macon, Savannah, Augusta, Albany, and Columbus. The plants
were open, but several post offices, including South Macon Station, had no power.

Source:_http://www.dmnews.com/cgi—bin/artprevbot.cgi?article_id=3031 4

[Return to to@

Agriculture Sector

11.September 08, Farming Life — New FMD outbreak in Colombia. A new outbreak of
Foot—and—Mouth Disease (FMD) has been reported in Colombia. Juan Alcides Santaella
Guttierez, General Manager, Colombian Institute for Agriculture and Livestock (ICA),
told the OIE (the World Animal Health Organization) last week that the new outbreak, in
pigs, was within a quarter mile of the primary outbreak. The owner of the two sick pigs
notified the ICA. In view of the clinical signs, the proximity of the primary outbreak and the
results of laboratory tests, the only two pigs in the affected farm were slaughtered and
destroyed. It is thought that the disease has been spread through the movement of people (given
the proximity of the primary outbreak).

Source:_http://www.farminglife.com/story/3923

12.September 08, Charleston Post Courier (SC) — Permit requirements enforced. South
Carolina livestock and poultry officials are enforcing state—issued permits for private
vendors in an effort to help track a livestock or poultry disease if it were to occur in South
Carolina. The permits would also help create a database for these miscellaneous markets, so
state officials could provide disease prevention education. Clemson University Livestock and
Poultry Health, a state agency, will begin enforcing permit requirements for private vendors at
fairs, expositions, flea markets, and other sites. The biggest risk for disease will be where
animals congregate, said Tony Caver, state veterinarian. The emergence of diseases affecting
livestock and poultry nationwide is pushing the need for permitting. "The current threat of
livestock and poultry diseases, such as exotic Newcastle disease in California, bird flu in Texas
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and mad cow disease in Washington require us to increase disease surveillance," Caver said."
Source:_http://www.charleston.net/stories/090804/sta_08permit.shtml

13.September 07, Dow Jones Newswires — Hurricane Frances wreaks havoc on cotton crop.
The cotton crop in the Southeast sustained damage from the wrath of Hurricane Frances
over the weekend with preliminary estimates of crop loss in Georgia of about 200,000 to
250,000 bales, market experts said Tuesday, September 7. "It has been hard to assess the
whole Southeast but in Georgia we know that about 30 percent of the cotton was open but its
hard to know how much is on the ground,"” said Keith Brown of Keith Brown & Co. in
Moultrie, GA. Some market experts said the bulk of the damage has yet to be accessed at this
stage but one estimated that southwestern Georgia will see a substantial yield loss. Rains
continue up the eastern part of the U.S. and some impact from the hurricane is likely in South
Carolina but the rain is not likely to last into North Carolina, which is already experiencing a
wet crop, sources said.

Source:_http://www.agprofessional.com/show_story.php?id=27235

14.September 07, University of Missouri-Columbia — Research helps identify chromosomes in
corn. For years, doctors have used a procedure called chromosome painting to help identify
aberrations in chromosome pairs. When used in tests on a developing fetus, the process can
help identify such complications as Down syndrome. Now, a team of University of
Missouri—Columbia researchers have developed a related procedure for plants. James Birchler,
professor of biological sciences, whose lab tested the process on several varieties of corn, says
the new research will be useful for many studies of chromosomes in corn. It could ultimately
help scientists produce more disease resistant corn and other plants. Until now, it has been
impossible to identify all corn chromosomes from root tips under a microscope. Using the
researchers’ technique, repetitive chromosome sequences in cells are isolated and labeled with a
chemical that glows under fluorescent light. These fluorescent probes only stick to the
chromosome that exactly matches it and each of the ten pairs of chromosomes is able to be
distinguished. If there is an irregularity of any kind in any of the chromosomes, it is readily
apparent as the cell is viewed. The work by Birchler, MU post doctoral fellow Akio Kato and
graduate student Jonathan C. Lamb is published in the Proceedings of the National Academy of
Sciences.

Source:_http://www.newswise.com/articles/view/506937/

[Return to to@

Food Sector

Nothing to report.
[Return to to@

Water Sector

15.September 07, Palm Beach Post (FL) — Sewage plants remain powerless. Sewage plants
and lift stations in the Treasure Coast, in Florida, remained without power Tuesday
afternoon, September 7, pushing the crucial facilities to their limits and raising potential
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health threats, officials warned. Jesus Merejo, Port St. Lucie's director of utilities, estimated
about 70 percent of the city's population was experiencing some sort of sewage problems. He's
had reports of sewage backing up in homes and yards, but did not have specific numbers. The
city's drinking water is still working at 50 percent pressure, which officials said was good news.
Throughout Martin County, sewage was bubbling out of manhole covers and in a few

homes as officials struggle to get power restored to more than a dozen of of the county's

275 lift stations that remained non—operational. The root of Port St. Lucie's problem is the
extended time the city's utitilies have been without a constant source of electricity, Merejo said.
Of the city's 189 lift stations, the city is rotating generator power to 25 at a time, he said.

Source:_http://www.palmbeachpost.com/storm/content/news/epaper/2004/
09/07/tcoast_sewer.html

16.September 07, News Gazette (IL) — Researchers building better water filters. Atrazine, one
of the most widely used herbicides in the U.S., is so difficult to filter out that millions of
Americans unwittingly consume it with their drinking water. Now, University of lllinois
researchers have developed a new material that not only traps atrazine but also captures
common contaminants such as chloroform and trichloroethylene, byproducts of chlorine
disinfection. The material could be employed as filters in water treatment operations or on
home water systems, Professor James Economy said. "In a water treatment plant, the atrazine
will work its way through," said Economy. "We're getting to well below the maximum
contaminant levels set by Environmental Protection Agency." To do that, Economy uses
paper-thin sheets of fibers, a polymeric coating, a chemical activation agent, and mild heat to
get the plasticlike polymer strands to cross—link and create pores 10 to 30 angstroms in size. An
angstrom is one—hundredth of a millionth of a centimeter —— in other words, atom-sized. By
controlling the chemistry, they can create pores with the right size, chemical composition,
and charge to capture specific types of molecules, such as atrazine molecules. He said
single filters could be designed to catch more than one type of molecule, although layering
multiple filters, each designed to catch a single type of molecule, in an array is likely to be
more effective.

Source:_http://www.news—gazette.com/story.cfim?Number=16695

[Return to to@
Public Health Sector

17.September 08, Government Technology — States seek emergency medical compacts. Most
states prohibit out—of-state physicians from practicing unless licensed in the patient's
state, even in an emergency. If there were a bioterrorist event, states could share fire
trucks and helicopters but not medical expertise. States are beginning to change that and,
for the first time, consider interstate compacts that lay the groundwork for medical
professionals to cross state borders. In both the Midwest and the South, regional alliances are
being forged to develop agreements and the technological know—how to share medical
expertise in emergencies. Ten Midwestern states are making arrangements to share medical
personnel and communications capabilities. The alliance would include lowa, Kansas,
Missouri, Montana, North Dakota, South Dakota, Wyoming, Colorado, and Utah. Separately,
16 governors working through the Southern Governors' Association (SGA) have been trying
since shortly after the attacks in 2001 to develop an interstate emergency medical response


http://www.palmbeachpost.com/storm/content/news/epaper/2004/09/07/tcoast_sewer.html
http://www.palmbeachpost.com/storm/content/news/epaper/2004/09/07/tcoast_sewer.html
http://www.news-gazette.com/story.cfm?Number=16695

system that project leaders hope is the beginning of a "national health highway system." The
SGA project relies on telemedicine. Southern governors want to use telemedicine to connect
medical expertise to a point of need, for example to allow medical experts to diagnose anthrax
or smallpox from afar.

Source:_http://www.govtech.net/news/news.php?id=91397

18.September 07, Reuters — Smallpox vaccine effective after dilution. Even when diluted, the
Aventis Pasteur smallpox vaccine (APSV), which has been in frozen storage since the
1950s, yields a high rate of successful vaccination, new research shows. Therefore, dilution
of this vaccine could help expand current stockpiles. Shortly after the September 11th
attacks, smallpox vaccination resumed in the U.S. with the goal of having enough doses so that
every citizen could be vaccinated in the event of a biological attack. However, the stockpile was
inadequate to meet this goal. Recently, it was shown that a form of the vaccine introduced in
the 1970s could be diluted without significantly weakening its effects. Although this helped
expand the stockpile, there still was not enough vaccine for every citizen. Dilution of the stored
lots of APSV, which were first reported by the drugmaker in 2001, could help bridge the
coverage gap, but it was unclear it the vaccine would retain its effectiveness. To investigate,
Kathryn Edwards, of Vanderbilt University, and colleagues assessed the outcomes of 340 adults
who were given APSV at one of three strengths: undiluted, 1-to—-5 dilution, and 1-to—10
dilution. Overall, 99 percent of subjects had a successful vaccination and the success rates did
not differ significantly between the groups, the investigators report in the Journal of the
American Medical Association.

Source:_http://www.reuters.co.uk/newsArticle.jhtmi?type=healthNewsé&s
torylD=6172720&section=news

19.September 07, Contra Costa Times (CA) — Statewide computer network could reduce
response delays. In a disaster, Barbara Center couldn't do her job as Northern California’s
regional disaster medical health specialist without the directory she carries with her, that lists
e—mail addresses and phone, fax, and pager numbers for critical public health contacts. New
computers installed by nearly all of California's 58 counties might help Center more easily
secure extra hospital beds, medical supplies, or personnel. Public health officials could send
out statewide warnings of bioterrorist attacks or outbreaks of infectious diseases. But it's a
moot point. No statewide system links the computers, and many are incompatible.
Eventually, the state plans to tie the disparate systems together using money from a federal
bioterrorism grant, said Cheryl Starling, manager of California’s bioterrorism program. But this
could take a while. First, all California's hospitals, county dispatchers and public health offices
need to install systems, said Starling. Next, the state will work on putting smaller versions of
the computers in ambulances so that paramedics can see which emergency rooms can take
patients. Finally, if grant money is still flowing in 2007, the state will tackle the integration of
the computers at hospitals, public-health, and emergency-service agencies and ambulances to
create a giant network across the state.

Source:_http://www.contracostatimes.com/mld/cctimes/news/9601178.htm ?1c
[Return to to@

Government Sector
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Nothing to report.
[Return to to@

Emergency Services Sector

20.September 08, Federal Emergency Management Agency — Emergency supplies continue
moving into hard hit areas. The Department of Homeland Security’s Federal Emergency
Management Agency’s (FEMA) is rapidly moving personnel, equipment and supplies into
Florida to assist victims of Hurricanes Frances, while resuming recovery efforts for those
affected by Hurricane Charley. On Saturday, September 4, President Bush ordered the federal
government to provide all necessary resources and assets to aid those victimized by the second
hurricane to strike in less than a month. The President signed a disaster declaration for Florida
on August 13 in the wake of Hurricane Charley. “FEMA, its federal, state, volunteer and
private sector partners are responding to many urgent needs in the aftermath of Hurricane
Frances,” said Michael D. Brown, Under Secretary of Homeland Security for Emergency
Preparedness and Response. “We understand the needs that exist, and we are asking Floridians
to be patient and stay safe and off the roads.” FEMA's toll free registration line,
1-800-621-FEMA (3362), is operating on a continuous basis, 24 hours a day, seven days a
week until further notice.

Source:_http://www.fema.gov/news/newsrelease.fema?id=13808

21.September 08, Pasadena Citizen—Online (TX) — County to stage mock disaster drill. Harris
County, TX, participated in a mock terrorist event Wednesday and Thursday, September
8-9, to test local response times and resources in an effort to prepare the area for worst
case scenarios. Reliant Arena in Houston turned into an emergency disaster area as the
county's Homeland Security Department tested its personnel and command center's
reactions to potential terrorist events. Ellington Field participated in the drill by acting as a
distribution hub for antibiotics when a mock biochemical was released into an elementary
school. Officials reaching as far into Gov. Rick Perry's office will rate Ellington's response time
and efficiency. Ellington Field, which also serves as a U.S. Army reserve center, is under a lot
of scrutiny because officials with Ellington are attempting to convince the Homeland Security
Department to put a command center there. The southeasterly airport recently acquired more
than 2,000 military personnel, works jointly with National Aeronautics and Space
Administration (NASA) and would serve more than 100 area chemical plants, research facilities
in Galveston, the Port of Houston and Houston, the fourth largest city in the United States.
Source:_http://www.zwire.com/site/news.cfm?newsid=12850827&BRD=1574&
PAG=461&dept_id=532238&fi=6

22.September 08, San Francisco Chronicle (CA) — San Francisco begins training program for
first responders. San Francisco, CA, launched a month—long training program Tuesday,
September 7, for more than 4,000 firefighters, police officers and public health workers who
would be called to the front lines in the event of a terrorist attack in the city. The training will
focus on preventing and responding to attacks that use weapons of mass destruction ——
so—called dirty bombs containing nuclear, biological or chemical agents intended to
destroy and maim thousands of the city's residents, workers and visitors. A predawn
practice run is planned for September 26 and is to include the Coast Guard, the FBI and local
law enforcement agencies from the region. They will be responding to a simulated bioterrorism
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attack on the trans—bay BART tube between Oakland and San Francisco. The civil grand jury
issued a critical report last year in which it cast the state of emergency—preparedness training in
San Francisco as catastrophic, blasting the city for conducting too few training exercises,
relying on an outdated emergency operations plan, and failing to have enough shelters ready in
case a large segment of the population is displaced.

Source:_http://sfgate.com/cgi=bin/article.cqi?f=/c/a/2004/09/08/BAGN 68LC1S1.DTL

23.September 08, Government Accountability Office — GAO-04-1057T: Homeland Security:
Federal Leadership Needed to Facilitate Interoperable Communications Between First
Responders (Testimony). This testimony addresses issues of determining the status of
interoperable wireless communications across the nation, the potential roles that federal,
state, and local governments can play in improving these communications, and the need to
structure grant programs so that they better support public sector efforts to improve
these communications. In a recent report on interoperable communications, the Government
Accountability Office (GAO) recommended that the Secretary of the Department of Homeland
Security (1) continue to develop a nationwide database and common terminology for public
safety interoperability communications channels; (2) help states assess interoperability in
specific locations against defined requirements; (3) through federal grant awards, encourage
state action to establish and support a statewide body to develop and implement detailed
improvement plans; and (4) require that grant applications be in compliance with statewide
interoperability plans, once they are developed. Highlights:

http://www.gao.gov/highlights/d041057thigh.pdf
Source:_http://www.gao.gov/cgi—bin/getrpt?GAO-04-1057T

[Return to to@
Information Technology and Telecommunications Sector

24.September 08, Secunia — mpgl123 Mpeg Layer—2 audio decoder buffer overflow
vulnerability. A buffer overflow vulnerability exists in mpg123 version 0.59r. Successful
exploitation may allow execution of arbitrary code with the privileges of the user executing
mpg123. No vendor solution is currently available.

Source: http://secunia.com/advisories/12478/

25.September 08, Secunia — Usermin shell command injection and insecure installation
vulnerabilities. Two vulnerabilities have been reported in Usermin, where the most critical can
be exploited to permit malicious people to execute arbitrary commands with the privileges of
the Usermin user. Update to version 1.090: http://www.webmin.com/index6.html

Source:_http://secunia.com/advisories/12488/

26.September 08, Secunia — Trillian MSN module buffer overflow vulnerability. A
vulnerability exists in Trillian 0.74i, which can be exploited by malicious people to execute
arbitrary code on a compromised system. Trillian is a chat client currently supporting IRC,
AIM, ICQ, MSN Messenger, and Yahoo! Messenger. There is no solution available at this time.

Source:_http://secunia.com/advisories/12487/
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27.September 08, InformationWeek — Fewer IT workers will be hired. American employers
will hire 270,000 fewer IT workers in 2004 than they did in 2003, according to a poll of 500
hiring managers by the Information Technology Association of America (ITAA). Offshore
outsourcing is having an impact on American IT payrolls, ITAA president Harris Miller
suggests. Though the forecast is grim, IT employment rose between the first quarter of 2003
and the first quarter of 2004, albeit by only two percent. Nearly nine in 10 of those new jobs
came from buying companies, not IT vendors. Despite a general improvement in the
economy, the report states, employers remain cautious about hiring. An InformationWeek
analysis of Department of Labor data last month also showed a shrinking American IT
workforce. That analysis revealed that the number of employed IT professionals has
decreased by nearly seven percent in the past three years as IT unemployment nearly
doubled. The analysis of government data shows an IT workforce of 3.57 million Americans.
ITAA uses a broader method of calculating the IT workforce, which it says approaches 10.53

million. Report available at: http://www.itaa.org/news/pubs/product.cfm?EventID=1141
Source:_http://www.informationweek.com/story/showArticle.jhtml?artic 1eID=46802605

28.September 07, CNET News.com — Apple fixes 15 flaws in Mac OS X. Apple Computer
released an update to its Mac OS X operating system on Tuesday, September 7, to fix 15
security issues in the software. Many of the problems are flaws in the operating system's
underlying open—source software, including a critical flaw in the Kerberos authentication
system—-software that can act as a gatekeeper for computer networks. The patch is available
for Mac OS X 10.3.5 and Mac OS X 10.3.4, and also fixes issues in Mac OS X 10.2, known as
"Jaguar." The patch, available through automatic updates or from the company’s website, fixes
software flaws that could enable an attacker to crash or freeze the Apache 2 Web server, run
software by utilizing Apple's Safari Web browser or expose the password store used by the
network. Apple's advisory, with details of the update, is available at:
http://www.apple.com/support/
Source:_http://news.com.com/Apple+fixes+15+flaws+in+Mac+OS+X/2100-10
02_3-5350010.html?tag=nefd.top

29.September 07, The Associated Press — Nevadans to become first to use touch—screen voting
that produces a paper trail. In what could become a model for other states, Nevada voters
on Tuesday, September 7, became the first in the nation to cast ballots in a statewide
election on computers that printed paper records of electronic ballots. Nevada's $9.3
million voting system includes more than 2,600 computers and printers deployed in every
county. California, Washington and lllinois recently passed laws requiring a paper trail
for electronic ballots, and at least 20 others are considering similar legislation. The system
aims to address concerns that paperless touchscreen votes cannot be properly audited or
recounted. As many as 50 million Americans will cast ballots in the November presidential
election on electronic machines that do not produce a paper receipt of the vote.

Source:_http://securityfocus.com/news/9461

30.September 07, RCR Wireless News — More than 300,000 customers cut the cord. More than
300,000 customers have switched totally to wireless phone service since May 2004 with
more than a half a million customers switching since local number portability (LNP)
became available last November, according to numbers made available by the Federal
Communications Commission. The total number for mobile-to—mobile switching increased

11


http://www.itaa.org/news/pubs/product.cfm?EventID=1141
http://www.informationweek.com/story/showArticle.jhtml?articleID=46802605
http://www.apple.com/support/
http://news.com.com/Apple+fixes+15+flaws+in+Mac+OS+X/2100-1002_3-5350010.html?tag=nefd.top
http://news.com.com/Apple+fixes+15+flaws+in+Mac+OS+X/2100-1002_3-5350010.html?tag=nefd.top
http://securityfocus.com/news/9461

from 3,344,800 at the end of April to 5,402,000 at the end of July. As of the end of July,
544,000 customers had cut the cord compared with 229,300 April 30.

Source:_http://rcrnews.com/cgi=bin/news.pl?newsid=19505

31.September 07, US-CERT — US-CERT Vulnerability Notes VU#835846, VU#829422 and
VU#518782: Multiple Ethereal packet handling vulnerabilities. Several vulnerabilities exist
in the way Ethereal handles data packets. A remote, unauthenticated attacker could cause
Ethereal to crash or execute arbitrary code. Upgrade to version 0.10.5 or later:

http://www.ethereal.com/download.html
Source:_http://www.kb.cert.org/vuls

32.September 07, US-CERT — US-CERT Vulnerability Note VU#330638: KDE
DCOPServer Insecurely Creates Temporary Files. KDE DCOPServer insecurely creates and
maintains temporary files used for authentication purposes. Unauthorized local users may be
able to modify user account information and execute arbitrary commands with the privileges of
the compromised account. Apply patches for KDE 3.2.3:
ftp://ftp.kde.org/pub/kde/security _patches/post—3.2.3—-kdelibs—dcopserver.patch

Source:_http://www.kb.cert.org/vuls/id/330638

Internet Alert Dashboard

DHS/US-CERT Watch Synopsis
Over the preceding 24 hours, there has been no cyber activity which constitutg
an unusual and significant threat to Homeland Security, National Security, the
Internet, or the Nation's critical infrastructures.

U
"2

US-CERT Operations Center Synopsis: The US-CERT Operations Center
strongly encourages Windows XP users to upgrade to Service Pack 2 if they have not
already done so. SP2 offers significant protection against many of the emergeyjt
attacks that target Browser Helper Objects and Cross Domain Vulnerabilities if

Internet Explorer. See_http://www.us—cert.gov/cas/alerts/SAQ4—-243A.html for ppore
information.

Current Port Attacks

Top 10 135 (epmap), 445 (microsoft—ds), 137 (netbios—ns), 1434 (ms—sqgl{m),
Target 3632 (———), 9898 (dabber), 5554 (sasser-ftp), 3127 (mydoom), 1026
Ports (nterm), 1023 (Reserved)

Source:_http://isc.incidents.org/top10.html; Internet Storm Center
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us—cert.gov of visit
their Website: www.us—cert.qov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis [Center)
Website;_https://www.it—isac.org/.

[Return to to@

Commercial Facilities/Real Estate, Monument &lcons Sector
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33.September 09, Ukiah Daily Journal (CA) — Bomb threat at school. A bomb with a note
attached was discovered by a custodian early Tuesday, September 7, at Frank Zeek

Middle School in Ukiah, CA. The device —— a carbon dioxide cartridge with a watch wrapped
around it and wires leading from the watch into the cartridge —— had all appearances of an

actual bomb and was treated as an actual bomb, but turned out to be a convincing fake. Police
who read the attached note would not release its contents but did say the note was convincing as
well. Ukiah police and firefighters who responded to the incident at around 6:00 a.m., remained
at the taped-off scene until after a bomb technician with the California Department of Forestry

and Fire Protection, arrived and determined the bomb was inactive.
Source:_http://www.ukiahdailyjournal.com/Stories/0,1413,91~3089~2388 061,00.html

[Return to to@
General Sector

Nothing to report.
[Return to to@

DHS/IAIP Products &Contact Information

The Department of Homeland Security's Information Analysis and Infrastructure Protection (IAIP) serves as a national critical
infrastructure threat assessment, warning, vulnerability entity. The IAIP provides a range of bulletins and advisories of interest to
information system security and professionals and those involved in protecting public and private infrastructures. By visiting the
IAIP Web page (http://www.nipc.gov), one can quickly access any of the following DHS/IAIP products:

DHSI/IAIP Alerts — Advisories and Information Bulletins: DHS/IAIP produces two levels of

significant, credible, timely, and that addresses cyber and/or infrastructure dimensions with
significant impact.

DHS/IAIP Daily Open Source Infrastructure Reports — The DHS/IAIP Daily Open Source
Infrastructure Report is a daily [Monday through Friday] summary and assessment of open-
published information concerning significant critical infrastructure issues.

DHS/IAIP Daily Reports Archive — Access past DHS/IAIP Daily Open Source Infrastructure
Reports.

DHS/IAIP Daily Open Source Infrastructure Report Contact Information

Content and Suagestions: Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the
99 : DHS/IAIP Daily Report Team at (703) 883-3644.

Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the
Subscription and Distribution Information: DHS/IAIP Daily Report Team at (703) 883—-3644 for more

information.

Contact DHS/IAIP

infrastructure warnings. Collectively, these threat warning products will be based on materig| that is

possibly

source
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To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us—cert.gpv or
visit their Web page at www.us—cert.gov.

DHS/IAIP Disclaimer

The DHS/IAIP Daily Open Source Infrastructure Report is an internal DHS/IAIP tool intended to serve the
informational needs of DHS/IAIP personnel and other interested staff. Further reproduction or redistribution foq private
use or gain is subject to original copyright restrictions of the content. The IAIP provides no warranty of ownership of
the copyright, or of accuracy in respect of the original source material.
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