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	Daily Overview 

· The North American Electric Reliability Council has issued its 2004 Long-Term Reliability Assessment, a report which assesses long-term electricity supply and demand and transmission reliability through 2013, and discusses key issues and trends affecting the reliability of future electric supply and transmission systems.  (See item 2)

· The Government Accountability Office has issued a report entitled “Information Technology: Foundational Steps Being Taken to Make Needed FBI Systems Modernization Management Improvements” which addresses how the bureau can better manage its systems modernization risks.  (See item 28)

DHS/IAIP Update Fast Jump
Production Industries: Energy; Chemical Industry and Hazardous Materials; Defense Industrial Base
Service Industries: Banking and Finance; Transportation; Postal and Shipping
Sustenance and Health: Agriculture; Food; Water; Public Health
Federal and State: Government; Emergency Services
IT and Cyber: Information Technology and Telecommunications; Internet Alert Dashboard
Other: Commercial Facilities/Real Estate, Monument & Icons; General; DHS/IAIP Web Information

Energy Sector 
Current Electricity Sector Threat Alert Levels: Physical: Elevated, Cyber: Elevated
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - http://esisac.com]
1.

September 13, Dow Jones Newswires — US drilling capacity strained. Despite the number of oil drilling rigs in the U.S. approaching the highest levels seen since the energy crisis more than two decades ago, gas production is still falling. Analysts say that the drilling industry is approaching its capacity limits, a fact that could start to make exploring for and buying gas a lot more expensive. During the 1970s oil crisis, the number of land rigs in North America rose to roughly 5,000 according to Jim Rollyson, an oil field services analyst at Raymond James, but most of those became inactive by the early 1980s and were cannibalized for spare parts over the years. With few rigs having been built and many rigs partly disassembled and requiring at least $1 million apiece to be brought back into service, most firms have little left in reserve. According to equipment firm Reed Hycalog, which conducts an annual census of land rigs, there are now between 1,450 and 1,475 rigs available for immediate service, putting capacity utilization at around 75%. This is starting to push up costs for exploration and production companies, as a few companies hold extra rigs back in reserve in order to buoy prices, and most others are running near full capacity. Another factor pushing up costs and limiting the number of rigs that can be quickly added is a shortage of skilled personnel to operate the equipment.
Source: http://money.iwon.com/jsp/nw/nwdt_rt.jsp?cat=USMARKET&src=70 4&feed=dji&section=news&news_id=dji-00078220040910&date=2004 0910&alias=/alias/money/cm/nw
2.

September 10, North American Electric Reliability Council — Long-term reliability assessment for electricity supply. The North American Electric Reliability Council (NERC) has issued its 2004 Long-Term Reliability Assessment. The report assesses long-term electricity supply and demand and transmission reliability through 2013, and discusses key issues and trends affecting the reliability of future electric supply and transmission systems. According to the report, electricity demand is expected to grow by about 69,000 Megawatts (MW) over the next five years. Resource adequacy in the longer term is more uncertain, but is expected to be satisfactory if current trends continue. More than 10,275 miles of new transmission are proposed to be added over the 2004–2013 timeframe. This represents a 4.9 percent increase in the total amount of installed transmission in North America over the assessment period. Although the transmission system is expected to operate reliably throughout North America, some portions of the grid will not be able to support all desired electricity market transactions. Some well-known transmission constraints are recurring, while new constraints appear as electricity flow patterns change. Most NERC regions do not anticipate any problems with fuel supplies for the assessment period. However, the industry’s growing dependence upon natural gas as a primary fuel for new power plants is noted as an emerging area of concern. Report: ftp://www.nerc.com/pub/sys/all_updl/docs/pubs/LTRA2004.pdf
Source: http://www.nerc.com/~filez/rasreports.html

[Return to top]

Chemical Industry and Hazardous Materials Sector 

Nothing to report.
[Return to top]

Defense Industrial Base Sector 
3.

September 10, Federal Computer Week — DoD increases RFID use. The Army more than doubled the ceiling of its smart radio-frequency identification (RFID) contract with a contractor to $207 million from $90 million to support shipments of supplies and equipment to the Central Command's area of operations. Also, officials at the Army Automatic Identification Technology (AIT) Office are evaluating responses to a request for bids to supply passive RFID tags and readers. The equipment would be used for a massive Department of Defense (DoD) project to identify all cases and shipping pallets with passive RFID tags starting in January 2005. As the target date approaches for suppliers to use batteryless RFID passive tags, which have a range of about three feet, officials at the AIT office are evaluating responses to their request for information for broad purchase agreements, which will cover the acquisition of passive tags and readers to track all purchases through DoD's supply chain. In a briefing last year, Alan Estevez, assistant deputy undersecretary of Defense for supply chain integration, said passive RFID tags eventually will be used to track 45 million line items from supplier to military depots and then to end users.
Source: http://www.fcw.com/fcw/articles/2004/0906/web-rfid-09-10-04. asp
4.

September 07, Sandia National Laboratories — Sandia helps Navy in shaping future of aircraft carrier operations. Researchers at the National Nuclear Security Administration’s Sandia National Laboratories are helping the U.S. Navy create the next generation of aircraft carriers by reviewing and analyzing current Carrier Air Wing flight operations, maintenance, and support functions. The primary goal of Sandia’s project is to assist the Navy in achieving manpower reductions of at least 10 to 30 percent while increasing the amount of technology on board an aircraft carrier to reduce the overall workload per sailor. The first phase of the project is a four-month evaluation of current Navy air wing operations, structure, and improvement alternatives. The second is a six-month phase in which Sandia will conduct an in-depth analysis of the alternatives established during the evaluation. Sandia is assisting with the Navy’s CVN 21 program that is being carried out to develop the next-generation aircraft carrier. The actual carrier that will result in 2013 or 2014 will be designated as the CVN 78, the Navy’s 78th aircraft carrier.
Source: http://www.sandia.gov/news-center/news-releases/2004/other/s nl-navy-aid.html

[Return to top]

Banking and Finance Sector 
5.

September 10, Associated Press — Londoner admits money laundering in NJ missile plot. A London, UK-based financial manager admitted on Friday, September 10, that he helped wire money to a man charged with trying to smuggle shoulder-mounted missiles into the United States. Mathena Raja pleaded guilty in federal court to a single count of money laundering. Prosecutors said that between October 2002 and March 2003, Raja aided in the transfer of $86,500 cash from the United States offshore for what he knew was an illegal purpose. In October 2002, prosecutors said, Raja arranged for a $30,000 transfer from the U.S. to the main defendant in the missile smuggling case, Hemant Lakhani, of London. Prosecutors said Raja arranged for a second transfer, of $56,000, on March 4, 2003. Raja's lawyer, Paul Brickfield, said his client was not a terrorist, but merely a businessman who used bad judgment. Brickfield noted that his client did not admit to a terrorism charge, and said Raja was a "born-again Christian" who harbored no ill will toward the United States. Lakhani is charged with trying to smuggle 50 shoulder-fired missiles into the United States soon after securing one of the weapons. The suppliers of the weapon, which was inoperable, and the purported purchasers, were federal undercover agents.
Source: http://www.thnt.com/thnt/story/0,21282,1047547,00.html
6.

September 10, In Business Las Vegas — Regulators warn bankers of terrorism risk. At a recent conference for banking executives in Las Vegas, NV, federal banking regulators warned that the city and its banking and financial systems are a possible target for terrorists "because of its high visibility," said Sandra Thompson, deputy director of Federal Deposit Insurance Corp. Division of Supervision and Consumer Protection. Terrorist activity, however, can take a variety of forms. While the most high-profile concerns are given to violent acts, terrorism can be more subtle, she said. Identity theft is now considered the fastest growing financial crime, and other activities, such as "phishing" for financial information through bogus e-mails, also pose a significant threat to consumers, she said. Combating the risks, the regulators agreed, will not be easy. The one continuous thread in protecting financial systems around the country appears to be communication. John Fowler, a senior vice president with Northern Trust bank in Chicago, IL, said his bank has been a part of ChicagoFIRST, a partnership between government entities and financial companies to share information and plan for possible attacks.
Source: http://www.inbusinesslasvegas.com/2004/09/10/feature3.html
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Transportation Sector 
7.

September 09, Associated Press — TSA to reimburse 15,000 airline passengers for bag claims. The Transportation Security Administration (TSA) said Friday, September 10, that it will pay an average of $110 each to 15,000 airline passengers who claim their possessions were lost, stolen or damaged when their bags were screened for bombs and weapons. The TSA began inspecting all checked bags at the end of 2002, a security measure ordered by Congress after the September 11, 2001 terrorist attacks. The requirement created a new chain of custody for checked bags that goes from the airline to the TSA back to the airline. Previously, the airlines had sole responsibility for bags once they were checked. TSA settled 1,800 claims in the last 22 months. Now it will pay a total of $1.5 million to another 15,000 travelers, out of 18,000 whose claims have been settled. Two dozen screeners in New York, New Orleans, Detroit, Spokane, WA, and Ft. Lauderdale, FL, have been charged with stealing from checked bags. Lost, stolen or damaged items include watches, jewelry, suits, prescription drugs, computers, cash and underwear. 
Source: http://www.usatoday.com/travel/news/2004-09-10-luggage-reimb ursement_x.htm
8.

September 09, CNN — New airport device detects bomb residue. Airport security officials unveiled a new scanning device Thursday, September 9, that can detect traces of substances used in making bombs. The prototype machine being tested at Reagan Washington National Airport is based on existing units that involve a tedious method using cotton swabs, wiping sticks and a testing chamber to detect chemicals that could be used as explosives. The new machine has been outfitted with a small platform where security workers rub a document such as a boarding pass, a passport or a driver's license. The little platform then moves automatically into the test chamber, where tiny particles would quickly set off an alarm. Pat Hynes, the airport's federal security director, said such particles would stay on a person's hands for a significant amount of time and probably would be transferred onto such documents. He noted, however, that there would be times when the machine goes off and a person has a good explanation for such exposure to what the called "a very wide range spectrum of components." The source that triggers the alert would then be discussed through questioning with the passenger. Three machines will be installed by the end of the month at New York's Kennedy International Airport, Chicago's O'Hare International in Illinois and Los Angeles International in California. 
Source: http://www.cnn.com/2004/TRAVEL/09/09/airports.bomb.detection /index.html

[Return to top]

Postal and Shipping Sector 
9.

September 10, Reno Gazette-Journal (NV) — Tainted mail sent to governors. Nevada Governor Kenny Guinn on Friday, September 10, became one of at least 15 governors to receive a rigged envelope in the mail that, when opened, causes a match to ignite. Federal and state investigators continued to question Nevada prison inmates about the envelopes because the return addresses were from inmates at the maximum-security Ely State Prison. There were no reports of injuries from the letters that began arriving Thursday, September 9. Besides Nevada and Massachusetts, the rigged envelopes were sent to the governors of Montana, Idaho, Nebraska, Washington, Utah, Texas, Oregon, New York, Colorado, Wyoming, Hawaii, Arizona, and Vermont. Nevada Corrections Director Jackie Crawford also received one of the letters. "Right now, we don’t know if inmates were involved," said Fritz Schlottman, administrator for the Nevada Corrections Department Offender Management Division. Inmates’ names appeared on the letters, but that doesn’t necessarily mean they were sent from the prison. Agencies investigating the rigged envelopes include the FBI, the Bureau of Alcohol, Tobacco, Firearms and Explosives, and the U.S. Department of Homeland Security, which alerted governors around the nation to be on the lookout.
Source: http://www.rgj.com/news/stories/html/2004/09/10/80132.php?sp 1=rgj&sp2=News&sp3=Local+News&sp5=RGJ.com&sp6=news&sp7=local _news
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Agriculture Sector 
10.

September 10, Grand Island Independent (NE) — Animal identification program approved. Nebraska's animal identification system was approved Thursday, September 9, by the U.S. Department of Agriculture's (USDA) Animal and Plant Health Inspection Service, said Governor Mike Johanns. Johanns said the premise identification system is one part of an overall livestock identification and tracking system that will be used to trace animals in the event of a disease outbreak or terrorism act. The Nebraska Department of Agriculture (NDA) expects to begin registering livestock premises soon. Nebraska Animal Verification Enhancement (NAVE) is a computerized livestock premises registration system designed by the Nebraska Department of Agriculture that records locations where animals live or will live. Greg Ibach, assistant director of the Nebraska Department of Agriculture, said with USDA approval, the state can now begin using the software system it developed to register livestock producers and issue them premises ID numbers.
Source: http://www.theindependent.com/stories/091004/new_animalid10. shtml
11.

September 10, Enterprise (MA) — Tests confirm EEE in horse. Lab tests Thursday, September 9, confirm a Belgian draft horse from Middleboro, MA, was infected with eastern equine encephalitis (EEE). The horse was euthanized at Rochester Equine Clinic in New Hampshire on Monday, September 6, according to Michael Cahill of the Massachusetts Bureau of Animal Health. The brain tissue was shipped overnight to the National Veterinarian Lab. EEE is a rare infection of the brain and can be transmitted to humans by bites from infected mosquitoes. The horse is the second in the state to die from EEE this year. Ralph Timperi, director of the Massachusetts Laboratory Institute in Jamaica Plain, said the first fatal case this year of EEE in a horse occurred in a stable in Walpole.
Source: http://enterprise.southofboston.com/articles/2004/09/10/news /news/news06.txt
12.

September 09, Bloomberg — Brazil loses 4.5 million tons of soybeans to rust. Brazil, the world's second-largest soybean producer, estimated it lost the equivalent of nine percent of its crop this year to Asian rust blight, a two billion dollar loss. The losses, which were in line with government forecasts in April, helped reduce the country's soybean harvest to 49.8 million tons from 52 million tons in the 2003 crop year. Brazilian farmers probably will lose more crop to Asian rust this year and the cost of spraying soybeans with fungicides is likely to drive up expenses by a fifth, cutting into profit, said Flavio Franca, analyst at Editora Safras Ltda., a Porto Alegre, Brazil, agribusiness consulting firm. Even so, the government forecasts the soybean harvest may rise to a record 60 million tons next year as farmers plant more crops. Asian rust killed crops in 10 Brazilian states this year, and the government formed a task force to study how to reduce losses during the 2005 harvest.
Source: http://quote.bloomberg.com/apps/news?pid=10000086&sid=aWYTSR y24Z.4&refer=latin_america
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Food Sector 
13.

September 10, Dow Jones Newswires — Japan to limit beef imports. Japan will limit the type of beef products it consents to import to those made from cows aged 20 months or younger, without demanding those cows be tested for bovine spongiform encephalopathy (BSE), Kyodo News reported, citing Japan's agriculture minister. "We will not drop the condition that (other countries) apply the same treatment as that levied domestically" even if the government eases its stance on blanket testing for the disease in line with a recommendation by the Food Safety Commission, Agriculture, Forestry and Fisheries Minister Yoshiyuki Kamei told a news conference. "We have to demand that (foreign governments) adopt an equivalent stance," he said. The recommendation referred to the difficulty of detecting BSE in cows aged 20 months or younger using the current BSE testing methods, effectively calling on the government to exclude such cows from testing in a move deemed as tilting toward restarting U.S. beef imports. Kamei's remarks amounted to rejecting a U.S. request that Japan remove cows aged 24 months and younger from the BSE testing requirement.
Source: http://www.agprofessional.com/show_story.php?id=27294
14.

September 10, Washington Post — Incident pits anti-terror tactics vs. free flow of trade. About one million Argentine lemons -- which the U.S. Coast Guard intercepted aboard a New Jersey-bound container ship after an anonymous e-mail alleged that they were laced with a biological agent -- were incinerated last month. The Coast Guard interdicted the ship, carrying the $70,000 worth of lemons and millions of dollars worth of other goods as well, and held it 11 miles offshore for a week. The five containers holding the lemons were frozen to dampen the spread of any potential toxins, and examined to see whether they were leaking anything dangerous. Tests of the lemons were negative, but once the ship was allowed to dock, U.S. officials ordered the lemons destroyed. Ricardo Martin, the Buenos Aires fruit exporter who shipped the lemons to a buyer in Montreal, wonders about the broader implications for global commerce. "You know, this could be a new way to harm your competitors," Martin said.
Source: http://www.washingtonpost.com/wp-dyn/articles/A9676-2004Sep9 .html
15.

September 10, Associated Press — Beverages recalled. California Natural Products has recalled 11 beverages distributed nationwide because a processing failure could lead to contamination with harmful microorganisms, the company said. The Lathrop, CA, company said Thursday, September 9, that no harmful organisms were detected in the 60 samples tested, and no illnesses had been reported by consumers. The company did receive complaints about product spoilage. The company said it is taking steps to correct the problem. The products being recalled include certain lots of three Blue Diamond products, five Imagine Foods products and three White Wave Silk Soy Milks products.
Source: http://biz.yahoo.com/ap/040910/recall_beverages_1.html
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Water Sector 
16.

September 10, Associated Press — Water robotics. A research team led by Carnegie Mellon engineering assistant professor Metin Sitti has built a tiny robot that can walk on water, much like insects known as water skimmers. Although it's only a basic prototype, Sitti and other researchers imagine that his water-skimming robot could be used on any still water. With a chemical sensor, it could monitor water supplies for contamination or other toxins; with a camera it could be a spy or an explorer; with a net or a boom, it could skim contaminants off the top of water. For now, Sitti's robot is little more than a half-inch boxy-body made from carbon fibers and eight, two-inch steel-wire legs coated with a water-repelling plastic. Sitti's robot weighs about a gram, or half of a dime. And so far, it's cheap. Sitti estimates his spartan prototype cost about $10 in materials to make.
Source: http://www.usatoday.com/tech/news/techinnovations/2004-09-10 -robot-waterskates_x.htm

[Return to top]

Public Health Sector 
17.

September 10, Chicago Sun Times — Whooping cough outbreak. An outbreak of whooping cough has spread to five Chicago-area counties, Illinois health officials said Thursday, September 9. Since April 1, 362 cases have been reported, including 133 in McHenry County, 102 in Cook, 57 in Lake, 51 in Kane, and 19 in Will. About 80 percent of the patients in the outbreak are between 10 and 15. Most children get the recommended five whooping cough shots by age six, but the vaccine wears off after five to 10 years. GlaxoSmithKline is seeking approval of a vaccine booster that would be combined with the tetanus-diphtheria booster and be given between ages 10 and 18. About 10,000 cases were reported last year in the U.S., a 10-fold increase from 1976. At least part of the increase may be due to better reporting. It's also possible more bacteria are circulating.
Source: http://www.suntimes.com/output/health/cst-nws-whoop10.html
18.

September 10, Agence France Presse — AIDS and security. AIDS is an enduring threat to world security, which is helping to pitch fragile, HIV-ravaged countries into turmoil and war, and create potential havens for terrorists, a London conference has been told. Experts fear for several nations in southern Africa, where millions of adults have been infected by HIV. Their early death will inflict crippling blows to their national economies and social fabric, furthering the potential for civic unrest and friction with neighbors. "HIV/AIDS does not by itself cause wars and insurgencies, but it is severely destabilizing in several ways," Joep Lange, a University of Amsterdam professor, said. "South Africa, Botswana, and Swaziland will be potential basket cases if they don't act, and in the case of Botswana, if it doesn't act, it will cease to exist." Lange says countries whose economies, social cohesion, and government have collapsed because of AIDS "can strike at the security of the international system." He says they can plunge into civil war, ignite regional conflicts or become boltholes for terrorists. The two-day overview in London on the world's AIDS crisis is being staged by the Royal Society of Medicine and the U.S. National Institutes of Health.
Source: http://www.abc.net.au/news/newsitems/200409/s1196037.htm
19.

September 10, DOE/Lawrence Livermore National Laboratory — Missing genes may help explain why plague bacteria are so deadly. By comparing the genome of the plague bacillus, Yersinia pestis, with the almost-identical DNA sequence of Yersinia pseudotuberculosis, an international team led by researchers at Lawrence Livermore National Laboratory (LLNL) has found that several hundred genes that apparently were inactivated as the plague bacterium evolved may be largely responsible for its virulence. In a report published in the Proceedings of the National Academy of Sciences, the researchers said the "massive gene loss" and DNA rearrangements that occurred as Y. pestis evolved "provide a sobering example of how a highly virulent epidemic (pathogen) can suddenly emerge from a less virulent, closely related progenitor." Knowledge of the genetic factors that contribute to the plague bacteria's virulence could aid researchers in developing better ways to detect, prevent, and treat the disease. The LLNL research, conducted in conjunction with the Yersinia Research Unit of the Institut Pasteur in Paris and several other organizations, suggests that natural selection may have led to the inactivation of genes in Y. pestis that tended to suppress its lethality, possibly giving it an evolutionary leg up on its more benign cousins. The disease has long been considered a prime candidate for bioterrorism because of its extreme virulence and its potential to be spread through the air as well as by infected fleas.
Source: http://www.eurekalert.org/pub_releases/2004-09/dlnl-mgm09090 4.php
20.

September 10, Associated Press — Panel urges sharing of data. The value of freely sharing data on dangerous germs so vaccines and treatments can be developed outweighs the danger that bioterrorists may use the information to do harm, a scientific panel concluded Thursday, September 9. Scientists and policy-makers have struggled to balance the needs of researchers for all available information with worries their work might somehow be turned against the public. A committee convened by the National Research Council concluded that allowing scientists and the public full access to genome data on germs should continue. The committee did suggest creation of an advisory board to review future research and report on any security implications. Under current law, almost all genome data produced in federally funded research has to be made public. Some federal agencies had raised concerns that, by using that data on pathogens, terrorists might be able to engineer even deadlier versions of diseases. Those agencies asked the council, an arm of the National Academy of Sciences, advise them about whether the material should continue to be made public.
Source: http://www.nola.com/newsflash/national/index.ssf?/base/natio nal-2/1094821166217731.xml&storylist=national
21.

September 09, Associated Press — Man in Thailand dies of bird flu. A man in Thailand has died of bird flu, the first human casualty in the country since the disease re-emerged in Asia in July, officials said Thursday, September 9. Tests confirmed that the death on Wednesday, September 8, of an 18-year-old man in Prachinburi province was caused by the H5N1 bird flu virus, said Charal Trinvuthipong, director-general of the Health Ministry's Department of Communicable Disease Control. "This case is not unexpected," Kumara Rai, the acting World Health Organization (WHO) representative to Thailand, told The Associated Press. "As the WHO has been reminding its member countries, as long as the virus is circulated by birds it is a matter of time before a human is infected." The victim, who raised fighting cocks, was admitted to a hospital in Prachinburi, 60 miles northeast of Bangkok, on September 4, four days after falling ill. The death raised the number of people killed by avian influenza in Thailand this year to nine and in Asia to 28. Eight people died in Thailand and 16 in Vietnam in the first outbreak in January, which devastated poultry stocks and led authorities to cull tens of millions of birds. The disease re-emerged in July and claimed three more lives in Vietnam.
Source: http://www.kansas.com/mld/kansas/9618837.htm
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Government Sector 

Nothing to report.
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Emergency Services Sector 
22.

September 12, Associated Press — Personnel, training top Michigan's homeland security needs. Michigan State Police First Lt. Shawn Stallworth can send a robot to investigate a bomb threat scene or a disaster area to let officers know what they're up against before they advance. The police also have a helicopter that can beam live images of a natural or man-made disaster back to decision-makers planning a tactical strike or an evacuation route. They soon could have a "smart truck" that can be outfitted with chemical weapon detectors, lasers and wireless communication equipment to track and strike suspected terrorists. But Michigan's homeland security program doesn't have much money to hire people or train them to use the counterterrorism equipment. "I can't give an exact dollar figure on what we need," said Col. Tadarial Sturdivant, director of the Michigan State Police and the state's homeland security efforts. State police highlighted their homeland security program for the media last week during a demonstration at the state's Emergency Operations Center. Thanks largely to federal homeland security funding, Michigan has made strides with new disaster response and anti-terrorism equipment. The focus has been on preparing first responders, primarily police and fire departments, to quickly deal with possible terrorist events. 
Source: http://www.mlive.com/newsflash/business/index.ssf?/base/news -18/1094993041283841.xml&storylist=mibusiness
23.

September 10, Daily Republic (CA) — Solano County now better prepared for a disaster. Solano County, CA, has a list of possible targets for terrorist attacks, ranging from gas pipelines to Interstate 80 overpasses. Police keep a closer eye on these, particularly if information about a possible terrorist threat is sent down from the federal government. They say the county's public safety agencies are more aware of what they are up against and they are more prepared to deal with such a horror if it should happen. Solano County now has a mobile field force made up of about 60 police officers, picked from the county's different departments, who can be called to deal with any terrorist event. There is also a County Terrorism Working Group, which put on several countywide exercises to test Solano's ability to handle large casualty disasters and work out what can be improved. The county is also very close to finally fielding the Solano County Hazardous Materials Team, comprised of public safety personnel from throughout the county who can deal with chemical or biological threats. 
Source: http://www.dailyrepublic.com/articles/2004/09/11/news/news2. txt
24.

September 10, Times Argus (VT) — Schools in Vermont taking world lessons seriously. For some school and emergency officials in Vermont, the recent horrific school incident in Russia confirms the need for their latest security project, a comprehensive rewrite of crisis-management plans in schools. The Legislature in 2003 passed a law expanding the requirements for schools' emergency preparedness plans. "It's not just about fire drills anymore," said Winton Goodrich, executive director of the Vermont School Boards Association. "What's now in place is a formula for school districts to work with emergency service providers to do response training to clear halls, secure the building or evacuate the school." Goodrich said in addition to the drafting of a model policy, sent by the Department of Education to every school in the state, the department sends out a training DVD. In the video, advisors recommend resolutions to scenarios ranging from a student wielding a knife in a hallway to an irate noncustodial parent coming to school to take a child. Though the video doesn't directly address the possibility of a terrorist attack, Goodrich said the emergency preparation protocol covers everything from bio-terrorism to kidnapping. 
Source: http://www.timesargus.com/apps/pbcs.dll/article?AID=/2004091 1/NEWS/409110361/1002
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Information Technology and Telecommunications Sector 
25.

September 10, Washington Post — Government hungry for TV's airwaves. Federal regulators are stepping up their pressure on television stations to give up billions of dollars worth of airwaves in major markets around the country, saying the spectrum is urgently needed by local public safety officials. Seizing on a conclusion of the 9/11 Commission Report that emergency communications were crippled by the sudden spike in cell phone calls, Congress and the Federal Communications Commission are using the limits of the nation's emergency communications system to try to kick-start the process of converting television broadcasters from analog signals to digital ones. The conversion would free large segments of the broadcast spectrum for emergency services in major metropolitan areas. Broadcasters say that millions of viewers who don't own digital television sets would lose access to free broadcast service if the analog channels are reclaimed too soon. Technology companies are also eager to acquire the airwaves, most of which are expected to be sold at a government auction. The analog spectrum is worth an estimated $70 billion.
Source: http://www.washingtonpost.com/wp-dyn/articles/A9785-2004Sep9 .html
26.

September 10, Computerworld — Florida IT shops suffer minimal disruptions from Hurricane Frances, but learn lessons. Most Florida-area data centers were spared major damage, suffering mainly from power disruptions that led them to use diesel generators to keep IT operations running. While precautionary measures helped to minimalize damage, IT managers also learned lessons for the future. The University of Miami in Coral Gables, FL now plans an off-site backup for a server-based self-service and security system that permits students, faculty and staff to pay for meals and gain access to various buildings. Bacardi U.S.A. Inc. transferred IT operations to a computer center it runs in Puerto Rico and suffered no damage, said Doug Watson, director of IT for the Americas. Still, with two of the company's four data centers located in Miami and Jacksonville, Watson plans to re-evaluate his organization's disaster preparedness plans, including alternatives such as having the company's Mexico City data center serve as a backup site. Lakeland Regional Medical Center, in Lakeland, FL sent a set of backup storage tapes to a data center in Philadelphia. Lockheed Martin Enterprise Information Systems in Orlando, which handles 3,500 support calls a day, rerouted calls to Denver, CO, over the Labor Day weekend.
Source: http://www.computerworld.com/securitytopics/security/recover y/story/0,10801,95807,00.html
27.

September 10, TechWeb.com — Net-security appliances are growing in popularity. According to reports by In-Stat/MDR and IDC, there was dramatic growth in firewall/VPN and secure content management (SCM) security appliance market during 2003. IDC research manager Brian Burke said that new documented risks to corporate messaging systems are emerging every day, contributing to the surge of interest in appliances. Following the recommendation of most security experts, the In-Stat/MDR research revealed that enterprises are moving away from standalone perimeter firewall architectures to layered security approaches. In this model, departments and branch-office locations are deploying "low-end and small-medium business-level" products as part of the overall enterprise strategy. In-Stat also notes that security features are migrating to routers, gateways, switches, and other devices. This trend, however, hasn't slowed the introduction of new or enhanced appliances. Also, the General Services Administration (GSA) last week added a firm that markets firewall/VPN security appliances to its GSA schedule—opening the door for other agencies to acquire and implement network-security appliances. More information on these studies is available at http://www.instat.com/press.asp?ID=1079&sku=IN0401357LN and http://www.idc.com/getdoc.jsp?containerId=pr2003_12_15_10442 9
Source: http://www.techweb.com/tech/networking/showArticle.jhtml;jse ssionid=G11Y0KIFEHVAAQSNDBCSKHY?articleId=47101948&site_sect ion=700030
28.

September 10, Government Accountability Office — GAO-04-842: Information Technology: Foundational Steps Being Taken to Make Needed FBI Systems Modernization Management (Report) Improvements (Report). Although improvements are under way and planned, the FBI does not currently have an integrated plan for modernizing its IT systems. To help the bureau better manage its systems modernization risks, The Government Accountability Office (GAO) made several recommendations to the Director, including that the FBI limit its nearterm investments in IT systems until the bureau develops an integrated systems modernization plan and effective policies and procedures for systems acquisition and investment management. GAO also recommends that the Director provide the Chief Information Officer (CIO) with the responsibility and authority to effectively manage IT across the bureau. In the FBI’s written comments on a draft of this report, the bureau agreed that steps are being taken to lay the foundation for improving IT operations, and that much work remains to institutionalize IT management improvements. The FBI also described recent actions and plans to address GAO's recommendations. Highlights: http://www.gao.gov/highlights/d04842high.pdf
Source: http://www.gao.gov/cgi-bin/getrpt?GAO-04-842
29.

September 09, US-CERT — US-CERT Vulnerability Note VU#704110: Apple Mac OS X CoreFoundation CFPlugIn facilities automatically load plug-in executables. There is a vulnerability in the Mac OS X CoreFoundation framework that could allow a local attacker to gain elevated privileges. Original advisory and patch information available at: http://docs.info.apple.com/article.html?artnum=61798
Source: http://www.kb.cert.org/vuls/id/704110
30.

September 09, US-CERT — US-CERT Vulnerability Note VU#545446: Apple Mac OS X CoreFoundation contains a buffer overflow vulnerability. There is a buffer overflow vulnerability in the Mac OS X CoreFoundation framework that could allow a local attacker to execute arbitrary code. Original advisory and patch information available at: http://docs.info.apple.com/article.html?artnum=61798
Source: http://www.kb.cert.org/vuls/id/545446
31.

September 09, internetnews.com — FCC says broadband use has tripled. Despite being ranked eleventh in the world in broadband penetration, the United States is rolling out high-speed services on a "reasonable and timely basis to all Americans," according to a new report narrowly approved last week by the Federal Communications Commission (FCC). According to the report, the number of broadband Internet subscribers in the U.S. has tripled since 2001 - from 9.6 million in 2001 to 28 million in December 2003. Cable is the preferred broadband medium, with 75 percent of the market, compared to DSL with 15 percent. In its fourth annual report to Congress on broadband deployment, the FCC said the United States ranks number one in the world with 28 million subscribers, followed by the European Union (23 million), Japan (14 million), China (12 million), South Korea (11 million) and Canada (4.5 million). But in terms of residential broadband penetration -- the number of subscribers per 100 people -- the United States with its 6.9 subscribers per 100 residents ranks behind 10 other countries. South Korea is the global leader with 21.3 subscribers per 100 people. The report is available at http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-04-208 A1.pdf
Source: http://www.internetnews.com/infra/article.php/3406121
32.

September 09, CNET News.com — FCC frees up spectrum for 3G. Federal telephone regulators on Thursday, September 9, set aside more spectrum for third-generation (3G) cell phone calls and other advanced wireless services, in a move to spur broadband adoption in the United States. The Federal Communications Commission has allocated an additional 20 megahertz previously used by unlicensed personal communications services and mobile satellite service. The plan may face criticism from companies that use neighboring bandwidth, such as satellite service providers and cellular carriers, who have expressed concern that it could cause interference. Wireless technology is shaping up as a major alternative to wired connections for the delivery of broadband service in dense urban areas or remote places where the terrain makes it expensive to lay wires and cables. Commercial use of the extra spectrum is likely still many months off, however.
Source: http://news.zdnet.com/2100-9584-5360496.html
Internet Alert Dashboard
DHS/US-CERT Watch Synopsis
Over the preceding 24 hours, there has been no cyber activity which constitutes an unusual and significant threat to Homeland Security, National Security, the Internet, or the Nation's critical infrastructures. 

US-CERT Operations Center Synopsis: The US-CERT Operations Center strongly encourages Windows XP users to upgrade to Service Pack 2 if they have not already done so. SP2 offers significant protection against many of the emergent attacks that target Browser Helper Objects and Cross Domain Vulnerabilities in Internet Explorer. See http://www.us-cert.gov/cas/alerts/SA04-243A.html for more information.

Current Port Attacks
Top 10 Target Ports

135 (epmap), 445 (microsoft-ds), 137 (netbios-ns), 1433 (ms-sql-s), 1434 (ms-sql-m), 8000 (irdmi), 80 (www), 9898 (dabber), 1026 (nterm), 5554 (sasser-ftp)
Source: http://isc.incidents.org/top10.html; Internet Storm Center
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit their Website: www.us-cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) Website: https://www.it-isac.org/. 
[Return to top]

Commercial Facilities/Real Estate, Monument & Icons Sector 
33.

September 12, Seattle Times (WA) — Federal Way mall evacuated after bomb threat. The Commons at Federal Way mall, formerly known as SeaTac Mall, was evacuated Saturday, September 11, after King County, WA, sheriff's dispatchers received a bomb threat. A caller notified law enforcement at about 3:20 p.m. that a bomb inside the mall would be detonated an hour later. Shoppers and employees were evacuated, said Gary Martindale, The Commons' general manager. Law-enforcement officers searched the mall, but nothing was found and the mall reopened at 6:20 p.m. "If it hadn't been 9/11, and they hadn't given a specific time, we probably would have gone a different route," Martindale said. Martindale said the mall was full at the time, but he didn't know exactly how many people were evacuated.
Source: http://seattletimes.nwsource.com/html/localnews/2002033464_d ige12m.html

[Return to top]

General Sector 

Nothing to report.
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DHS/IAIP Products & Contact Information
The Department of Homeland Security's Information Analysis and Infrastructure Protection (IAIP) serves as a national critical infrastructure threat assessment, warning, vulnerability entity. The IAIP provides a range of bulletins and advisories of interest to information system security and professionals and those involved in protecting public and private infrastructures. By visiting the IAIP Web page (http://www.nipc.gov), one can quickly access any of the following DHS/IAIP products: 
DHS/IAIP Alerts - Advisories and Information Bulletins: DHS/IAIP produces two levels of infrastructure warnings. Collectively, these threat warning products will be based on material that is significant, credible, timely, and that addresses cyber and/or infrastructure dimensions with possibly significant impact. 

DHS/IAIP Daily Open Source Infrastructure Reports - The DHS/IAIP Daily Open Source Infrastructure Report is a daily [Monday through Friday] summary and assessment of open-source published information concerning significant critical infrastructure issues. 

DHS/IAIP Daily Reports Archive - Access past DHS/IAIP Daily Open Source Infrastructure Reports. 

DHS/IAIP Daily Open Source Infrastructure Report Contact Information
Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS/IAIP Daily Report Team at (703) 883-3644. 
Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS/IAIP Daily Report Team at (703) 883-3644 for more information. 
Contact DHS/IAIP 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure Coordinating Center at nicc@dhs.gov or (202) 282-9201. 
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit their Web page at www.us-cert.gov. 
DHS/IAIP Disclaimer 
The DHS/IAIP Daily Open Source Infrastructure Report is an internal DHS/IAIP tool intended to serve the informational needs of DHS/IAIP personnel and other interested staff. Further reproduction or redistribution for private use or gain is subject to original copyright restrictions of the content. The IAIP provides no warranty of ownership of the copyright, or of accuracy in respect of the original source material. 



	


